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1. Introduction
SA2 sends the LS (S2-132327) to SA3 on requesting input on security aspects for MTCe solutions, as SA2 has decided to drop further consideration on SDDTE solutions in clause 5.1.1.3.4, 5.1.1.3.5, 5.1.1.3.7 and 5.1.1.3.9 of TR 23.887 from Rel-12, so SA3 would only feedback security considerations on remaining solutions of 5.1.1.3.1, 5.1.1.3.2, 5.1.1.3.3, 5.1.1.3.6 and 5.1.1.3.8 of TR 23.887.

The feedback is based on the discussions on previous SA3’s meetings and the evaluations existed in the SA3 TR 33.868, in addition it also increases some new description.   
2. Analysis 
2.1 Security impact of SDT solutions:
In TR33.868, there are specific security solutions mapped to SA2 SDDTE solutions, that is:

	SA2 SDDTE solution in TR23.887
	SA3 SDDTE security solution in 33.868

	Clause 5.1.1.3.1
	Clause 5.7.4.1

	Clause 5.1.1.3.2
	Clause 5.7.4.1

	Clause 5.1.1.3.3
	Clause 5.7.4.1 and future FFS

	Clause 5.1.1.3.6A
	Clause 5.7.4.2

	Clause 5.1.1.3.6B
	Clause 5.7.4.3

	Clause 5.1.1.3.8
	Current LTE AS security mechanism


Solution 5.1.1.3.1 “Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security” and solution 5.1.1.3.2 “Optimised handling of C-plane connection for Small Data and Device Trigger Transmission without U-plane bearer establishment in E-UTRAN”.
· These two solutions are NAS-based solutions and the established NAS security context can be used to integrity protect and partly cipher the initial layer3 message containing small data packets. It completely reuses the current LTE key hierarchy, because UE and MME always store the NAS security context when UE is in idle mode, there is no need to introduce new security mechanisms.
· The only difference from LTE security is that it ciphers small data for the purpose of confidentiality in initial layer 3 message which is normally not ciphered but only integrity protected. 
Solution 5.1.1.3.3 “Standalone Small Data Service with T5/Tsp and generic NAS transport”
· Both symmetric and asymmetric security mechanism can be used for T5 security from high level point of view. For symmetric security, the SDT-PDU is encapsulated in a Generic NAS PDU or a PDU of the T5-AP which can use shared keys between UE and CN node, e.g. MME or MTC-IWF. For asymmetric security, NAS PDU can also be used for confidentiality everywhere and signature can be used for the nodes to verify the integrity.
· SA3 will define a specific T5/Tsp security solution when T5/Tsp solution in SA2 is accepted. 
Solution 5.1.1.3.6A “Small Data Fast Path”
SDT security context is built between UE and SGW. Although it can provide necessary encryption and integrity protection, this solution brings big impact to the current LTE security mechanism in following aspects:

· It introduces a new security mechanism and would change the current key hierarchy.
·  An additional security context generation procedure should be involved, which will influence the signalling between MME and S-GW, MME and UE. 
· SGW need to dintinguish small data service from normal service so as to activate or deactivate SDT security context. And when SDT service transfers to normal service or vice versa, UE and SGW need to switch between SDT security context and normal LTE security context, this would bring complexity and increases network signallings.
·   There may be some problems on SDT security context synchronization when SGW relocation occurs. It assumes that UE and SGW should exchange security parameters to generate new SDT security context when SGW relocation occurs. Thus, referring to the procedures of TAU, S1 handover, and X2 handover with SGW relocation, it can be concluded that: SDT security context may not be synchronized in TAU, SDT security context may be synchronized in S1 handover but some information elements need to be added into current signallings which will introduce complexity, and the negotiation of new SDT security context is impossible in X2 handover.
· It will change the function and operations of UE, MME, SGW, and may also eNB.
Solution 5.1.1.3.6B “Connectionless Data Transmission”
· It reuses the AS security context between UE and eNB, so the current key hierarchy is not changed, but it changed the security mechanism by storing the AS security and token both in UE and eNB when UE is idle. Thus, UE capable of operating in the Connectionless mode should be able to cache the security context with associated Token for each eNB/RNC with which it established security context since last AS authentication, and for which the Token is assigned. 
· The eNB/RNC capable of supporting Connectionless mode should be able to cache security context for each SMTCe UE with which it established security context since last AS authentication. The eNB/RNC should also be able to assign and maintain a locally unique Token for each cached security context, and manage its validity including lifetime for expiration and purging. 
· A new state needs to be defined to retain the AS security context in Idle mode. Furthermore, it would be complex and the source consumption in UE and eNB would be large when UEs always move around.  
Solution 5.1.1.3.8 “Optimized Service Request procedure for UEs with a single bearer”
This solution can use the current LTE AS security to protect small data transmission, so there is no security impact.

2.2 Security impact of UEPCOP solutions:
For the UEPCOP solutions in clause 7.1.3 of TR 23.887 v0.10.0, SA3 concludes in clause 5.6 of TR33.868 that the current EPS security mechanism can ensure the security of all these solutions, no security impact or problems exist.
3. Proposal

It is kindly proposed SA3 to accept the following draft reply LS.
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1. Overall Description:

SA3 thanks SA2 for the LS (S2-132327) on requesting input on security aspects for MTCe solutions. SA3 would like to provide feedback based on the discussions on previous SA3’s meetings and the considerations captured in the SA3 TR 33.868.  

As SA2 has decided to drop further consideration on SDDTE solutions in clause 5.1.1.3.4, 5.1.1.3.5, 5.1.1.3.7 and 5.1.1.3.9 of TR 23.887 from Rel-12, SA3 would only feedback security considerations on remaining solutions of 5.1.1.3.1, 5.1.1.3.2, 5.1.1.3.3, 5.1.1.3.6 and 5.1.1.3.8 of TR 23.887.
2.1 Security impact of SDT solutions:

In TR33.868, there are specific security solutions mapped to SA2 SDDTE solutions, that is:

	SA2 SDDTE solution in TR23.887
	SA3 SDDTE security solution in 33.868

	Clause 5.1.1.3.1
	Clause 5.7.4.1

	Clause 5.1.1.3.2
	Clause 5.7.4.1

	Clause 5.1.1.3.3
	Clause 5.7.4.1 and future FFS

	Clause 5.1.1.3.6A
	Clause 5.7.4.2

	Clause 5.1.1.3.6B
	Clause 5.7.4.3

	Clause 5.1.1.3.8
	Current LTE AS security mechanism


Solution 5.1.1.3.1 “Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security” and solution 5.1.1.3.2 “Optimised handling of C-plane connection for Small Data and Device Trigger Transmission without U-plane bearer establishment in E-UTRAN”.
· These two solutions are NAS-based solutions and the established NAS security context can be used to integrity protect and partly cipher the initial layer3 message containing small data packets. It completely reuses the current LTE key hierarchy, because UE and MME always store the NAS security context when UE is in idle mode, there is no need to introduce new security mechanisms.
· The only difference from LTE security is that it ciphers small data for the purpose of confidentiality in initial layer 3 message which is normally not ciphered but only integrity protected. 
Solution 5.1.1.3.3 “Standalone Small Data Service with T5/Tsp and generic NAS transport”
· Both symmetric and asymmetric security mechanism can be used for T5 security from high level point of view. For symmetric security, the SDT-PDU is encapsulated in a Generic NAS PDU or a PDU of the T5-AP which can use shared keys between UE and CN node, e.g. MME or MTC-IWF. For asymmetric security, NAS PDU can also be used for confidentiality everywhere and signature can be used for the nodes to verify the integrity.

· SA3 will define a specific T5/Tsp security solution when T5/Tsp solution in SA2 is accepted. 

Solution 5.1.1.3.6A “Small Data Fast Path”
SDT security context is built between UE and SGW. Although it can provide necessary encryption and integrity protection, this solution brings big impact to the current LTE security mechanism in following aspects:

· It introduces a new security mechanism and would change the current key hierarchy.
·  An additional security context generation procedure should be involved, which will influence the signalling between MME and S-GW, MME and UE. 
· SGW need to dintinguish small data service from normal service so as to activate or deactivate SDT security context. And when SDT service transfers to normal service or vice versa, UE and SGW need to switch between SDT security context and normal LTE security context, this would bring complexity and increases network signallings.
·   There may be some problems on SDT security context synchronization when SGW relocation occurs. It assumes that UE and SGW should exchange security parameters to generate new SDT security context when SGW relocation occurs. Thus, referring to the procedures of TAU, S1 handover, and X2 handover with SGW relocation, it can be concluded that: SDT security context may not be synchronized in TAU, SDT security context may be synchronized in S1 handover but some information elements need to be added into current signallings which will introduce complexity, and the negotiation of new SDT security context is impossible in X2 handover.
· It will change the function and operations of UE, MME, SGW, and may also eNB.
Solution 5.1.1.3.6B “Connectionless Data Transmission”
· It reuses the AS security context between UE and eNB, so the current key hierarchy is not changed, but it changed the security mechanism by storing the AS security and token both in UE and eNB when UE is idle. Thus, UE capable of operating in the Connectionless mode should be able to cache the security context with associated Token for each eNB/RNC with which it established security context since last AS authentication, and for which the Token is assigned. 
· The eNB/RNC capable of supporting Connectionless mode should be able to cache security context for each SMTCe UE with which it established security context since last AS authentication. The eNB/RNC should also be able to assign and maintain a locally unique Token for each cached security context, and manage its validity including lifetime for expiration and purging. 
· A new state needs to be defined to retain the AS security context in Idle mode. Furthermore, it would be complex and the source consumption in UE and eNB would be large when UEs always move around.  
Solution 5.1.1.3.8 “Optimized Service Request procedure for UEs with a single bearer”
This solution can use the current LTE AS security to protect small data transmission, so there is no security impact.

2.2 Security impact of UEPCOP solutions:

For the UEPCOP solutions in clause 7.1.3 of TR 23.887 v0.10.0, SA3 concludes in clause 5.6 of TR33.868 that the current EPS security mechanism can ensure the security of all these solutions, no security impact or problems exist.
2. Actions:

To SA2: 

SA3 kindly asks SA2 to take above information into account.
3. Date of Next SA3 Meetings:

TSG-SA3 meeting #73
11-15 Novemble 2013
San Francisco, America
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