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Abstract of the contribution: this document analyzes and clarifies the information elements related to device trigger in SMS based MTC device trigger message.
1. Introduction
A new TP-PID value was defined as the device trigger indication to identify a device triggering short message in TS 23.040, so SA3#71 approved to replace SMS Application Port Id with TP-PID in TR 33.868.
However, deleting SMS Application Port Id may make some misunderstanding that the Application Port Id is not part of device trigger message or has no relation to device trigger. In fact, in SMS based device trigger solution, both TP-PID and SMS Application Port Id shall be included in MTC device trigger message, which is stated in clause 9.2.3.9 of TS 23.040:
“For MT short messages, on receipt of a short message from the SC, the MS can check to see if the associated Protocol Identifier contains a Device Triggering Short Message code.

If such a code is present, then the MS shall interpret the short message as a device triggering short message. The value contained in the Application Port Addressing information element identifies the application to receive the trigger.”
From above description, it is clear that trigger message shall contain two important elements related to device trigger, one is the TP-PID used as the device trigger indication to distinguish trigger message from normal short message, the other is the SMS Application Port Id (i.e., value contained in the Application Port Addressing information element) used to identify the application to receive the trigger.
To make it clearer and more understandable, it is proposed to remain SMS Application Port Id and add a corresponding description.
2. Proposal

It is kindly proposed SA3 to agree the following PCR into TR33.868.
PCR
***************************************Begin of Change*******************************************

5.1.3.1
SMS based triggering

There should be protection against malicious SMS flooding and spamming; all these check should be performed in the network.

When the trigger indication is sent in SMS via Tsms, the SMS-SC/IP-SM-GW may verify the source of the triggering SMS targeting on unattended UEs to ensure the SMS is from an authenticated and authorized source. 

When the trigger indication is received via Tsp and sent as MT-SMS to SMS-SC/IP-SM-GW and T4, MTC-IWF should verify the source of trigger request (authenticated and authorized), ensure the integrity of the received trigger request, and ensure that the message has not been replayed, if it’s sent from outside the 3GPP network. When SMS-SC/IP-SM-GW receives MT-SMS from MTC-IWF over T4 interface, it knows the short message is for MTC purpose and can be trusted.
SMS-SC is required to distinguish ordinary short messages from short messages for triggering unattended UEs and act accordingly (e.g selectively block).
For SMS based device trigger, the MTC device trigger message shall contain TP-PID and Application Port ID. TP-PID is used as the device trigger indication to distinguish trigger message from normal short message, and the SMS Application Port Id is used to identify the application to receive the trigger.
Editor’s Note : It is FFS how the SMS-SC/IP-SM-GW can distinguish ordinary short messages from short messages for triggering unattended UEs received over MTCsms interface. 

Editor’s Note : other suitable network elements for source authorization checking are FFS.
Editor’s Note : The system should provide a mechanism to ensure that only intended trigger indications will be conveyed to the UEs. 
***************************************Begin of Change*******************************************
