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1 Introduction
There is an editor’s note in section 7.3.1 which says that:
“Editor's Note: The risk of introducing DDoS attacks and simple key forgery attacks needs further study.”
NAS based solutionuses periodic PWS testing warning messages by the network. Periodic PWS test can let UE know whether the public key it stored is the latest one. If the key is not the latest one, UE will ask for the key at next periodic tracking update request. Not every UE’s periodic LAU/RAU is at the same time. So it’s mostly impossible for an attacker to initiate a DDoS attack by forgery a false signature since DDoS attack needs the quantity of requests is huge.  
**************************************************Begin of First Change*************************************************
7.3.4.5
Mechanisms of NAS solution for GSM/GPRS

It is considered to mitigate this security issue through the NAS solution’s mechanism. Two possible methods can be used to mitigate the security impacts caused by no integrity protection in GSM/GPRS.

The first one is prior receiving PWS public key from UMTS/LTE network. Nowadays most UEs will support multi-mode and UE can receive PWS public key from different RATs. When the UE and network perform the initial distribution or update of PWS public key, UE receives and stores public keys independently from GERAN/UMTS/LTE. As the same signature key is used in all accesses in one PLMN for the same CBE, UE should prior use the public keys from UMTS/LTE to verify the PWS notification message received from GSM/GPRS network. This can avoid injecting a forge PWS public key to UEs by a fake base station. This method does not work for terminals that only have GSM coverage for an extended period of time or are only GSM capable. The second one is broadcasting periodic PWS testing warning messages by the network. As the PWS public key update procedure described in clause 7.3.1.2, the network periodically broadcasts PWS warning message “test” signed by the latest public key. UE verifies the signature using the public key it stores. If successful, UE determines that the public key it is storing is the latest, and discards the warning test silently. Otherwise, UE determines that the public key it is storing is not correct, and sends the public key ID and signing entity ID in the next RAU/LAU request. When SGSN/MSC receives them, SGSN/MSC checks whether public key ID is the same as it saves. If not, SGSN/MSC sends the update public key, public key ID and signing entity ID it saves in RAU/LAU accept messages. In this way, if UE receives and stores a forge PWS public key from GSM/GPRS network, UE can always identify whether the public key is correct or not by periodic PWS testing warning message, and then UE could fetch a correct PWS public key from the network in the next LAU/RAU request. The test message can be received when the terminal is in PS connected state. It depends on the RRC state.


**************************************************End of First Change***************************************************
