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Abstract of the contribution:

This contribution gives analysis of generalized certificate-based approach and proposes to add open issues into the approach.  
1 Introduction
Several solutions for PWS security were introduced into the current TR. This contribution gives analysis to the open issues in generalized certificate-based approach.
2 Analysis
Open issue 1: Distribution of CBE certificates
Public root key of a CA is used to authenticate CBE certificates issued by the CA. If it succeeds, UE can verify the warning message afterwards by using the public keys for PWS carried in CBE certificates. Two alternatives of public root keys distribution were introduced in generalized certificate-based approach. But how to distribute CBE certificates to UE is not mentioned. The details of CBE certificates distribution need to be considered.
Open issue 2: How to verify warning message 
After terminal is configured with CBE certificates, it can verify warning messages sent from CBEs. Since UE may receive warning messages signed by different CBEs, which CBE certificate should be used is a problem. A parameter combined with warning message is needed to indicate which CBE certificate to be used.
3 Proposal

We kindly ask SA3 to accept the following PCR.
******************************************Begin of First Change********************************************************

7.7

Solution 7: Generalized certificate-based approach for PWS

7.7.1
Introduction

All three major schemes for PWS security described in TR 33.869, v0.2.0,  so far, NAS-based, GBA-based, and implicit-certificate-based, have shown serious problems. 

· The scheme laid out in most detail so far, the NAS -based scheme, suffers from the problems inherited from weak 2G security: it seems almost impossible to provide strong PWS security to SIM users in this way, and, for USIM users, strong PWS security over GERAN access could only be provided if significant changes were made to the 2G security architecture, which may be commercially unviable for this legacy technology. On the other hand, for the NAS -based scheme, strong PWS security over GERAN seems essential as an attacker could always force users, even selectively per user, to camp on his false GSM base station by emitting a strong signal, bypassing strong PWS security over UTRAN or E-UTRAN in this way.

· For the GBA-based scheme, there are also problems inherited from 2G security (cf. clause 7.4): there is no 2G variant for GBA push, and for (UE-initiated) 2G GBA, as in 33.220, Annex I, a TLS server certificate with a corresponding public key in the UE is required. The latter fact begs the question what the advantage of 2G GBA over a purely certificate-based approach would be. Furthermore, the GBA-based scheme has not been investigated in much detail. 

· The scheme based on implicit certificates (called ‘IMPCERT’ henceforth) assumes a set of root CAs whose public keys are pre-installed in the terminal. One of these root CAs issues an implicit certificate to a particular signing entity. This implicit certificate is then sent together with the warning message to the ME over a broadcast channel. Concerns have been raised regarding the need for some sort of global coordination regarding the distribution of public root keys, cf. more on this below. 

This solution presents a certificate-based approach, which is more general than IMPCERT. This may help with the acceptability of a certificate-based approach and the gradual introduction of PWS security around the globe. 

The PWS security solution based on implicit certificates is generalized in the following respects: 

· Structure of Certificate Authorities (CAs) 

· Distribution of public root keys

· Certificate format
Public root key of a CA is used to authenticate CBE certificates issued by the CA. If it succeeds, UE can verify the warning message afterwards by using the public keys for PWS carried in CBE certificates. Two alternatives of public root keys distribution were introduced in generalized certificate-based approach. But how to distribute CBE certificates to UE is not mentioned. 
Editor’s Note: The details of CBE certificates distribution need to be considered.

After terminal is configured with CBE certificates, it can verify warning messages sent from CBEs. Since UE may receive warning messages signed by different CBEs, which CBE certificate should be used is a problem. A parameter combined with warning message is needed to indicate which CBE certificate to be used.
Editor’s Note: The parameter to indicate which CBE certificate to be used should be studied.
******************************************End of First Change***********************************************************
******************************************Begin of Second Change*****************************************************

7.7.3
Distribution of public root keys of CAs
7.7.3.1
Pre-installation in terminals at manufacturing time

This approach was already discussed in the context of the top-down approach to CAs above. The terminal manufacturers would obtain the public root keys from a trusted global root key repository. 

Open questions include how new root keys could be added to or removed from the key store during the lifetime of the terminal, e.g. due to lifetime expiry or revocation of keys, or due to new regions introducing PWS security and setting up new CAs. An approach to a solution is outlined in clause 7.6.1 of the TR. 

******************************************End of Second Change*******************************************************




























































