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1, Introduction
The document S3-130XXX introduced several regional PWS regulations, some are security related, and some are not, but still matte to the PWS security solutions.
This document is trying to analyze how the requirements are related to the current potential security approaches.
2, Discussion
PWS Requirements in China
There are a number of regulatory requirements in the CCSA draft standard “Technical Requirements of Short Message Service for Public Emergency Warning”. This document only considerate all of the security requirements and the entire roaming requirement. Other requirements are not included here. The flowing are the 3 Chinese PWS requirements in the CCSA draft standard.  
1. Should only send the public warning message that is published by authorized organization；
2. Should be able to shield the fake or false public warning message, and ensure the integriality of the public warning message.
3. If the user activated the service of receiving the public warning message in the home network, when the user roams to the visiting network, and the visiting network support the public warning service, the user should be able to receive the warning message of the visiting network
The requirement 1 and 2 are security requirement and align with the 3GPP SA1 TS 22.268. 
The requirement 3 is the roaming requirement. In China for one operator the PLMN may differ from one province to another. The standard draft gives the national wide requirement of roaming, which means if a user roams from one PLMN to another the user shall be able to receive the local warning message. 
Potential PWS Security Solutions
There are currently 6 PWS security approaches in the TR 33.869. Based on the regulatory requirements in China, this section analyzes how the approaches match the requirements.
Solution 3: NAS Based Solution
Solution 4: GBA Based protection
Solution 5: Using NAS layer security
Solution 6:  Implicit Certificate PKI based PWS solution
Solution 7:  Generalized certificate-based approach for PWS
Solution 8:  National PWS solution based on UICC OTA
	
	Requirement 1
	Requirement 2
	Requirement 3

	Solution 3
	√
Signature with the CBE’s public key can provide authorization.
	√
Signature with the CBE’s public key can provide integrity protection.
	√
If the VPLMN and the HPLMN deployed solution 3, the UE can receive PWS public key in the VPLMN and use it to verity the local PWS warning message. The Chinese national wide roaming regulation can be matched.

	Solution 4
	√
Signature with the CBE’s public key can provide authorization.
	√
Signature with the CBE’s public key can provide integrity protection.
	×
Not every PLMN in China lunches GBA, thus either the user can not receive the local PWS public key in the VPLMN, or the operator has to invent extra money for the GBA structure. The Chinese national wide roaming requirement cannot be matched.

	Solution 5
	√
Signature with the CBE’s public key can provide authorization.
	√
Signature with the CBE’s public key can provide integrity protection.
	√
If the VPLMN and the HPLMN deployed solution 5, the UE can receive PWS public key in the VPLMN and use it to verity the local PWS warning message. The Chinese national wide roaming requirement can be matched.

	Solution 6
	√
Signature with the CBE’s public key can provide authorization.
	√
Signature with the CBE’s public key can provide integrity protection.
	×
In China the PLMN may differ from one province to another, and every PLMN has a CA. If the VPLMN and the HPLMN deployed solution 6, this approach needs a national wide root CA at CBE side and it is out of the scope of the operators and the regulator, thus cannot be guaranteed. The Chinese national wide roaming requirement cannot be matched if the security approach 6 is deployed.

	Solution 7
	√
Signature with the CBE’s public key can provide authorization.
	√
Signature with the CBE’s public key can provide integrity protection.
	×
Same as solution 6.

	Solution 8
	√
Signature with the CBE’s public key can provide authorization.
	√
Signature with the CBE’s public key can provide integrity protection.
	×
In China the PLMN may differ from one province to another, and every PLMN has different OTA service pack. The OTA roaming is normally not supported, so even the UE which supports OTA cannot be able to use the OTA service in the VPLMN, thus cannot receive the PWS public key in the VPLMN. The Chinese national wide roaming requirement cannot be matched if the security approach 8 is deployed.


Table y: the Chinese Regional PWS Regulation vs. PWS Security Solutions
3, Conclusion
It is proposed to include the contents of section 2 in TR 33.869 chapter 8.
4, Proposal
We kindly ask SA3 to accept the following PCR.
******************************************Begin of First Change********************************************************
[bookmark: _Toc355095748][bookmark: _Toc355095907]8.X	Chinese Regional Regulation Analysis
8.X.1 PWS Requirements in China
There are a number of regulatory requirements in the CCSA draft standard “Technical Requirements of Short Message Service for Public Emergency Warning”. This document only considerate all of the security requirements and the entire roaming requirement. Other requirements are not included here. The flowing are the 3 Chinese PWS requirements in the CCSA draft standard.  
1. Should only send the public warning message that is published by authorized organization；
2. Should be able to shield the fake or false public warning message, and ensure the integriality of the public warning message.
3. If the user activated the service of receiving the public warning message in the home network, when the user roams to the visiting network, and the visiting network support the public warning service, the user should be able to receive the warning message of the visiting network
The requirement 1 and 2 are security requirement and align with the 3GPP SA1 TS 22.268. 
The requirement 3 is the roaming requirement. In China for one operator the PLMN may differ from one province to another. The standard draft gives the national wide requirement of roaming, which means if a user roams from one PLMN to another the user shall be able to receive the local warning message. 
8.X.2 Potential PWS Security Solutions Analysis
The following table analyzes how the approaches match the requirements.
	
	Requirement 1
	Requirement 2
	Requirement 3

	Solution 3
	√
Signature with the CBE’s public key can provide authorization.
	√
Signature with the CBE’s public key can provide integrity protection.
	√
If the VPLMN and the HPLMN deployed solution 3, the UE can receive PWS public key in the VPLMN and use it to verity the local PWS warning message. The Chinese national wide roaming regulation can be matched.

	Solution 4
	√
Signature with the CBE’s public key can provide authorization.
	√
Signature with the CBE’s public key can provide integrity protection.
	×
Not every PLMN in China lunches GBA, thus either the user can not receive the local PWS public key in the VPLMN, or the operator has to invent extra money for the GBA structure. The Chinese national wide roaming requirement cannot be matched.

	Solution 5
	√
Signature with the CBE’s public key can provide authorization.
	√
Signature with the CBE’s public key can provide integrity protection.
	√
If the VPLMN and the HPLMN deployed solution 5, the UE can receive PWS public key in the VPLMN and use it to verity the local PWS warning message. The Chinese national wide roaming requirement can be matched.

	Solution 6
	√
Signature with the CBE’s public key can provide authorization.
	√
Signature with the CBE’s public key can provide integrity protection.
	×
In China the PLMN may differ from one province to another, and every PLMN has a CA. If the VPLMN and the HPLMN deployed solution 6, this approach needs a national wide root CA at CBE side and it is out of the scope of the operators and the regulator, thus cannot be guaranteed. The Chinese national wide roaming requirement cannot be matched if the security approach 6 is deployed.

	Solution 7
	√
Signature with the CBE’s public key can provide authorization.
	√
Signature with the CBE’s public key can provide integrity protection.
	×
Same as solution 6.

	Solution 8
	√
Signature with the CBE’s public key can provide authorization.
	√
Signature with the CBE’s public key can provide integrity protection.
	×
In China the PLMN may differ from one province to another, and every PLMN has different OTA service pack. The OTA roaming is normally not supported, so even the UE which supports OTA cannot be able to use the OTA service in the VPLMN, thus cannot receive the PWS public key in the VPLMN. The Chinese national wide roaming requirement cannot be matched if the security approach 8 is deployed.


Table y: the Chinese Regional PWS Regulation vs. PWS Security Solutions
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