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1. Introduction
In secure connection solution of SIMTC TR 33.868 , some editor’s notes of IKEv2 based solution should be solved. In this contribution clarifications are made to address these editor’s notes.
2. Analysis
In TR 33.868 the key issue-secure connection, IKEv2 based solution has some editor’s note that should be addressed. 
1. Editor’s Note: It needs further study on the possibility of other protocol usage besides IKEv2, e.g. the use of EAP over PANA as defined by ETSI TC M2M.
IKEv2 protocol here used is to carry EAP method for mutual authentication, here we can use any other kinds of protocol to carry EAP-AKA methods. 
Based on this clarification, a Note is added in IKEv2 based solution. And the title of this solution “IKEv2 based solution” is revised to “EAP-AKA solution”, which can reduce the misleading.
2. Editor’s Note: Which keys are delivered to application layer in the UE and how to deliver to application is FFS.
In this solution, some kinds of keys are generated, such as the key generated in EAP-AKA procedure which is derived by CK/IK, or the session key series in IKEv2 protocol, or any other keys. Here we want to use the key generated in EAP-AKA procedure for application usage. So the first part of this editor’s note is addressed.

For the second part of this editor’s note, the UE will deliver this key internally, so it doesn’t need to make clarification on terminal side. But for network side, the key is generated by 3GPP AAA server, and the key should be transferred to MTC server through EAP-AKA signalling. So some calcifications are added to make better understanding.
3. pCR
===========================Begin of Change============================

5.2.4.2
EAP-AKA solution
When UE connects to the network, it will get an IP address for PS communication. Under this scenario, so IKEv2 or some other kinds of IP security protocol which can be used to carry EAP methods  can be used for establish the communication keys between UE and MTC service capability server. 

Note: Here we can use many kinds of protocol to carry the EAP-AKA, for example we can use IKEv2 or other lightweight protocol. But here we just want to emphasize to use the EAP-AKA protocol. 

In order to use the security features of the UICC to enable an exchange of security keys, an EAP-SIM/EAP-AKA method can be embedded into carrying protocol’s procedure. The whole procedure can be as following:
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1. UE establishes the connection with MTC server.

2. When UE wants to generate session keys with MTC server, it sends IKEv2 initialization message to MTC server.

3. After receiving IKEv2 initial message, MTC server will start the secure connection procedure and send IKEv2 initial response message back to UE.
4. UE sends IKE_AUTH message to MTC server. The message does not contain AUTH payload to trigger EAP procedure.
5. MTC server sends IKEv2 message with EAP payload for requesting the UE’s identity.
6. UE sends back identity embedded into IKEv2 message.
7. MTC server forwards UE’s identity by using EAP message to 3GPP AAA server.

8a. 3GPP AAA server send authentication vector request with UE’s identity to HSS.

8b. HSS generates authentication vector based on UE’s identity and its root key.
8c. HSS sends back authentication vector to the 3GPP AAA server.

9. 3GPP AAA server calculates the MSK based on the CK/IK inside the authentication vector. 
10. 3GPP AAA server sends authentication request inside EAP message to MTC server.
11. MTC server encapsulates such EAP message into IKEv2 message and sends it out to UE.

12. After receiving the message, UE will run AKA algorithm to verify the AUTN and generates RES and MSK which is same with 3GPP AAA server. MSK will be used for secure connection.
13. UE creates EAP message, which carries AKA response information and encapsulates it into IKEv2 message and sends to MTC server.

14. MTC server forwards EAP message to 3GPP AAA server.

15. 3GPP AAA server verifies the RES contained in EAP message with XRES.
16. If the verification is success, 3GPP AAA server sends the MSK to MTC server with EAP-success message.

17. When received EAP-success message, MTC server knows the authentication is succeeded, then it extracts MSK for secure connection and sends IKEv2 authentication message with EAP-success message.
18. UE sends IKEv2 authentication message to MTC server.
19. MTC server sends IEKv2 AUTH message back to UE, and finish the procedure.
After the procedure, UE can get the MSK in step 12. In step 9, the same MSK can be calculated in 3GPP AAA server. In the next step 16, the MSK can be transferred from 3GPP AAA server to MTC server who is used for application usage. 
Editor’s Note: It needs check with SA2 whether there is an interface between the MTC server and the 3GPP AAA server.
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