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1. Introduction
This document analyses the security issues based on SA1’s requirements of ProSe, and gives a security requirement to address this issue. 
2.  Analysis 
Based on SA1’s requirement, the system shall ensure the confidentiality of user data and network signalling over the direct link to a level comparable with that provided by the existing 3GPP system. Now the security context is separate for different UEs in existing 3GPP system. So it requires that the separate security context usage in ProSe system. Here is one example if this requirement is not fulfilled:
A security issue would be raised if the same security contexts are used for different ProSe-enabled UEs in the following scenario: 
In this scenario, there are three ProSe-enabled UE, e.g. Mary’s UE, Peter’s UE, John’s UE. 
 As a result, when Mary, Peter, and John are communicating through the 3GPP network, there is no common security context between them. Peter’s UE can’t get any plain information between Mary’s UE and John’s UE.
 if the security context for the communication between Mary’s UE and Peter’s UE was the same as for Mary’s UE and John’s UE, Peter’s UE would be able to decipher the communication between Mary’s UE and John’s UE when the encrypted data is eavesdropped by Peter’s UE. Peter’s UE could get the information between Mary’s and John’s UE
But in existing 3GPP, Peter’s UE can’t get the information between Mary’s and John’s UE, specifically, when Mary’s UE communicates with Peter’s and John’s UE in LTE network. Based on LTE security architecture, Peter’s UE and John’s UE will use different security context to protect the communication with eNBs, and eNB will forward the decrypted UP data to core network and finally send to Mary’s UE with the protection by using other security context between Mary’s UE and eNB. So in this case, it doesn’t followSA1’s requirement. Therefore, the SA1 requirements can be fulfilled only when Mary’s UE use separate contexts communicating with different UEs.  
3. Proposal
In summary, we think a security requirement should be made for ProSe:
A ProSe-enabled UE should use separate security contexts for ProSe communication with different ProSe-enabled UEs.
4. pCR
===========================Begin of Change============================
X Security analysis for restricted ProSe communication
X.1 Issue Detail
Based on SA1’s requirement, the system shall ensure the confidentiality of user data and network signalling over the direct link to a level comparable with that provided by the existing 3GPP system. Now the security context is separate for different UE in existing 3GPP system. So it requires that the separate security context usage in ProSe system. 
X.2 Threats
When the user plane ciphering is applied, a security issue would be raised that a ProSe-enabled UE can decrypt the communication between two other ProSe-enabled UEs if the same security contexts are used. The attacking details are shown in the following: 
In this scenario, there are three ProSe-enabled UEs, e.g. Mary’s UE, Peter’s UE, John’s UE. 

As a result, when Mary, Peter, and John are communicating through the 3GPP network, there is no common security context between them. Peter’s UE can’t get any plain information between Mary’s UE and John’s UE. If the security context for the communication between Mary’s UE and Peter’s UE was the same as for Mary’s UE and John’s UE, Peter’s UE would be able to decipher the communication between Mary’s UE and John’s UE when the encrypted data is eavesdropped by Peter’s UE. Peter’s UE could get the information between Mary’s and John’s UE.

But in existing 3GPP, Peter’s UE can’t get the information between Mary’s and John’s UE, specifically, when Mary’s UE communicates with Peter’s and John’s UE in LTE network. Based on LTE security architecture, Peter’s UE and John’s UE will use different security context to protect the communication with eNBs, and eNB will forward the decrypted UP data to core network and finally send to Mary’s UE with the protection by using other security context between Mary’s UE and eNB. So in this case, it doesn’t followSA1’s requirement. Therefore, the SA1 requirements can be fulfilled only when Mary’s UE use separate contexts communicating with different UEs.  
X.3 Security Requirements
A ProSe-enabled UE should use different security contexts for ProSe communication with different ProSe-enabled UEs.
============================End of Change============================
