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1. Introduction
This document analyses the security issues based on SA1’s requirements of ProSe, and give a security requirement to address this issue. 
2. Background in SA1
In 22.803, the general use cases contain 13 different detail use cases for non-public safety scenario. Most of them contain two proximity-enable parts: one is UE and the other is service provider/another UE. However, in some cases, especially restricted ProSe Discovery Use Case, 3 users with proximity-enabled UEs are involved. Under this use case, we can see in TR said:

-
Mary has given permission to John to discover her and vice versa;
-
John has given permission to Peter to discover him and vice versa;
And in the service flows, it describes that:
-
Mary’s UE does not detect that Peter’s UE is in its proximity;
3.  Analysis 
Based on SA1’s description, Mary’s UE does not detect Peter’s UE because there is no authorization given by Peter’s to Mary discovering him. The detection could be either using direct radio signals or EPC based as example in SA1. 
However, if Mary’s UE is compromised, it could try to find all Proximity-enabled UE near her, including the UEs which should not be detected. If there is no mechanism in ProSe Discovery function (either on network side or on UE side) to prevent this discovery, Mary’s UE may be able to detect Peter’s UE. It will break the principle of restricted discovery.
What is more, the security requirement should be discussed case by case.
Firstly to consider the scenario of detection using direct radio signals. Currently in 2G/3G/LTE network it doesn’t have this issue, because all identity are protected, e.g. the mobile only sends its C-RNTI that change with each connection, and is completely opaque. Even the mobile’s GUTI sent in the NAS signalling is changed every session under the NAS ciphering. While in direct discovery case, in order to discover another ProSe mobile without network assistance, each mobile has to either broadcast or return on request its ProSe identity known to other ProSe mobiles, so the identity could not be protected. What’s more, the detail of discovery depends on SA2’s architecture and procedure and this will lead to different detailed security requirements. So it is better to give a high-level security requirement about this use case. So the requirement can be “The ProSe system should prevent UE to discover other proximity-enabled UEs which are not given authorization to be discovered in case of detection using direct radio signals.”

Secondly to consider the scenario of detection via the operator’s network.  This case is easier, because network will follow restrictive rules enforced by the users. So the requirement can be more precisely as “The network should prevent a UE to detect other proximity-enabled UEs which are not given authorization to be discovered in case of detection via the operator’s network”
4. Proposal
In summary, we think a security requirement should be made for ProSe, all the following security requirements are fit for non-public safety use cases only:
The network should allow a UE to discover only other proximity-enabled UEs which are currently authorized to be discovered in case of detection via the operator’s network.
The ProSe system should allow a UE to discover only other proximity-enabled UEs which are currently authorized to be discovered in case of detection using direct radio signals.
5. pCR
===========================Begin of Change============================
X Security analysis for restricted ProSe discovery
X.1 Issue Detail
In TR 22.803 section 5.1.1 restricted ProSe discovery use case, 3 users with proximity-enabled UEs are involved.  Mary has authorized John’s UE to discover her UE and vice versa. At the same time, John has authorized Peter’s UE to discover his UE and vice versa. But Mary’s UE is not able to detect that Peter’s UE is in its proximity. 
In other words, a UE shall be not able to discover other UEs which are  not authorized to be discovered. 
X.2 Threats
Based on SA1’s description, the discovery could be either using direct radio signals or  EPC based. Mary’s UE does not detect Peter’s UE because there is no authorization given by Peter’s  to Mary’s discovering him. However, if Mary’s UE is compromised, it could try to discover all Proximity-enabled UE near her, including the UEs not authorized to be detected, e.g. Peter’s UE. If there is no mechanism in the ProSe system (either on network side or on UE side) to prevent unauthorized discovery, Mary’s UE may be able to discover Peter’s UE. It will break the principle of restricted discovery.
X.3 Security Requirements
The following security requirement fits for non-public safety use cases only:
The network should allow a UE to discover only other proximity-enabled UEs which are currently authorized to be discovered in case of detection via the operator’s network.
The ProSe system should allow a UE to discover only other proximity-enabled UEs which are currently authorized to be discovered in case of detection using direct radio signals.
============================End of Change============================
