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Abstract of the contribution:

The motivation for our contribution is that the definitions and use of the terms TOE and TSF in SECAM, methodology 2, seem to be somewhat unclear. 
The Word comments are meant to motivate the changes and are to be removed by the editor of the TR when implementing the pCR. This contribution was known as contribution 9b in offline email discussion. 

Introduction
The motivation for our contribution is that the definitions and use of the terms TOE and TSF in SECAM, methodology 2, seem to be somewhat unclear. 
In particular, it needs to be clarified that the TOE defines the scope of evalution and is not necessarily the entire product package sold by a vendor to a customer. This is in line with the definition from Common Criteria quoted in the current text, but is not clear through the examples provided. The role of the TSF and its interfaces also needs to be clarified. In particular, we propose to clarify that the description of the TSF is part of that of the TOE and there is only a single TOE for vulnerability testing and compliance testing. In the current TR text it appears as if the TOE was a TOE1 for the vulnerability testing and the TSF a separate TOE2 for the compliance testing. (It seems that there is an ongoing discussion on the role of vulnerability testing in SECAM, so we hasten to explain that the main focus of our contribution is clarifying the relation of the terms TOE and TSF, not the relation between compliance testing and vulnerability testing.)
We propose that a TSF is defined by the requirements in the pertinent SASes for the network product class in question. Following from the SASes, the TSF of a network product is explicitly clear and in turn defines a minimum scope for the TOE. This means that, contrary to what a NOTE towards the end of the current text states, there is little freedom in defining the TSF – which is good for comparing evaluations - , but there may be some more degrees of freedom in defining the TOE. Please see the explanations in the pCR. 
-----------------



pCR against TR 33.805 v0.4.1
***********START OF CHANGES***************
[bookmark: _Toc355008319]5.2.4.1	Development process and SAS instantiation
The vendor shall provide the following documents to the compliance testing laboratories and to the operator:
-	the assurance documentation requested by the security assurance process, e.g.
-	The design documentation [free-form]
-	The operational guidance [free-form]
-	The version management plan [free-form]
-	The flaw remediation documentation [free-form]
-	an instantiation of SAS (see below)
The SAS instantiation will include at least the following information:
-	Identification of the SAS being instantiated
-	Description of the 3GPP network product
-	Identification of the 3GPP network product by means of model / type numbers, brand names and manufacturer details
-	Description of the target of evaluation (TOE) including and of the TOE security functionality (TSF) (see below)
The Security Assurance documentation will include at least the following information:
-	Complete technical description of the 3GPP network product to be evaluated: block diagram, services running, operating system type, firmware build version, service pack levels, network applications running and so on
-	Any special instructions to setup the 3GPP network product in a secure way (e.g. a user guide and installation measures)
-	Features and specifications
-	Control of changes in hardware and/or software configuration (e.g. version management)
-	Description of the management of 3rd party vulnerabilities, vulnerabilities discovered within the vendors’ development cycle and vulnerabilities discovered in customer networks
-	Description of the secure software assurance lifecycle in place to maintain and product evidence of the quality of the code. It encompasses software code that has been developed by a vendor, delivered by a 3rd party contractor and 3rd party applications or products including open source software
Definition of TOE and TSF
NOTE1: 	The terms Target of Evaluation (TOE) and TOE Security Functionality (TSF) are already defined in Common Criteria. Given the differences between Common Criteria and Methodology 2 approaches, those terms are not necessarily identical to only loosely match their CC counterparts and are redefined below. 	Comment by nsn130618: whether the match is loose or not can be left open.
The TOE defines “what, within the product, is to be evaluated”. It is defined, as in Common Criteria, as “a set of software, firmware and/or hardware possibly accompanied by guidance.” SECAM considers more precisely the TOE as “a set of software, firmware and/or hardware commercialized by the vendor, possibly accompanied by guidance.”
This definition implies that the TOE is not necessarily the entire network product as sold by the vendor, but may comprise only parts of it. E.g. the TOE could include application SW plus the security critical elements of the operation system on which the SW runs. Only these parts would then be subject to evaluation. 
NOTE2: 	This definition is similar to the understanding in Common Criteria, Part 1, section 6.1. One finds there e.g. “The CC is flexible in what to evaluate and is therefore not tied to the boundaries of IT products as commonly understood.”
For example, if a vendor commercializes a MME which includes by default other functions not related to the MME network product class, the whole package will be the TOE, including those functions.	Comment by nsn130618: moved down with 'will' changed to 'may'.
The TSF is defined in CC as the “combined functionality of all hardware, software, and firmware of a TOE that must be relied upon for the correct enforcement of the Security Functional Requirements”. In SECAM, the TSF would be a “combined functionality of all hardware, software, and firmware of a TOE that must be relied upon for the correct enforcement of the SAS requirements”. 
The TSF of a network product is defined by available SAS(es) for the network product class in question, cf. the bullets below. Following from the SAS(es), the TSF of a network product is explicitly clear.
The same TOE shall be used for vulnerability testing and compliance testing. 
In order to ensure that a TOE is sufficiently comprehensive, TOEs and TSFs in SECAM must comply with the following requirements:  
· All requirements from the SAS(s) pertaining to the network product class shall be reflected in the TSF. 

Editor’s note: It is ffs whether an SAS should distinguish between mandatory and conditional requirements. This distinction may be useful for functions in a network product class that are optional to implement. If an optional function is present in the network product then security requirements, made conditional on the presence of this function, will apply, otherwise not. If this distinction between mandatory and conditional requirements is used then the formulation in the above bullet will have to be adapted to ‘all APPLICABLE requirements’ or similar. 	Comment by nsn130618: We proposed this distinction between mandatory and conditional requirements for an update of what was known as contribution 2 in the offline email discussions. 
· All interfaces of the TSF shall be part of the TOE. This defines a condition for a minimum size of the TOE.   
· All external communication interfaces of the product shall be described as interfaces to the TOE so as to ensure that they are covered by the vulnerability analysis. This defines another condition for a minimum size of the TOE. Justification needs to be provided if the TOE is not the entire product as commercialised. 
· A TOE is allowed to be larger than this minimum size defined by the two preceding bullets. (NOTE4 below explains why this may be useful.)

For example, if a vendor commercializes a MME which includes by default other functions not related to the MME network product class, the whole package may be the TOE, including those functions.
Considering one possible implementation of an MME network product class from vendor A as an example:


Figure 1: Example of one possible implementation of an MME network product class of vendor A
Definition of the TOE for the example:
In the example, the TOE would be the entire set MME appliance + Administration server, if it is commercialized according to this configuration. Alternatively, the TOE would be the set MME appliance + MME remote management application if it is commercialized this other way.
Definition of the TSF for the example: Let’ us assume for this example that, for the MME network product class, there security requirements of the SAS impact   the administration server OS, the Hypervisor VM,  the Administration VM and the MME remote management application. Then, even if the MME network product of vendor A is commercialized as MME appliance + Administration server, the TSF would be only contained in the set MME appliance + MME Administration server with exclusion of the fan and cooling subsystem and of the open door detection sensor system. 	Comment by nsn130618: In this example, the admin server OS etc. would be part of the TOE, but not all of the admin server OS etc. would be part of the TOE security functionality (TSF).
The scope of the evaluation, as defined by the TOE, will, for this example, however include all components connected and able to interact with the TSF. Thus the interaction of the open door detection subsystem and the hypervisor VM will be in scope of evaluation. The fan and cooling subsystem is not in the scope of evaluation.
In another example, the TOE would be the set MME appliance + MME remote management application if it is commercialized this other way.
Use of TOE and TSF description in evaluations
The TOE and TSF description will be provided by the vendor as part of the SAS instantiation document. The TSF description and particularly the description of its interfaces with the rest of the TOE are necessary to ensure that evaluators (for compliance and vulnerability testing) have relevant information to understand the critical parts of the network product to be evaluated and are able to identify relevant entry points (for vulnerability testing).
This description is also necessary for the operators to have a clear view on the boundaries of the testing that were undertaken on the network product in the context of its SECAM evaluation.
NOTE3:	Required and acceptable level of details in the description of the TOE and the TSF by the vendor as well as the mapping of these description to the generic description that will be in the SAS of the network product class needs to be defined by normative definition of SAS instantiation to ensure that the boundaries of what was evaluated are clear.
NOTE4:	There is a degree of freedom regarding the TSF TOE definition as it the TOE may be enlarged beyond the size minimally required by the text in the bullets further above in this subclausewill ultimately very much depend on proprietary implementation choices of vendors and of assumption on the dependency to other components to enforce the SAS requirements. A vendor could define the TSF TOE at an even narrower scope around theTSF. lesser scale, In the above example, the TOE could be defined e.g. as MME appliance + only some threads in the MME remote management application. However it should be noted that the number of external interfaces of the TOE could increase or decrease by narrowing the scope of the TOE. tThe TOE including all its external interfaces TSF will undergo vulnerability testing, so that narrowing the scope of the TOE would not necessarily ease testingwhich imply that TSF interfaces will be fully tested. 
NOTE5:	The concrete example of TOE and TSF in Figure 1 are is not to be taken as preliminary authoritative precedentsconcepts, since its details they are obviously subject to change during the threat analysis of network product classes, security assurance process redaction and SAS writting phases. As a matter of fact, those phases are required to develop and verify achieve a betterthe correct definition, and the present study will not consider modifying them during this preliminary stage. 
***********END OF CHANGES***************
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