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1 Introduction and proposal
In the Environment of functions and nodes section, the degree of exposure are classified by the term physically exposed/physically unexposed. However, there are cases when operator’s network equipment are neither physically exposed nor physically unexposed (under the operator’s direct maintenance and control). When taking these scenarios into consideration, we recommend replacing the classification term physically exposed/physically unexposed with a more generalized term trusted zone located/untrusted zone located. 
For example, NFV (Network Functions Virtualization) is an emerging research hotspot, and NFV products are able to replace many traditional 3GPP products when certain requirements (such as location and latency requirements) are met. For example, MME and HSS are database systems built on server platforms, and their functions can easily be implemented by virtual machines on third-party IDCs. The deployment of virtual MMEs and HSSs is benefitial to operators in cost, scalability, quick deployments, efficient migration, easy upgrade, reduce typical network operator cycle of innovation, etc. In fact, Network Functions Virtualisation is applicable to any data plane packet processing and control plane function in mobile network infrastructures.
However, when deploying NFV products, they are no longer located in the so called trusted domain of operator’s core network, and thus NFV products should be classified into a new type of network product class. They are situated in a highly protected location (IDC, physically unexposed) yet the mainframe computer belongs to a third-party IDC (non-trusted environment or domain).
Figure 4.1.3-1 is changed to reflect the change and include the NFV scenarios.
***
START OF CHANGES
***
4.1.3
Environment of functions and nodes

Physical location of functions and nodes

3GPP functions in the core network have traditionally been considered to be placed in secure location. Their locations are considered trusted to not be physically accessible to attackers. Functions and nodes physically located in secure locations, such as in the core network, must be considered to be safe from physical tampering. The requirements on functions/nodes in the RAN may in most cases not make this assumption.

A problem is that functions may not always be located in the core network. Depending on implementation, they may be located  in the RAN or in the third-party facilities and locations.Therefore more than one type of SAS may apply to a single function (if that is the chosen target) depending on the deployment of the function. For example, one SAS module could describe requirements for only the physical protection of a function/node, whereas a second SAS module may describe the requirements for only the function provided. If the node is built to be located in a physically vulnerable location then the first SAS and the second SAS are applied. If the node is built to be located in physically secure location, then only the second SAS is applied

For example, RNCs located in so called exposed locations are required to implement IPsec to protect the backhaul just like eNBs, whereas when the RNC is not in an exposed location the requirement on IPsec would not always be necessary when the Iu interface could be assumed to be physically secured (cf  TS 33.210[x]). 
Another example is that Network Functions Virtualisation products (such as virtual MME, virtual HSS and virtual Firewall, etc.) may be installed on a third-party IDC facility, and the located place of which is so called non-trusted domain. In this case, it should be required that encryption be applied on data transmission and data storage, so that operator’s operation and maintenance data are properly protected. 

Remote exposure of functions/nodes in the network architecture

3GPP functions of which at least one interface is accessible from outside the network security domain can be considered to be in a more hostile location than nodes assumed to be only accessible from within the network security domain.  For example, a PGW is accessible from some PDN, and can then be attacked via this network. To prevent this attack, a firewall might be needed. But in case there is no firewall, the PGW is required to properly filter incoming traffic. Therefore, the network architecture and remote accessibility significantly influences security requirements.

Editor’s note: None of the definitions of remote accessibility and physical location are complete until the attacker model is defined.

The figure below describes possible combinations of remote and physical exposure.

Editor’s note: It is FFS whether security measures should be taken into account when determining the degree of exposure according to the definitions above.




Figure 4.1.3-1: Environment of 3GPP network products
Temporary note: This temporary note is added for delegates to easier understand the changes made in the above figure. The following changes are made in the above figure. Change the classification term from physically exposed to a more general term Non-trusted Domain located, change the term Physically-unexplosed to Trusted Domain located, add the NFV product scenario, add NFV products in the blue textbox in the table.

Consequences

From the above analysis, the environment (i.e. the trusted domain location and the remote exposure) needs to be taken into account when defining the SAS to be applied to a particular network product. To sum up all possible differentiation aspects could become an intractable task, if playing with the full range of threat or location parameters. Instead, robustness against some uncertainty and variability in the environment shall prevail.

Editor’s Note: It is FFS in which cases these additional modules will be optional or mandatory.

***
END OF CHANGES
***
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