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1. Introduction
This contribution describes the vulnerability testing task and provides criteria for accreditation of vulnerability testers

2. Proposal
**********************START OF FIRST CHANGE***************************
5.3.4.4
Vulnerability testing task



Editor’s note: Threat assessment data and description of key assets of network products provided by the vendors will help the evaluator in understanding the product under evaluation. It is FFS which documents are needed to fulfil this need.
NOTE:
Vulnerability testing will be done based on SAS scope

NOTE:
As for how to do the vulnerability testing, the SAS document may provide a test description and an indication of the tools and test methods to be used (see 5.3.4.4.3 Activities). 
Editor note: In the current version of the TR it is not clear in which document and by whom the set of tools and methods to be used for this task will be defined. This must be clarified.
5.3.4.4.1 Inputs

The test bed configured according to the documentation produced in step 2 (see 5.2.4.2.2)
5.3.4.4.2 Outputs

Vulnerability testing laboratories execute the tests for the evaluated network product, collect evaluation evidences and include them in the final security vulnerability test report, which will include at least (following a document “Test Methodology and skills requirements” :

-
Declaration about who carried out the tests (e.g. self-evaluation or third party Evaluators).
-
the test procedure, including
-
the attack paths and vectors used for the tests;
-
Vulnerability library to which this test refers to 
-
The reference model/method/testing tool used for vulnerability testing.
-
Network products/features tested and reasons for not testing where applicable.
-
The test results [following SAS output format indications] containing
-
Vulnerabilities that were to be tested and correctly addressed by the product,

-
Residual vulnerabilities not addressed by the product;

-
A list of these residual vulnerabilities prioritized by their e.g. CVSS score, with the associated risks to which the operator can be exposed to. The impact assessment about exploitable vulnerabilities in the network product are based on the deployment assumptions listed in the SAS, e.g. the possibility that vulnerability can be used for attacking, e.g. remote attacking, how serious damage can be made through this vulnerability, etc.
Editor note: It is FFS which ones of these elements should be archived in tester premises (for confidentiality reasons); included in the evaluation report; included in the instantiated SAS.
NOTE:
The vulnerability test report should not be issued to the public, it can only be kept between the party generating the report and the party receiving the report.
5.3.4.4.3 Activities

Penetration testing

Penetration testing on a network product will consist in exploiting vulnerabilities for a given attacker model for vulnerability testing. An attacker model for vulnerability testing consists in a scale of attacker type and levels; levels are determined by a list of criteria such as expertise or time available for the attack. This attacker model for vulnerability testing will be defined in the SAS. This definition will be used for two different activities: 

- the accreditation of tester (verification by the Certification Body that the tester has the skills)

- during the evaluation itself. The accredited tester shall only performs attacks (time, material…) that are in line with the model defined in the SAS

Testers will use:

- Publicly available information on vulnerabilities coming from a range of known vulnerabilities documented in some vulnerability library for known vulnerability testing, e.g. CVE (Common Vulnerabilities and Exposures, "a publicly available and free to use list or dictionary of standardized identifiers for common computer vulnerabilities and exposures" by the MITRE Corporation, an US not-for-profit organization. http://cve.mitre.org/), CWE (Common Weakness Enumeration, "a community-developed dictionary of software weakness types" also by the MITRE Corporation. http://cwe.mitre.org/) , and other FIRST (Forum for Incident Response and Security Teams, "brings together computer security incident response teams from government, commercial, and educational organizations", http://www.first.org/), TCG (Trusted Computing Group, "a not-for-profit organization formed to develop, define and promote open, vendor-neutral, global industry standards, supportive of a hardware-based root of trust, for interoperable trusted computing platforms.", www.trustedcomputinggroup.org) identified vulnerabilities etc
- Attack paths definition

- A set of tools (fuzzing tools…) to verify, amongst other points, the correct implementation of protocol stacks 

Editor’s note: Clarification on what “Attack path” means, in which document this will be defined and by which entity (SA3 or Certification Body) is needed.

**********************END OF FIRST CHANGE***************************
**********************START OF SECOND CHANGE (accreditation section)***************************
5.3.3.5
Criteria on accreditation of vulnerability testers

The Accreditation Body shall administer the assessment of relevant criteria, standardsized in the normative phase, to determine that the vulnerability testers have sufficient skills and administer the assessment. The following are possible assessment scopes and techniques:

-
Accurately describe their test procedures, results and conclusions.

-
such skills could be assessed through a case study or a “pilot” evaluation performed under the supervision of the accreditor.
-
Capacity to assess the security consistency between the SAS and an instantiated SAS, especially the capacity to assess whether the attacker model stays consistent within the environment described in the intantiated SAS:

-
Capacity to determine if certain attacks are within the scope of the attacker model:

-
Sufficient skills to perform an impact analysis of a vendor update of the network product;

-
Skills also include general penetration testing methodology capacities; such skills canbe assessed by a case study examination conducted by the accreditor

-
Capacity to assess the consistency of TOE/TSF in a given network product, especially capacity to assess that environmental assumptions are not used to waive security functionalities required by the SAS:

-
define and perform representative and complete tests:

-
Such skills could be assessed by an oral examination showing the general knowledge of penetration testing in the considered network product

-
Accreditation could consequently be perform separately for different network products, and an tester could be accredited only for some products (e.g. only for core network products)
-
a “pilot” evaluation performed under the supervision of the accreditor could also be considered as a mean to assess those skills as a whole.
