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1.
Introduction
This contribution discusses operator’s operational requirements.

2.
pCR

********************** START OF FIRST CHANGE***************************
5.2.4.x  Operational Requirements from operators for development
Note: Operational requirements from operators are some common policies should be considered when the vendor develops the products. The network product should be intended to meet these requirements in the development stage. 

It is important that these documents that describe how an administrator of the network product sets up a network product in a secure way are also available to developers.
-
At the time the application is first designed

-
During subsequent application updates

The reasons is that an developer of the network product may assume that they have full freedom to apply vendor own local polices standards and guidelines, which, if conflicting could either    

a)
 Result in the application failing to perform correctly in one or more  operational environments complying with operational these guidance documents      
b)
Cause the network product to fail subsequent evaluation,  if configurations have to be “tweaked” to achieve the expected performance 
Examples of where this has caused problems for operators in the past      

1.
Operator defined operational requirements state that logging shall be enabled, but performance figures given by the application write assumed logging was disabled 

2.
The application has been designed to run at Root but Operational Guidance documents state that all applications shall run in non privileged accounts 

3.
Operator defined operational requirements state that password strength must be enforced by the system and be:

a)
As random as possible

b)
Not related to the user id, users identity or date

c)
At least 8 characters long

d)
Contain at least one character from  

e)
Contain at least one decimal number: (0... 9)

f)
Contain at least one capital case letter: (A... Z)

But applications have hard coded user names and passwords used for used for robotic login, which are

-
imbedded in the code  

-
Do not comply such guidance

-
Impossible to change without rewriting and regression testing  all applications 

4.
Operator defined operational requirements state that any unused   services, protocols, ports are removed or disabled and SMTP is removed on that basis, however, the application writer is using it for a process to process internal communication unknown to the administrator of the network product 
5.  Operator defined operational requirements defined a security requirement that Police Control Room Operator Consoles should be provided but vendor refused to provide such functionality.

********************** END OF CHANGE***************************
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