1

3GPP TSG SA WG3 (Security) Meeting #72
S3-130630
8-12 July 2013; Qingdao, China

Source:
China Mobile, TeliaSonera, BT, Orange, China Unicom
Title:
Clarification on hardening requirements
Document for:
Discussion and Approval

Agenda Item:
8.3 Study Item on Security Assurance Methodology for 3GPP Network Products

Work Item / Release:
FS_SECAM/Rel-12

1.
Introduction
Some consideration on hardening was proposed in Methodology 1. The “hardening” concept may have varying meanings depending on the context, when the hardening activities take place and by which actor they are executed. Hardening is an important open issue we have to solve in methodology 2. Hardening reduces the attack surface of a network product. This contribution proposes to include hardening in methodology 2.
EDITOR’S CONSIDERATION: Check the overlap of this contribution with SAS instantiation/SAS instantiation evaluation related contribution(s) to have a good readability of the final document if both contributions are approved
2.
Analysis
Hardening requirements are intended to reduce the security vulnerability of network products, e.g.  by minimising the attacking opportunities via unneeded services or unused ports. As a result, it can reduce the vulnerability of a network product by limiting the attack surface. So hardening requirements are needed to let network products achieve the required security baseline and assurance level, alongside with other security function requirements.
This contribution discusses this aspect and tries to clarify the difference between requirements related to security functions and hardening requirements.
We propose that SA3 reviews and discusses this contribution and approves the pCR to TR 33.805 v0.4.1 included in this contribution.

3.
pCR
********************** START OF FIRST CHANGE***************************
5.2.2.3
Security Assurance Specification creation
….
Security requirements and operational environment assumptions

3GPP SA3 will have to list the countermeasures deemed relevant to mitigate the risks identified in the threat assessment. These countermeasures will take the form of either:

-
security requirements with associated test cases (as defined by the chosen methodology for SECAM) 

-
or operational environment assumptions that could also be documented in SAS for a given product class 

The same question of time trade-off will apply in the security requirements and test case derivation and writing phase.
The security requirements will include security functional requirements as well as hardening requirements. The security functional requirements are ensuring the existence of security functionalities in the network products in order to achieve security objectives (e.g. 3GPP functional requirements). The hardening requirements are either ensuring the absence of unneeded or insecure functionality, or impose a restriction on a function forcing it to behave in a more secure way. More details on these aspects can be found in section 5.2.4.x.
NOTE:
SECAM security requirements represent the common agreement on operators and vendors on what has to be implemented for a given network product class to achieve the required security baseline. All those requirements (including operator’s initialisation and configuration requirements which have been channelled through the relevant SECAM standardization processes) have to be taken into account from the beginning of the development and design phase of the network product as well as in subsequent updates of the network product. This will ensure that network products will be developed in a way that 

a) Maximizes their likelihood to pass SECAM evaluation
b) They operate correctly and securely when deployed in operator’s networks 
c) Avoids costly patching cycle to ensure a) and b)
Security requirements are expected to follow a template similar to the one described hereafter:

********************** START END OF FIRST CHANGE***************************
********************** START SECOND CHANGE***************************
5.2.4
Evaluation and evaluation report

Editor’s Note:  The following description is for the initial evaluation and certification of a network product. How to deal with updates of the product over its lifecycle and which steps are to be conducted again to get a new certification is FFS.
5.2.4.x Hardening 
The purpose of hardening is to reduce the attack surface and security vulnerability of the network product and to ensure that security functions of the network product cannot be bypassed. SECAM will specify hardening requirements that should be part of the evaluation. Those requirements are only intended to reduce the attack surface rather than directly related to a security function. All requirements, those related to a specific security function as well as those related to the reduction of the attack surface, will be treated on the same footing and their evaluation will be based on the tests cases of the SAS. In any case, hardening requirements test cases will imply that they must be implemented before evaluation.  Hardening requirements should be formulated generic enough, or in different variants, to be applicable for a variety of anticipated OSs/applications/systems. 
Hardening is needed to let network products achieve the given security baseline and assurance level, alongside with other security functional requirements. 
Hardening can be the removal of services, protocols, ports, etc, in order to reduce known security vulnerabilities and minimise the risk in an existing but unneeded functionality. An example of hardening is to remove unnecessary services of general purpose software used in a specific context. It can also be a physical action like removing unneeded USB ports. 
Hardening requirements can also help to make the software/hardware of a network product more robust against un-authorized remote or physical access and can be tested as shown in the following example. 
Reference: No unauthenticated services shall be bound to physically accessible ports of the network product – ATTACKSURFACE-AUTHENTICATEDSERVICES
Description: Unauthenticated service running on the network product and bound to physically accessible ports, even if not security related, can be used by an attacker to gain connectivity on the network product. The attacker could then try to escalate their privileges to further compromise the network product. No unauthenticated service shall be bound to physically accessible ports.

Test case: 
-
Review the documentation provided by the vendor describing the physically accessible ports and the services bound to them

-
Document in the report the services listening on each physically accessible port and the type of credential required for access.

-
Connect to all documented services and check that authentication is required.

-
Connect on each physically accessible port and run an appropriate scan to detect listening services on all relevant OSI layers and check whether non documented services are listening and accessible.

- or where remote scanning is not meaningful like e.g. in case of UDP -

-
Use appropriate in-host tools to verify that only documented services are listening and accessible on the physically accessible port

Target network product class(es): All 

Applicability of a hardening requirement may depend on the OS or application running on the network product. E.g. in case the hardening requires removal of all non-public-key based authentication:
-
Vendor A has implemented this by running the COTS component OpenSSH. Hardening for this authentication function includes e.g. disabling password based login.
-
Vendor B implements this by a proprietary protocol with public and private keys, i.e. a non-COTS component. Hardening for this authentication function includes e.g. ensuring that password based authentication is not implemented or disabled
What ultimately matters for the SECAM evaluation (compliance and vulnerability) is that the network products fulfil the security requirement (functional and hardening) and pass the related test cases, not what method was applied by the vendor to do so.
NOTE: 
To fulfil the test cases, implementation and documentation of functional requirements may also include implementation and documentation of some of the hardening requirements listed in clause XXX
********************** END OF CHANGE***************************
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