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1.
Discussion and proposal
This contribution is the companion contribution of S3-130620 which expands the overview of SAS instantiation content presented there and gives details on the document use and evaluation. This contribution also makes the necessary update to the compliance testing section to be consistent with the SAS.
It is important to note that this contribution is linked to contribution S3-130639 (Scope of evaluation) and to contribution S3-130621 (Operational guidance) for the content of section 5.2.4.2.

First change:

-
Clarification of SAS instantiation content and evaluation (related to the overview provided in S3-130620)
-
Scope of evaluation, Instantiated threat analysis and mapping of security requirements, Operational guidance documents and configuration of the network product for evaluation, Information needed to start the compliance and vulnerability testing
-
new subsection 5.2.4.2.2 on the building and update of this set of document at the start of an evaluation

Second change:

-
New subsection clarifying compliance testing according the new SAS instantiation text
2.
pCR

********************** START OF FIRST CHANGE***************************

5.2.4.1
Development process 
The vendor shall provide the following documents to the compliance testing laboratories and to the operator:
-
the assurance documentation requested by the security assurance process, e.g.

-
The design documentation [free-form]

-
The operational guidance [free-form]

-
The version management plan [free-form]

-
The flaw remediation documentation [free-form]

5.2.4.2
SAS instantiation evaluation













5.2.4.2.1 Content

5.2.4.2.1.1 Scope of evaluation
The instantiated SAS will provide a mapping of the of the SAS “theoretical” functionalities of the network product class on “real” components of the network product. This high-level description will help testers to gain a quick overview of the network product architecture.
Editor’s note: The existing text below starting with “Definition of TOE and TSF” and ending with a NOTE which ends with “…  the present study will not consider modifying them during this preliminary stage.” is clarified in contribution S3-130639 to be consistent with the text of this contribution. Please consider the text of this contribution with the text of S3-130639 at the same time.
Definition of TOE and TSF

NOTE: 
The terms Target of Evaluation (TOE) and TOE Security Functionality (TSF) are already defined in Common Criteria. Given the differences between Common Criteria and Methodology 2 approaches, those terms only loosely match their CC counterparts and are redefined below. 

The TOE defines “what, within the product, is to be evaluated”. It is defined, as in Common Criteria, as “a set of software, firmware and/or hardware possibly accompanied by guidance.” SECAM considers more precisely the TOE as “a set of software, firmware and/or hardware commercialized by the vendor, possibly accompanied by guidance.”

For example, if a vendor commercializes a MME which includes by default other functions not related to the MME network product class, the whole package will be the TOE, including those functions.

The TSF is defined in CC as the “combined functionality of all hardware, software, and firmware of a TOE that must be relied upon for the correct enforcement of the Security Functional Requirements”. In SECAM, the TSF would be a “combined functionality of all hardware, software, and firmware of a TOE that must be relied upon for the correct enforcement of the SAS requirements”. 

Considering one possible implementation of an MME network product class from vendor A as an example:
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Figure 1: Example of one possible implementation of an MME network product class of vendor A

Definition of the TOE for the example:

In the example, the TOE would be the entire set MME appliance + Administration server, if it is commercialized according to this configuration. Alternatively, the TOE would be the set MME appliance + MME remote management application if it is commercialized this other way.

Definition of the TSF for the example: Let’s assume that, for the MME network product class, there security requirement of the SAS impact   the administration server OS, the Hypervisor VM,  the Administration VM and the MME remote management application. Then, even if the MME network product of vendor A is commercialized as MME appliance + Administration server, the TSF would be only the set MME appliance + MME Administration server with exclusion of the fan and cooling subsystem and of the open door detection sensor system. 

The scope of the evaluation will however include all components connected and able to interact with the TSF. Thus the interaction of the open door detection subsystem and the hypervisor VM will be in scope of evaluation. The fan and cooling subsystem is not in the scope of evaluation.

Use of TOE and TSF description in evaluations

The TOE and TSF description will be provided by the vendor as part of the SAS instantiation document. The TSF description and particularly the description of its interfaces with the rest of the TOE are necessary to ensure that evaluators (for compliance and vulnerability testing) have relevant information to understand the critical parts of the network product to be evaluated and are able to identify relevant entry points (for vulnerability testing).

This description is also necessary for the operators to have a clear view on the boundaries of the testing that were undertaken on the network product in the context of its SECAM evaluation.
NOTE:
Required and acceptable level of details in the description of the TOE and the TSF by the vendor as well as the mapping of these description to the generic description that will be in the SAS of the network product class needs to be defined by normative definition of SAS instantiation to ensure that the boundaries of what was evaluated are clear.

NOTE:
There is a degree of freedom regarding the TSF definition as it will ultimately very much depend on proprietary implementation choices of vendors and of assumption on the dependency to other components to enforce the SAS requirements. A vendor could define the TSF at an even lesser scale, e.g. MME appliance + only some threads in the MME remote management application. However it should be noted that the TSF will undergo vulnerability testing, which imply that TSF interfaces will be fully tested. 

NOTE:
The concrete example of TOE and TSF are to be taken as preliminary concepts, since they are obviously subject to change during the threat analysis of network product classes, security assurance process redaction and SAS writting phases. As a matter of fact, those phases are required to achieve a better definition, and the present study will not consider modifying them during this preliminary stage. 

5.2.4.2.1.2 Instantiated threat analysis and mapping of security requirements

The instantiated SAS will provide:

-
A concrete mapping of the SAS “theoretical” assets on “real” assets on the network product (instantiated threat analysis)

-
A concrete mapping of the SAS security requirements on the high-level components supporting these functions 

The evaluator shall confirm at least that:

-
all assets from SAS are present in the instantiated SAS,

NOTE: 
e.g. the instantiated SAS shall not decide, against the SAS, that some assets need no protection because of physical deployment site protection

-
if instantiated SAS introduces new assets they are considered assets to be protected in a manner consistent with SAS
NOTE:
e.g. if the instantiated SAS uses two admin roles instead of a single one in the generic SAS, both shall have their credentials protected consistently

-
the instantiated SAS does not waive threats identified in the SAS,
NOTE:
e.g. the instantiated SAS shall not claim that a threat from the SAS is not applicable under the assumption that more organizational control is performed during administrators’ recruitment
5.2.4.2.1.3 Operational guidance documents and configuration of the network product for evaluation

Editor’s note: This subsection is a placeholder for contribution S3-130621 which describes the content and use of operational guidance document
5.2.4.2.1.3 Information needed to start the compliance and vulnerability testing

Information needed to start the compliance evaluation:

The compliance tester shall assess whether the instantiated SAS contains enough information to: 

-
install a representative testbed;

Editor’s note: The definition of “representative” is FFS.

-
define test vectors;

-
perform tests;

-
determine whether the tests completely and accurately cover the SAS.

In cases where the instantiated SAS does not include enough information, the compliance tester can ask the vendor to modify/complete the instantiated SAS.

Information needed to start the vulnerability evaluation:

The vulnerability tester shall assess whether the instantiated SAS contains enough information to: 

-
define relevant attack paths;

-
perform penetration tests following these attack paths;

-
determine whether a given attack is exploitable in practice, within the operational environment of the product; 

-
determine whether their tests cover what would be expected from the type of attackers defined in the SAS attacker model;

-
eventually conclude whether the network product resists the attacker model defined in the SAS.

In cases where the instantiated SAS does not include enough information, the vulnerability tester can ask the vendor to modify/complete the instantiated SAS.

5.2.4.2.2 Process

The usage and update of this set of document during a SECAM evaluation is described in Figure X below.
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Figure X: Overview of the SAS instantiation documents evolution during a SECAM evaluation

Step1 is the initial production by the vendor of the required documentation and its update if required by step 2. It is outside of the scope of SECAM to describe this task.

Step 2 is the SAS instantiation evaluation to check whether an SAS instantiation written by a vendor is a correct instantiation of the SAS of the network product class and whether it is a good basis for evaluating the network product. 

Both accredited testers (compliance and vulnerability) are required to assess the SAS instantiation before it is used to evaluate network product. This assessment has two main goals

-
Assessing that the vendor documentation and processes are complete sufficiently defined to begin the evaluation

-
Validating the elements (scope of evaluation, instantiated assets…) which must not be modified during the evaluation

For example, should the scope of evaluation be modified between compliance and vulnerability testing, the whole compliance evidences would be obsolete (since the interfaces, in particular, may have changed). For this reason, both testers are expected to synchronize from the beginning of evaluation in order to agree on a scope.
NOTE: 
During the normative phase, it shall be decided which information can or cannot be modified without a new assessment and approval from both, compliance and vulnerability testers. The goal is to have an early validation from SAS instantiation from both testers to avoid that compliance tests are nullified and must be redone before the vulnerability evaluation.

Step 3 and 4 are the regular compliance testing and vulnerability testing tasks of Methodology 2 which will use this instantiation documentation as input. The evaluation shall not start (neither compliance nor vulnerability) as long as steps 1 and 2 are not completed. It is of outmost importance that all the aspects below are agreed by both evaluators in step 2 before the evaluation start to ensure consistency in the results of step 3 and step 4.

Further documentation is produced during step 3 and 4. During step 3 for example, the compliance tester will describe the concrete test bed used for testing as well as “instantiated test cases” (i.e the description of the concrete test case on the network product corresponding to the generic SAS test case). At the end of step 4, the instantiated SAS documentation as well as the compliance and vulnerability assessment documentation is an output document provided to the operator. These documents are described in 5.2.4.3 and 5.2.4.4.
**********************END OF FIRST CHANGE***************************
**********************START OF SECOND CHANGE***************************

5.2.4.3
Compliance testing

5.2.4.3.1 Inputs

The test bed configured according to the documentation that was produced in step 2 of section 5.2.4.2.2.

5.2.4.3.2 Outputs

In the end of compliance tests, the compliance tester will deliver:

-
A declaration about who carried out the tests; 

-
Network products/features tested and reasons for not testing where applicable 

-
in particular, copies of other compliance related third party certificates and test reports of previous evaluation (internal and/or third party), if appropriate and available;

NOTE:
Whether SECAM recognizes the results of other evaluation schemes, the compliance tester should avoid re-testing previously evaluated items will be decided in the normative phase requirement per requirement. For example, if there is a requirement to implement AES-256 encryption for a component, SECAM might accept a FIPS evaluation of the cryptographic module as a valid test result and might not ask the compliance tester to verify again (source code review, test vectors…) that AES-256 is indeed implemented.

-
a description of the testbed used for the tests, which shall be

-
accurate, 

-
make the test bed reproducible (non ambiguous),

-
representative of real-life network product deployment;

-
the test tools and vectors used for the tests;

-
a rationale which demonstrates that the tests cover the SAS test cases
-
the test procedure followed in practice [following SAS test cases] and results [following SAS output format indications];

5.2.4.3.3 Activities




The security compliance of a network product is its compliance to a defined set of security requirements. The security requirements set will be provided in the security assurance specification following the template of 5.2.2.1. Many examples of requirements are available in Annex A.2. The test case describes the validation technique to be used by the compliance testing laboratories as well as the expected outputs to provide in the evaluation report. It is worth noting that at least a a test case is defined for every security requirement, since every security requirement should lead to

-
positive tests (the network product performs as expected when operated correctly with correct inputs)

-
negative tests (the network product correctly handles error cases such as incorrect usage or incorrect inputs)

3GPP SAS specifications provide guidelines for the type of tools to be used for the validation of these tests. This test case describes the validation technique to be used by the compliance testing laboratories as well as the expected outputs to provide in the evaluation report. 

Compliance testing laboratories execute the tests contained in the 3GPP SAS for the evaluated network product as described in the test cases, collect evaluation evidences and include them in the final security compliance report (see 5.2.4.3.2 above for details of outputs)..





-
A list of new requirements for security compliance and associated test results if applicable (see note below)

NOTE:
The test results and data may be collected from test execution instance run by the vendor test team as part of its product development cycle.

NOTE:
Additional security requirements may be added in the evaluation report by the vendor/operator where the 3GPP SAS has not included the requirement. These new security requirements will be evaluated for information but will not influence compliance with the 3GPP-defined SAS. These new security requirements may be submitted to 3GPP for inclusion an update of the relevant SAS.

Vendors, operators or other bodies can propose new security requirements for addition to 3GPP standards (SAS) if a new threat or vulnerability has been identified. This gives SA3 the flexibility to continuously review and improve their security compliance checklist. 

**********************END OF SECOND CHANGE***************************

�Text modified by S3-130623


�Text deleted by S3-130623


�Moved up from existing text, no new text, see yellow highlight below


�Moved up and adapted from existing text, no new text, see yellow highlight below


�TO EDITOR: This entire subsection is not well place in the current TR text as it address general SAS improvement and not compliance testing as such. See S3-130640 for a move proposal.
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