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1. Overall Description

RAN2 would like to thank SA3 for their LS on KeNB re-keying issue. After further checking in RAN2, RAN2 would like to provide the following answers to the questions.

Questions:

Question Q1): Is it sufficient for a UE to receive the KeyChangeIndicator with the value ‘true’ in order to start KeNB derivation as described in section 2 of this LS, or does the UE need to perform further checks on whether the eKSI has changed? 

RAN2 answer: As SA3’s understanding, UE does not perform additional check.

Question Q2): If the latter, how would such a check be performed? 

(Please cf. also clause 5.3.5.4 of TS 36.331 cited in section 3.2 below; this clause does not mention any additional checks in the UE when the UE receives the RRCConnectionReconfiguration with the KeyChangeIndicator; the UE rather proceeds with updating the KeNB.)

Not applicable.

Question Q3): Is it sufficiently clear that the value of the uplink NAS COUNT in the most recent NAS Security Mode Complete message needs to be cached in anticipation of the KeNB derivation that may be triggered at a later time by the RRCConnectionReconfiguration with the KeyChangeIndicator set to ‘true’?

RAN2 answer: Yes. It is clear.

Question Q4: Which KASME and the COUNT value from which NAS Security Mode Complete message will the UE use when the previous successful NAS SMC procedure did not take into use a fresh KASME?

RAN2 answer: As SA3’s understanding, UE does not perform additional check but use the KASME from the current NAS security context.

Question Q5: Does the UE use the latest available KASME key when the UE receives the KeyChangeIndicator with the value ‘true’? Does the UE interpret ‘latest’ and, if so, how? 

RAN2 answer: As SA3’s understanding, UE does not perform additional check but use the KASME from the current NAS security context.

To avoid ambiguity in TS36.331, RAN2 agreed one Rel-11 CR to align the description to TS33.401. As the CR is only for clarification, RAN2 felt that Rel-11 CR is enough instead of generating Rel-8 CR.

2. Actions:

To SA3 group

ACTION: 
RAN2 respectfully asks SA3 group to take the answers into account
3. Date of Next RAN2 Meetings:

3GPPRAN2#82

20 – 24 May
Fukuoka
Japan


3GPPRAN2#83
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Spain

