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1
Opening of the Meeting 

Bengt Sahlin, SA3 Chairman, welcomed the delegates to Valencia. Mirko Cano (ETSI secretary) gave a presentation about the city of Valencia on behalf of EF3.

2
Approval of Agenda and Meeting Objectives

Bengt Sahlin commented that the amount of work has increased in the last meetings. He gave some recommendations in order to tackle this workload:

- Merging documents.

- Offline sessions.

- Extend the comment contributions deadline.

- Prioritization like SA2?

- Parallel sessions?

Magnus (Telia Sonera) proposed a SWG for SECAM.

Bengt commented that they could meet just before a SA3 meeting. Colin (BT) supported that.

S3-130300
Agenda





Source: WG Chairman

Abstract: 

-

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

    to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

    to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms (http://www.etsi.org/WebSite/document/Legal/IPRforms.doc)

4
Meeting Reports

4.1
Approval of the Report from SA3 #70

S3-130312
Report from last SA3 meeting





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was approved.



4.2
Report from SA #59

S3-130301
Report from last SA meeting





Source: WG Chairman

Abstract: 

-

Discussion: 

All CRs were approved and the TRs.

Revisions to WebRTC were not approved because some companies doubted about the scope of the work. SA3 needs to wait for SA1 to finish with their requirements in order to start the work. Updates about this are expected after our July meeting.

Decision: 

The document was noted.



4.3
Report from SA3-LI 

Alex (BT) gave an update on the last SA3-LI meeting in Dublin:

At SA3-LI#48 the following issues were discussed;

IMEI for IMS. Current specs do not allow IMEI to be used in IMS for targeting in all scenarios or make it available for reporting purposes. A secure R12 onwards mechanism is required and a legacy approach for pre-R12. SA3-LI have provided an LS to SA3 & SA2 in tdoc 504.

The group has agreed to stop all work in SA3LI for MIKEY-IBAKE in line with SA3 conclusion not to progress IBAKE in SA3.

The group started initial discussions on ProSe from an LI perspective and has provided an initial view and questions in LS SA3LI_033r1 to SA1 & SA2.

Other topics included Mobile Cloud and Gap analysis of LI specs in SA3LI13_021.

5
Items for early consideration

6
Reports and Liaisons from other Groups

S3-130363
Discussion on LS in SA3-130309/SA2-130722





Source: Radisys

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130364
Questions and Notifications on Firewall Traversal from LS Reply SA2-130309





Source: Radisys

Abstract: 

Provides LS reply to SA2 LS in-130722/SA3 LS in SA3-130309 and informs other groups (SA2/SA1/CT1) as to SA3 recommendations/decisions

Decision: 

The document was withdrawn.



S3-130395
Notifications on Firewall Traversal from LS Reply SA2-130722 and CT1 C1-130773





Source: Radisys

Abstract: 

SA3 reply to recent SA2 and CT1 LS in on iFire and SMURFs

Decision: 

The document was withdrawn.



S3-130396
Notifications on Firewall Traversal from LS Reply SA2-130722 and CT1 C1-130773





Source: Radisys

Abstract: 

LS reply from SA3 regarding LS Replies SA2-130722 and CT1 C1-130773

Decision: 

The document was withdrawn.



S3-130490
TCG progress report in the areas of TNC and MPWG





n/a v..





Source: Interdigital

Abstract: 

This contribution provides a brief summary of the progress in TCG Trusted Network Connect (TNC) and Mobile Platform (MPWG) working groups

Decision: 

The document was withdrawn.



S3-130491
TCG progress report in the areas of TNC and MPWG





n/a v..





Source: Interdigital

Abstract: 

This contribution provides a brief summary of the progress in TCG Trusted Network Connect (TNC) and Mobile Platform (MPWG) working groups

Decision: 

The document was noted.



6.1
3GPP Working Groups

6.2
IETF

6.3
ETSI SAGE

6.4
GSMA

6.5
3GPP2

6.6
OMA

6.7
TCG

Interdigital gave the update. This is included in document S3-130491.

Two groups in TCG.

TNC and MPW are the two groups considered. MPW is working on similar items as SECAM (Common Criteria and requirements).

Silke (Nokia)commented that the technical work is done for the mobile version of their work. She also provided with the information below:

Report from MPWG:

TPM 2.0 Mobile Committee Specification consists of two parts:

TPM 2.0 Mobile Committee Specification Profile Part 1 – Reference Architecture 

TPM 2.0 Mobile Committee Specification Profile Part 2 – Commands and Services 

Both are under MPWG vote and will be send to Technical Committee for technical and IP review.

The major technical work is done now and is now going through the formality process.

Loic asked if it is really the goal to comply with CCPM. Alec (Interdigital) responded that the goal was to produce requirements. They just began to do this work (the week before SA3#71 meeting).

6.8
Other Groups

7
Work Areas

7.1
IP Multimedia Subsystem (IMS) Security

S3-130441
UE-based solution to enhance IMEI based LI for IMS





Source: Gemalto, Morpho Cards

Abstract: 

UE-based solution to enhance IMEI based Lawful Interception for IMS.

Discussion: 

Nokia commented that it would not be possible to retrieve by standards means the IMEI when connecting to IMS through a non 3GPP network like WLAN.

Deustche Telekom commented that we should to focus on the basics and then study whether we need more security.

BT commented that signalling, S-CSCF need not to be changed. The focus is to fix the 3GPP access, not the non-3GPP (which is by definition outside of scope of 3GPP). If we can solve the WLAN case it would be welcome, but if not Gemalto's solution can still be used with some modifications.

Nokia commented that the impact on the network would be light, but still some impact on S-CSCF and it wouldn't work in roaming (the operators would have to exchange the IMEIs and track all the roamers).

Nokia commented that the feeling is that the solution is providing additional complication rather than additional security.

BT replied that we need a solution in a Rel-12 time frame.

Qualcomm commented that it seems that there is no common agreement in SA3 right now.

BT commented that this could be done by SA2 and SA3, but his preference was SA3. 

The Chairman commented that an LS reply stating the fact that it is being considered within SA3 would be useful.

NSN pointed out that there are also backward compatibility issues to be considered.

Decision: 

The document was noted.



7.1.1
Media Plane Security

7.1.1.1
Study on Extended IMS media plane security features

7.1.1.2
Extended IMS media plane security features

S3-130371
IMS end-to-access-edge security for MSRP media and compatibility with RCS





33.328
  CR-0052  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks, Orange

Abstract: 

-

Decision: 

The document was revised to S3-130492.



S3-130492
IMS end-to-access-edge security for MSRP media and compatibility with RCS





33.328
  CR-0052  rev 1 (Rel-12) v12.2.0





Source: Nokia Corporation, Nokia Siemens Networks, Orange

(Replaces S3-130371)

Discussion: 

Ericsson proposed to keep this way as default way and adding NSN's proposal as an exception.

Orange supported NSN.

Some offline discussions were needed to agree on how to present this proposal.

Decision: 

The document was revised to S3-130566.



S3-130566
IMS end-to-access-edge security for MSRP media and compatibility with RCS





33.328
  CR-0052  rev 2 (Rel-12) v12.2.0





Source: Nokia Corporation, Nokia Siemens Networks, Orange

(Replaces S3-130492)

Decision: 

The document was agreed.



S3-130372
Editorial modification to security for conferencing based on SIP signalling security





33.328
  CR-0053  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-130493.



S3-130493
Editorial modification to security for conferencing based on SIP signalling security





33.328
  CR-0053  rev 1 (Rel-12) v12.2.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130372)

Decision: 

The document was agreed.



7.1.2
Other Common IMS Issues

S3-130305
LS on enhancing IMEI based Lawful Interception in IMS





Source: SA3LI13_034r2

Abstract: 

-

Discussion: 

Nokia: we need a secure identifier. The IMEI as it is today is not suitable for LI purposes. It is possible to have loads of phones with the same IMEIs.

BT: The manufacturer can let GSMA know about insecure IMEIs, but you are right. However, there are countries that would like to use IMEIs.

Nokia: it is better to add something on top of the IMEI to be  backwards compatible.

Decision: 

The document was revised to S3-130504.



S3-130504
LS on enhancing IMEI based Lawful Interception in IMS





Source: SA3LI13_034r2

(Replaces S3-130305)

Discussion: 

Revised to include attachment

Decision: 

The document was replied to in S3-130505.



S3-130505
Reply to: LS on enhancing IMEI based Lawful Interception in IMS





Source: Sprint

Decision: 

The document was approved.



7.2
Network Domain Security

7.3
UTRAN Network Access Security

7.4
GERAN Network Access Security

S3-130306
LS on MS response to a request for an unsupported ciphering algorithm





Source: GP-130327

Abstract: 

-

Decision: 

The document was noted.



S3-130308
Response LS on Withdrawal of GEA1 from Mobile Devices





Source: R5-130688

Abstract: 

-

Decision: 

The document was noted.



7.5
GAA

7.5.1
 Security enhancements for usage of GBA from the browser

S3-130324
Missing reference added





33.222
  CR-0045  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-130507.



S3-130507
Missing reference added





33.222
  CR-0045  rev 1 (Rel-12) v12.1.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130324)

Decision: 

The document was agreed.



S3-130319
Ua security protocol identifier





33.220
  CR-0172  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Ericsson proposed to remove the sentence "This Ua security protocol identifier is used for the case that the NAF specific key is used as a password in the TLS tunnelled HTTP Digest case." since HTTP Digest is not used. Nokia agreed.

Decision: 

The document was revised to S3-130319.



S3-130506
Ua security protocol identifier





33.220
  CR-0172  rev 1 (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130319)

Decision: 

The document was agreed.



S3-130323
Correction of Ua security protocol identifier text





33.222
  CR-0044  (Rel-12) v12.1.0





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-130508.



S3-130508
Correction of Ua security protocol identifier text





33.222
  CR-0044  rev 1 (Rel-12) v12.1.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130323)

Decision: 

The document was agreed.



S3-130326
Removal of editor's note - 33.222





33.222
  CR-0047  (Rel-12) v12.1.0





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Ericsson asked Nokia to comment to IANA to reference the TS as well.

Decision: 

The document was agreed.



S3-130331
Removal of editor's note - 33.823





33.823
  CR-0003  (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was agreed.



S3-130367
Discussion of channel binding for GBA_Digest and GBA_Web





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

Abstract: 

-

Discussion: 

The proposal was endorsed.

Decision: 

The document was noted.



S3-130327
Combination of Channel Binding Methods





33.222
  CR-0048  (Rel-12) v12.1.0





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-130509.



S3-130509
Combination of Channel Binding Methods





33.222
  CR-0048  rev 1 (Rel-12) v12.1.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130327)

Decision: 

The document was agreed.



S3-130330
Combination of Channel Binding Methods





33.823
  CR-0002  (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-130510.



S3-130510
Combination of Channel Binding Methods





33.823
  CR-0002  rev 1 (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130330)

Decision: 

The document was agreed.



S3-130325
Clarification on usage of confidentiality and integrity for TLS tunnel





33.222
  CR-0046  (Rel-12) v12.1.0





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Ericsson:Is it possible to run TLS without integrity protection?

NSN: it is allowed to have encryption without integrity protection.

Decision: 

The document was agreed.



S3-130329
Clarification on usage of confidentiality and integrity for TLS tunnel





33.823
  CR-0001  (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was agreed.



S3-130328
Addition of details on API





33.222
  CR-0040  rev 1 (Rel-12) v12.1.0





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-130511.



S3-130511
Addition of details on API





33.222
  CR-0040  rev 2 (Rel-12) v12.1.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130328)

Decision: 

The document was agreed.



7.5.2 
GBA extensions for re-use of SIP Digest credentials

S3-130320
Removal of editor's note Release 12 - 33.220





33.220
  CR-0173  (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was agreed.



S3-130321
Removal of editor's note Release 11 - 33.220





33.220
  CR-0174  (Rel-11) v11.4.0





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was agreed.



S3-130322
Removal of editor's note Release 11 - 33.804





33.804
  CR-0003  (Rel-11) v11.1.0





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-130517.



S3-130517
Removal of editor's note Release 11 - 33.804





33.804
  CR-0003  rev 1 (Rel-11) v11.1.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130322)

Decision: 

The document was agreed.



S3-130368
Considerations on channel binding and GBA_Digest





33.804
  CR-0004  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-130494.



S3-130494
Considerations on channel binding and GBA_Digest





33.804
  CR-0004  rev 1 (Rel-12) v11.1.0





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

(Replaces S3-130368)

Decision: 

The document was revised to S3-130550.



S3-130550
Considerations on channel binding and GBA_Digest





33.804
  CR-0004  rev 2 (Rel-12) v11.1.0





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

(Replaces S3-130494)

Decision: 

The document was agreed.



7.5.3
 Other GAA Issues

S3-130369
Discussion of the security of 2G GBA





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was noted.



S3-130370
Correction of 2G GBA





33.220
  CR-0177  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Decision: 

The document was revised to S3-130495.



S3-130495
Correction of 2G GBA





33.220
  CR-0177  rev 1 (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130370)

Discussion: 

Ericsson wondered it was necessary to give such hard requirements. It is the wrong spec to set these requirements.

Decision: 

The document was revised to S3-130512.



S3-130512
Correction of 2G GBA





33.220
  CR-0177  rev 2 (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130495)

Decision: 

The document was agreed.



S3-130412
CR 33.220: Mandating encryption in the TLS profile for 2G GBA





33.220
  CR-0175  (-) v..





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-130496.



S3-130496
CR 33.220: Mandating encryption in the TLS profile for 2G GBA





33.220
  CR-0175  rev 1 (Rel-12) v12.0.0





Source: Ericsson, ST-Ericsson

(Replaces S3-130412)

Decision: 

The document was agreed.



S3-130413
CR 33.220: Removal of realm check in 2G GBA





33.220
  CR-0176  (-) v..





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-130497.



S3-130497
CR 33.220: Removal of realm check in 2G GBA





33.220
  CR-0176  rev 1 (Rel-12) v12.0.0





Source: Ericsson, ST-Ericsson

(Replaces S3-130413)

Decision: 

The document was agreed.



7.6
Multimedia Broadcast/Multicast Service (MBMS)

S3-130310
LS on confidentiality protection for Associated Delivery Procedures





Source: S4-130280

Abstract: 

-

Decision: 

The document was noted.



S3-130350
Confidentiality Protection of Associated Delivery Procedure Messages





33.246
  CR-0171  (11) v..





Source: Qualcomm Incorporated, Telefon AB LM Ericsson, ST-Ericsson SA, Huawei Technologies

Abstract: 

-

Decision: 

The document was revised to S3-130498.



S3-130498
Confidentiality Protection of Associated Delivery Procedure Messages





33.246
  CR-0171  rev 1 (Rel-11) v11.1.0





Source: Qualcomm Incorporated, Telefon AB LM Ericsson, ST-Ericsson SA, Huawei Technologies

(Replaces S3-130350)

Decision: 

The document was revised to S3-130513.



S3-130513
Confidentiality Protection of Associated Delivery Procedure Messages





33.246
  CR-0171  rev 2 (Rel-11) v11.1.0





Source: Qualcomm Incorporated, Telefon AB LM Ericsson, ST-Ericsson SA, Huawei Technologies

(Replaces S3-130498)

Decision: 

The document was agreed.



7.7
SAE/LTE Security

7.7.1
TS 33.401 Issues

S3-130340
CR-Clarification for handover from UTRAN to E-UTRAN-R12





33.401
  CR-0519  (-) v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-130516.



S3-130516
CR-Clarification for handover from UTRAN to E-UTRAN-R12





33.401
  CR-0519  rev 1 (Rel-12) v12.7.0





Source: Huawei, HiSilicon

(Replaces S3-130340)

Decision: 

The document was agreed.



S3-130341
CR-Clarification for handover from UTRAN to E-UTRAN-R11





33.401
  CR-0520  (-) v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-130515.



S3-130515
CR-Clarification for handover from UTRAN to E-UTRAN-R11





33.401
  CR-0520  rev 1 (Rel-11) v11.7.0





Source: Huawei, HiSilicon

(Replaces S3-130341)

Decision: 

The document was agreed.



S3-130342
CR-Clarification for handover from UTRAN to E-UTRAN-R10





33.401
  CR-0521  (Rel-10) v10.4.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-130514.



S3-130514
CR-Clarification for handover from UTRAN to E-UTRAN-R10





33.401
  CR-0521  rev 1 (Rel-10) v10.4.0





Source: Huawei, HiSilicon

(Replaces S3-130342)

Decision: 

The document was agreed.



7.7.2
TS 33.402 Issues

7.7.3
Relay Node Security

7.7.4
EEA3 and EIA3 Issues

7.7.5
Other SAE/LTE Security Issues

7.8
Security Aspects of Home (e)NodeB

S3-130307
LS on HeNB access control Verification





Source: R3-130419

Abstract: 

-

Decision: 

The document was replied to in S3-130438.



S3-130438
Response LS to RAN3 on H(e)NB Access Control Verification





TS 33.320 v..





Source: Alcatel-Lucent

Abstract: 

Proposed reply LS to RAN3 on H(e)NB Access Control Verification

Decision: 

The document was noted.



7.8.1
TS 33.320 Issues

S3-130373
Access mode verification for H(e)NBs





33.320
  CR-0094  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks, Alcatel-Lucent, Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-130499.



S3-130499
Access mode verification for H(e)NBs





33.320
  CR-0094  rev 1 (Rel-12) v11.6.0





Source: Nokia Corporation, Nokia Siemens Networks, Alcatel-Lucent, Ericsson, ST-Ericsson

(Replaces S3-130373)

Decision: 

The document was postponed.



S3-130518
Access mode verification for H(e)NBs





33.320
  CR-0094  rev 2 (Rel-12) v11.6.0





Source: Nokia Corporation, Nokia Siemens Networks, Alcatel-Lucent, Ericsson, ST-Ericsson

Decision: 

The document was withdrawn.



7.8.2
TR 33.820 Issues

7.9
Security Aspects related to Machine-Type Communication

S3-130365
Device triggering indication in SM





23.682
  CR-0074  (Rel-11) v..





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-130501.



S3-130501
Device triggering indication in SM





23.682
  CR-0074  rev 1 (Rel-11) v11.3.0





Source: Ericsson, ST-Ericsson

(Replaces S3-130365)

Decision: 

The document was revised to S3-130520.



S3-130520
Device triggering indication in SM





23.682
  CR-0074  rev 2 (Rel-11) v11.3.0





Source: Ericsson, ST-Ericsson

(Replaces S3-130501)

Decision: 

The document was agreed.



S3-130366
pCR to TR 33.868: Device trigger indication in SMS





33.868 v..





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-130357
pCR IMSI-IMEI Binding Editorials





Source: Alcatel-Lucent

Abstract: 

Editorial refinements for sec.5.4.4.2.3.2 on IMSI-IMEI binding procedures

Decision: 

The document was approved.



S3-130348
Title correction and editor's notes deletion in small data transmission





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Colin: What stops an UE sending the incorrect flag and sending large amount of data instead of small data?

Ericsson: this looks like pure architecture instead of security issues. ALU also supported that. It looks like the SCS does know how large the data is. It is FFS by SA2 if the small data can be requested by the SCS.

BT: it looks like the UE can decide whether it is small or large data. It is a security issue.ALU supported BT.

Decision: 

The document was revised to S3-130522.



S3-130522
Title correction and editor's notes deletion in small data transmission





Source: Huawei, HiSilicon

(Replaces S3-130348)

Decision: 

The document was approved.



S3-130360
pCR MTCE Connectionless Threats





Source: Alcatel-Lucent

Abstract: 

pCR to TR 33.868: MTCe FastConnect Threats

Discussion: 

NTT-DoCoMo was proposed to introduce an editor's note on the new state in the UE and eNodeB.

When the UE is in Idle for a long time an attacker could Intel: intervene and there is no way to know that the session has been high jacked. The security context could be retrieved.

ALU agreed that attacking the cached context is a vulnerability that we didn't consider before.

NTT-DoCoMo warned about another threat: caching contexts everywhere that are never cancelled.

Decision: 

The document was revised to S3-130524.



S3-130524
pCR MTCE Connectionless Threats





Source: Alcatel-Lucent

(Replaces S3-130360)

Decision: 

The document was approved.



S3-130358
MTCE Connectionless Security Aspects





Source: Alcatel-Lucent

Abstract: 

Discussion paper on TR 33.868: Security Aspects of MTCE Connectionless Proposal

Discussion: 

China Mobile found that the IDLE state and the connected state differ here. In IDLE state the UE cannot sense that it has been attacked.

ALU replied that if the security context is compromised, the context will be re-established. From the MME point of view the UE is still in IDLE mode.

NTT-DoCoMo: interaction with connection states needs to be clarified. There are many issues to be considered here.

NEC didn't see the point of using a token here.

Decision: 

The document was noted.



S3-130359
pCR MTCE Connectionless Security Solution





Source: Alcatel-Lucent

Abstract: 

pCR to TR 33.868: MTCe Connectionless Solution: Security solution

Discussion: 

Samsung pointed out that small data could change during the course of interaction, do not assume that it will be small data always. NTT-DoCoMo supported this.

Intel: what is the threat and how is the threat mitigated with this solution?

ALU: there is no threat, it is to improve the efficiency of the connection of small data.

NTT-DoCoMo: threats are: stealing of the token, the key stays longer in the eNodeB, and the resource exhaustion attacks. Another threat is the reuse of stale contexts.

Intel: I agree with the threats, how is the token dealing with these?

NTT-DoCoMo: it's an identifier.

Nokia: add integrity protection.

Intel: introduce the token as a method, not as a security solution.

ALU: there is no security currently in the IDLE mode.

NTT-DoCoMo; the identification of the UE is also FFS.

China Mobile: time of caching needs also to be studied in the future (life time to be added later).

ALU: if the device access the system once every month we don't need to address this.

Several editor's notes were agreed to address these comments.

Merged with 360 into 524

Decision: 

The document was revised to S3-130524.



S3-130361
pCR MTCE Connectionless Evaluation





Source: Alcatel-Lucent

Abstract: 

pCR to TR 33.868: MTCe Connectionless Solution: Evaluation.

Discussion: 

Merged into 524 with the other pCRs

Decision: 

The document was revised to S3-130524.



S3-130400
Small data fast path security threats





Source: Ericsson, ST-Ericsson

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130401
MTC small data fast path security solution





Source: Ericsson, ST-Ericsson

Abstract: 

-

Discussion: 

Interaction between fast path and regular path security is for further study, as proposed by NSN.

Some changes were done on the figures as well.

Approved with modifications

Decision: 

The document was approved.



S3-130442
Security analysis of Small Data Fast Path Solution





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130458
Overview: MTC-IWF based security solution for small data transmission





Source: NEC Corporation

Abstract: 

-

Discussion: 

Ericsson pointed out that the MTC-IWF is not in the common data path.

ALU: no NAS security would mean that we are sending unprotected/unfiltered data through the 3GPP system until the MTC-IWF. We should note this in the threat section.

NTT-DoCoMo: threats to Charging and billing need to be considered as well.

ALU: The HSS has no positive confirmation that the authentication has been completed (related to Figure one of the pCR).

NSN: the interaction between the small data and the normal data needs to be studied as well.

Decision: 

The document was noted.



S3-130525
pCR: MTC-IWF based security solution for small data transmission





Source: NEC Corporation

(Replaces S3-130460)

Decision: 

The document was approved.



S3-130459
Detail: MTC-IWF security solution for small data transmission





Source: NEC Corporation

Abstract: 

-

Decision: 

The document was noted.



S3-130460
pCR: MTC-IWF based security solution for small data transmission





Source: NEC Corporation

Abstract: 

-

Decision: 

The document was revised.



S3-130382
Security analysis of small data transmission solutions





Source: China Mobile

Abstract: 

-

Discussion: 

Some questions about DoS attacks from Intel and Huawei. An editor's note was added to evaluate whether this attack was realistic.

Ericsson commented that it is a bit too early to start evaluating the different small data optimization solutions.

It was added that the topology information should be considered in the solution, as requested by Intel and Ericsson.

Decision: 

The document was revised to S3-130533.



S3-130533
Security analysis of small data transmission solutions





Source: China Mobile

(Replaces S3-130382)

Discussion: 

The Chairman clarified that the termination point can be eNodeB or the S-GW.

Decision: 

The document was approved.



S3-130439
Security analysis of Small Data Transmission solutions





Source: Nokia Corporation, Nokia Siemens Networks


Abstract: 

-

Decision: 

The document was approved.



S3-130485
ALU comments to Security analysis of Small Data Transmission solutions S3-130439





Source: Alcatel-Lucent

Abstract: 

ALU Comments on Security analysis of Small Data Transmission solutions S3-130439

Decision: 

The document was noted.



S3-130489
MTC Small Data Transmission Evaluation





33.868 v..





Source: Intel

Abstract: 

Revision of S3-130427

Discussion: 

Revision of S3-130427.

Ericsson preferred no to have a table approach since there had been long discussions in the past when this kind of analysis was performed.

BT found the table useful.

NSN wanted to leave out the table but keep some of the grouping proposed there. This was agreed by the group.

Decision: 

The document was revised to S3-130534.



S3-130534
MTC Small Data Transmission Evaluation





33.868 v..





Source: Intel

(Replaces S3-130489)

Decision: 

The document was approved.



S3-130347
Security analysis of UE Power Consumption Optimizations solutions





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130409
Network based method for privacy concern





Source: China Unicom

Abstract: 

-

Discussion: 

Nokia and ALU found problems to understand the purpose of this.

Nokia proposed to note the contribution and come up with it when privacy is discussed in more generic terms.

Companies wanted more information to understand better the mechanism. China Unicom was invited by the Chairman to bring a more detailed contribution in the next meeting.

Decision: 

The document was noted.



S3-130427
MTC Small Data Transmission Overall Evaluation





23.887 v..





Source: Intel

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130451
MTCe TS Skeleton





Source: Rapporteur

Abstract: 

Security aspects of Machine-Type and other Mobile Data

Applications Communications Enhancements (Rel-12)

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130452
MTCe TS 33.abc Scope





Source: Samsung

Abstract: 

-

Decision: 

The document was approved.



S3-130453
[pCR TS 33.abc] Security Requirements on MTCe





Source: Samsung

Abstract: 

-

Decision: 

The document was approved.



S3-130454
[pCR TS 33.abc] MTCe Security Procedures





Source: Samsung

Abstract: 

-

Discussion: 

The Chairman clarified that the Rel-11 solution will remain in the SA2 TS. For Release-12, this content will move to SA3 TS. Additional solutions might be specified for Rel-12.

The Rel-12 info will have to be removed from the TS 23.682.

ACTION:
Document S3-130501 was a change in the Rel-11 document, that will be taken to the SA3 TS. After the CR is approved in the next SA Plenary, Ericsson will bring a PseudoCR in SA3#72 to align the TS with the agreement in the SA Plenary.

(action on: Ericsson / due by: 2013-06-28)

Decision: 

The document was approved.



S3-130455
MTCe way forward for Rel-12





Source: Samsung

Abstract: 

-

Discussion: 

SP-120540 from SA#57 shows that the current WI should present for information the TS in June 2013. The TR should be completed and approved.

The Chairman thanked the Rapporteur for this proposal. The only concern was whether the technical work could be completed in SA3#72. There is a risk that SA2 hasn't progressed well enough. The Chairman recommended to speed up the technical work as much as possible following this plan. The solutions should be as complete as possible although some cases depend on SA2 and may not be detailed enough.

This proposal was endorsed by the group.

Decision: 

The document was noted.



S3-130519
LS to SA2 on Device triggering indication in SM





Source: Ericsson

Decision: 

The document was approved.



S3-130521
Draft TR 33.868 (MTC)





Source: Rapporteur

Decision: 

The document was approved.



S3-130535
Draft TS MTCe





Source: Rapporteur

Decision: 

The document was approved.



S3-130536
Update of the WID MTCe





Source: Samsung

Decision: 

The document was approved.



7.10 
Security Aspects of Public Warning System

S3-130440
Unclear issues of PWS and PWS security





Source: Nokia Corporation, Nokia Siemens Networks


Abstract: 

-

Discussion: 

NTT-DoCoMo stated that there are no PWS requirements, no guidelines from the operators, and this slows down the work. From the regulator's point of view Security is not important.

NSN commented that leaving a TR with 10 different solutions would be pointless.

Aguibou agreed with NSN that security might be required. The regulator should have the capability of turning on security.

KPN commented that there has been some work on PWS and no security requirements came from the Dutch regulators.

NSN proposed to ask SA1 to reduce their requirements.

The Chairman proposed to look into what requirements SA3 needs to meet, and later get into regulatory discussions through company channels. There are not only regulatory issues but also security issues. There should be a consistent set of requirements that should come from the regulators.

NSN enquired that we need to be clear what attacking scenarios we are dealing with.

NTT-DoCoMo didn't believe that everything could be reduced to one solution. Selecting a set of solutions and seeing what requirements can be fulfilled by every solution.

Magnus (Telia Sonera) commented that SA3 shouldn't expect too much from regulators.

Vodafone commented that some solution/s should be agreed on to present to the regulators.

The Chairman confirmed the way forward of evaluating the requirements and check whether SA3 can fulfil them. Also the user types that are supported as pointed out by Morpho Cards.

Decision: 

The document was approved.



S3-130406
pCR PWS threats and analysis





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Further considerations on the section on PWS threats and analysis are added.

Discussion: 

Huawei proposed that the jamming attack is geographically limited.

Approved with modifications

Decision: 

The document was approved.



S3-130404
Reliable PWS status information of a network





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion document on a weakness related to the PWS disable flag. Proposal to extend the configuration of UE behaviour regarding the PWS status of the network to which the UE is attached.

Decision: 

The document was noted.



S3-130405
pCR on Reliable PWS status information of a network





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Introducing more flexibility into the verification procedure of PWS warning messages by giving the UE reliable PWS status information about the visited network.

Discussion: 

Gemalto didn’t find this solution useful, it's an alternative from what  SA1 and CT6 have defined already.

Huawei: Shall we support roaming users?

NSN: there is a CT6 where a flag is specifying whether the user is roaming in PWS.

Ericsson: requirements on PWS do not necessarily apply to PWS security. Roaming complicates this too much. We should start with the non roaming case.

NSN: there is a flag already specifying the roaming case in Rel11. But the usage of this flag is very limited since it is common to any country and cannot distinguish which country it is. The mechanism proposed in 405 is meant to enable users to benefit from PWS security, where available, also when roaming without opening other holes.

Vodafone wasn't convinced that the solution could come from the UICC, a network based approach would be more useful. There is no need to have this additional mechanism that may conflict with the existing one.

Decision: 

The document was noted.



S3-130408
PWS security: Limited service state and lack of integrity protection





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion paper.

Decision: 

The document was noted.



S3-130410
PWS security: pCR on Limited service state and lack of integrity protection





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

This is a pCR implementing the findings in the companion discussion paper in S3-130408.

Decision: 

The document was revised to S3-130539.



S3-130539
PWS security: pCR on Limited service state and lack of integrity protection





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130410)

Decision: 

The document was approved.



S3-130411
PWS security: pCR on Considerations on networks in disaster areas





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Networks deployed in disaster areas, e.g. so-called networks in a box that contain all network functions in one box, have been mentioned in SA3 discussions, but there is no corresponding text in the current TR. The present pCR proposes such text.

Discussion: 

Approved with modifications.

Decision: 

The document was approved.



S3-130419
Disc. paper: Limited solution for PWS security based on SIM OTA





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-130414
pCR TR 33.869: Limited solution for PWS security based on SIM OTA





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-130543.



S3-130543
pCR TR 33.869: Limited solution for PWS security based on SIM OTA





Source: Ericsson, ST-Ericsson

(Replaces S3-130414)

Decision: 

The document was approved.



S3-130344
Restructure NAS based Solution





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was approved.



S3-130384
Clarification to chapter 7.3 of TR 33.869





Source: ZTE Corporation, China Unicom, HUAWEI

Abstract: 

-

Decision: 

The document was approved.



S3-130387
Clarification to Chapter 7.5 of TR 33.869 for Further Study





Source: ZTE Corporation, China Unicom

Abstract: 

-

Discussion: 

Nokia: GBA ME has nothing to do with the UICC. There is no need to upgrade the UICC.

Ericsson agreed with Nokia.

Gemalto and BT: the impact on the UE depends on the type of the GBA.

Decision: 

The document was revised to S3-130545.



S3-130545
Clarification to Chapter 7.5 of TR 33.869 for Further Study





Source: ZTE Corporation, China Unicom

(Replaces S3-130387)

Decision: 

The document was approved.



S3-130421
Clarifications on Implicit Certificate approach





Source: Research In Motion UK Ltd.

Abstract: 

-

Decision: 

The document was noted.



S3-130422
pCR: Clarifications of Implicit Certificate approach





Source: Research In Motion UK Ltd.

Abstract: 

-

Discussion: 

NSN: is the automatic time update on the UE procedure sensitive to security attacks? 

BT: yes, it's a security hole.

Decision: 

The document was revised to S3-130546.



S3-130526
pCR: Clarifications of Implicit Certificate approach





Source: Research In Motion UK Ltd.

Decision: 

The document was noted.



S3-130546
pCR: Clarifications of Implicit Certificate approach





Source: Research In Motion UK Ltd.

(Replaces S3-130422)

Decision: 

The document was approved.



S3-130527
Clarifications on roaming for implicit certificate approach





Source: Research In Motion UK Ltd.

Decision: 

The document was noted.



S3-130528
Clarifications on timestamps and CA identifier of implicit certificate approach





Source: Research In Motion UK Ltd.

Decision: 

The document was noted.



S3-130402
PWS Limiting the impact of a CA or CBE compromise





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussing a security breach valid for the certificate based solutions and limiting the impact of such CA or CBE compromise by restricting the scope of a root CA public key or a CBE certificate to certain regulatory domains or geographical areas.

Decision: 

The document was noted.



S3-130403
pCR on PWS Limiting impact of a CA or CBE compromise





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

UEs pre-provisioned with a CAs public key shared by CBEs outside its own region will accept any PWS message signed by those CBEs. Limiting the scope of CA or CBE usage can prevent a local security breach to spread around the globe in case of CA or CBE com

Decision: 

The document was revised to S3-130547.



S3-130547
pCR on PWS Limiting impact of a CA or CBE compromise





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130403)

Decision: 

The document was approved.



S3-130389
Comparison Between the Two Kinds of Certificate Based Solutions





Source: ZTE Corporation, China Unicom

Abstract: 

-

Decision: 

The document was revised to S3-130548.



S3-130548
Comparison Between the Two Kinds of Certificate Based Solutions





Source: ZTE Corporation, China Unicom

(Replaces S3-130389)

Decision: 

The document was approved.



S3-130343
Analysis of cryptographic algorithms in PWS





Source: Huawei, Hisilicon, ZTE

Abstract: 

-

Discussion: 

RIM found this contribution not valid to be included in the TR.

NTT-DoCoMo found it difficult to understand the details of this contribution. Alf proposed to ask experts in ETSI SAGE since the majority of companies in the meeting are not qualified to evaluate these details.

Ericsson supported this.

Some offline work was needed to complete the analysis.

Decision: 

The document was revised to S3-130549.



S3-130549
Analysis of cryptographic algorithms in PWS





Source: Huawei, Hisilicon, ZTE,Research In Motion UK Ltd.

(Replaces S3-130343)

Decision: 

The document was approved.



S3-130475
Comments on S3-130343: Analysis of cryptographic algorithms in PWS





Source: Research In Motion UK Ltd.

Abstract: 

-

Decision: 

The document was revised to S3-130549.



S3-130317
Clarification to chapter 7.3 of TR 33.869





Source: ZTE Corporation

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130537
Draft TR PWS





Source: Rapporteur

Discussion: 

April 17th : Draft TR available

April 24th:deadline for comments

April 26th: Final version of the TR available

Decision: 

The document was Left for email approval and approved.



7.11
Firewall Traversal

S3-130374
iFire:Discussion on Access Types





Source: Acme Packet, Vodafone

Abstract: 

-

Decision: 

The document was noted.



S3-130398
P-CR Clarification of Functional Requirements for TR 33.830





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was approved.



S3-130444
Selective tunnelling of IP traffic





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

Ericsson: this has impact on the IMS specifications. Till what extent you select to split IP traffic?

NSN: the capability should be optional.

Acme Packets supported NSN.

BT preferred that if this feature is implemented, the traffic should be split.

Deutsche Telekom wasn't sure that this was required by SA1 and it was adding complexity. It should not be mandatory.

Approved with modifications.

Decision: 

The document was approved.



S3-130375
iFire: TSCF and IMS-AGW





Source: Acme Packet, Vodafone

Abstract: 

-

Discussion: 

Ericsson believed that there was no point in finding a solution for a rare case.

Acme replied that rare but not impossible.

Ericsson and NSN didn't fully understand the details and the Chairman asked Acem Packets to come back the next meeting with more details about this solution

Decision: 

The document was noted.



S3-130376
iFire: TSCF Editor's notes removal





Source: Acme Packet, Vodafone

Abstract: 

-

Decision: 

The document was approved.



S3-130399
Update on the 'Media Tunneling' Solution in TR33.830





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Acme Packets and Ericsson found too many issues and the proposal was noted.

Decision: 

The document was noted.



S3-130483
Commenting contribution for 130399





Source: Acme Packet

Abstract: 

-

Decision: 

The document was noted.



S3-130397
Removal of editor notes in TR 33.830





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was noted.



S3-130377
iFire: Clarification on Fixed and Mobile Terminal





Source: Acme Packet, Vodafone

Abstract: 

-

Decision: 

The document was revised to S3-130561.



S3-130561
iFire: Clarification on Fixed and Mobile Terminal





Source: Acme Packet, Vodafone

(Replaces S3-130377)

Decision: 

The document was approved.



S3-130302
Reply LS to Normative work plan (stage 2 and stage 3) for UE Services over Restrictive Access Networks work item





Source: C1-130773

Abstract: 

-

Decision: 

The document was noted.



S3-130309
LS Reply on iFIRE and SMURF Architecture and Requirements





Source: S2-130722

Abstract: 

-

Decision: 

The document was noted.



S3-130415
CR 33.402: Specification of Tunnelling of UE Services over Restrictive Access Networks





33.402
  CR-0112  (-) v..





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-130500.



S3-130500
CR 33.402: Specification of Tunnelling of UE Services over Restrictive Access Networks





33.402
  CR-0112  rev 1 (-) v..





Source: Ericsson, ST-Ericsson

(Replaces S3-130415)

Decision: 

The document was noted.



S3-130479
Commenting Contribution for 130415





Source: Acme Packet

Abstract: 

-

Decision: 

The document was noted.



S3-130418
Disc. paper: Specification of Tunnelling of UE Services over Restrictive Access Networks





Source: Ericsson, ST-Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-130480
Commenting contribution for 130418





Source: Acme Packet

Abstract: 

-

Decision: 

The document was noted.



S3-130443
Tunnel termination point for iFIRE / SMURF





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was noted.



S3-130482
Commenting contribution for 130443





Source: Acme Packet

Abstract: 

-

Decision: 

The document was noted.



S3-130416
Discussion on LS in SA3-130309/SA2-130722





Source: Radisys

Abstract: 

Discusses aspects in common with iFire and SMURFs, options, and go forward approach given recent LS in

Decision: 

The document was noted.



S3-130481
Commenting contribution on 130416





Source: Acme Packet

Abstract: 

-

Decision: 

The document was noted.



S3-130417
Notifications on Firewall Traversal from LS Reply SA2-130722 and CT1 C1-130773





Source: Radisys

Abstract: 

LS out proposal in light of recent LS in from SA2 & CT1

Decision: 

The document was noted.



S3-130378
iFire: WID modification





Source: Acme Packet, Vodafone

Abstract: 

-

Decision: 

The document was noted.



S3-130379
iFire: TS requirement





Source: Acme Packet, Vodafone

Abstract: 

-

Decision: 

The document was noted.



S3-130380
iFire: TS Architecture





Source: Acme Packet, Vodafone

Abstract: 

-

Decision: 

The document was noted.



S3-130381
iFire: TS Procedure





Source: Acme Packet, Vodafone

Abstract: 

-

Decision: 

The document was noted.



S3-130362
Architecture and Procedure Discussion on iFire/SMURFs





Source: Radisys

Abstract: 

This document discusses overall architecture and procedures related to firewall traversal spanning both IMS firewall traversal and Service and Media Reachability Under Restrictive Firewalls

Decision: 

The document was withdrawn.



S3-130555
Specification of Tunnelling of UE Services over Restrictive Access Networks





33.402
  CR-0113  (Rel-12) v11.4.0





Source: Ericsson,ST-Ericsson

Decision: 

The document was agreed.



S3-130556
Specification of Tunnelling of UE Services over Restrictive Access Networks - IMS





33.203
  CR-0198  (Rel-12) v12.1.0





Source: Ericsson,ST-Ericsson

Decision: 

The document was agreed.



S3-130557
Update to WID on Tunnelling of UE Services over Restrictive Access Networks





Source: Acme Packet, Vodafone

Decision: 

The document was approved.



S3-130558
LS on Notifications on Firewall Traversal from LS Reply SA2-130722 and CT1 C1-130773





Source: Ericsson

Decision: 

The document was approved.



S3-130560
New draft TR for iFire and SMURF





33.830 v..





Source: Rapporteur

Decision: 

The document was approved.



7.11.1
Study on Firewall Traversal

7.11.2
Tunnelling of UE Services over Restrictive Access Networks

7.12 
Security Aspects of WLAN Network Selection for 3GPP Terminals

S3-130386
Security Requirement for WLAN selection





Source: China Mobile

Abstract: 

-

Discussion: 

BT wanted to add categories or requirements.

Samsung: The information that allows the UE to select the access network is not securely protected.

Intel: information sent out by an Access Point is not our business.

The Chairman proposed to analyze better these threats with more contributions in the next meeting. ALU clarified that these should be considered within the 3GPP core, not the WLAN access.

Decision: 

The document was noted.



S3-130426
Security requirements for Use Type and Venue Information for network selection





Source: China Unicom

Abstract: 

-

Decision: 

The document was noted.



S3-130425
Security requirements for Support WLAN access through roaming agreements





Source: China Unicom

Abstract: 

-

Discussion: 

The Chairman insisted on companies bringing a more detailed threat analysis on these scenarios for the next meeting.

Decision: 

The document was noted.



S3-130388
WLAN interworking solution to the key issues





Source: China Mobile

Abstract: 

-

Discussion: 

ALU had their doubts on this being under the scope of 3GPP. It's an IEEE problem. The devices are not 3GPP entities.

BT: most of the time we don't care which AP we are using, going through the whole process when there are hundreds of SSIDs is cumbersome and makes the modification on the IEEE protocol useless.

It was agreed to include option 3 in the TR.

Approved with modifications

Decision: 

The document was approved.



S3-130346
Solution of supporting security parameters of selection policies





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Deutsche Telekom: the policy granularity "trusted networks high priority only" is too low.

Ericsson supported this and pointed out that untrusted networks can still use IKEI Prime.

Decision: 

The document was revised to S3-130552.



S3-130552
Solution of supporting security parameters of selection policies





Source: Huawei, HiSilicon

(Replaces S3-130346)

Decision: 

The document was approved.



S3-130423
Key issue- Interaction between WLAN network selection and network-provided policies for WLAN selection





Source: China Unicom

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130424
Key issue- Use WLAN load Information for network selection





Source: China Unicom

Abstract: 

-

Discussion: 

ALU pointed out that this contribution is out of scope in 3GPP, it should be taken to IEEE.Qualcomm supported this.

Intel: we shouldn't do an analysis of these parameters at all.

It was commented that many WLAN parameters used for  pre-association network selection  should be analysed together instead of one by one since most of the parameters seem to introduce similar threats. 

It was also commented that WLAN parameters used for network selection pre-association  cannot be authenticated or  influenced  from 3GPP perspective, and therefore those parameters should be treated as 

•         untrusted information 

•         used for indication only for example to improve the efficiency of network selection in areas of high AP density

•         Potentially impacting the effectiveness of  3GPP privacy features e.g. TMSI allocation in a user’s device     

The consequences of this should be analysed further. Contributions following this possible way forward were invited in the future meetings.“

Approved with modifications

Decision: 

The document was approved.



S3-130448
Key issues: Use WLAN RSN element information or Network authentication type information for network selection





Source: Samsung

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130450
Key issues: Use WLAN NAI realm list or Roaming Consortium element for network selection





Source: Samsung

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130420
Clarification on Description of Key Issues





Source: China Unicom

Abstract: 

-

Decision: 

The document was approved.



S3-130449
Key issues: Use WLAN RSN element information or Network authentication type information for network selection





Source: Samsung

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130551
Draft TR on WLAN NS





Source: Rapporteur

Decision: 

The document was approved.



7.13
Security Aspects of Proximity-based Services

S3-130304
LS on Proximity Services and Lawful Interception





Source: SA3LI13_033r1

Abstract: 

-

Discussion: 

SA3 needs to take LI's request into account.

Intel asked why the encryption was a problem. BT replied that this is a SA2,SA1 problem (architecture).

Intel replied that SA1 requires that the setup UE-UE is controlled by the network. BT answered that this is an architecture problem, doesn't lie in the encryption.

The SA3-LI Chairman stated that this LS is a bit early for SA3 and proposed to note the document.

Decision: 

The document was noted.



S3-130445
Proposed TR skeleton for Proximity Service Security





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was approved.



S3-130446
Proposed scope for Proximity Service Security TR





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130447
Proposed definitions for Proximity Service Security TR





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

Telecom Italia: We don't have to use SA1/SA2 definitions if we don't know whether to use them.

Decision: 

The document was noted.



S3-130355
D2D Security Requirement





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Telecom Italia: Architecture is not really finished in other groups. We are reluctant to go on with this given the current status of the work in other groups.

Qualcomm and Huawei: it's not an architecture issue, the security requirements are clear.

BT enquired about the WLAN reference. Huawei replied that this is coming from the SA1 TR.

Interdigital: it is one of the options for ProSec defined in SA1 and SA2.

BT: why not the connections WLAN/LTE are separated here?

Huawei: the intention is not to change the SA1 requirements.

Qualcomm proposed to remove the PDCP layer requirement since it is not for sure that this is used in LTE.

Alex (BT) clarified that these are commercial mode requirements not public safe cases. SA1 table on the scope could be used here or at least needs having a look at.

The Chairman suggested to rename these as potential requirements for a commercial use case. Intel added that it should be non-public safety use cases as SA1 defines.

Decision: 

The document was revised to S3-130554.



S3-130554
D2D Security Requirement





Source: Huawei, HiSilicon

(Replaces S3-130355)

Decision: 

The document was approved.



S3-130383
Discussion of ProSe security consideration





Source: China Mobile

Abstract: 

-

Discussion: 

ALU: Analysis goes for discovery, the requirements go for direct communication paths.

Intel was fine with the requirement but not with the reasoning.

The Chairman suggested to take this back to the next meeting and improve the wording on the reasoning.

Decision: 

The document was noted.



S3-130385
ProSe identity privacy





Source: China Mobile

Abstract: 

-

Discussion: 

Interdigital: this is about open discovery. It's like putting your name on the door so everybody who is passing by can read it.

Qualcomm supported this. Broadcasting the name was chosen in the first place. Intel and Sprint expressed in similar terms.

The Chairman felt that this needed a better wording.

Intel: permanent identity should be protected, but the reasoning is not correct. This was the general feeling.

Decision: 

The document was noted.



S3-130356
D2D Keys





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Intel: option 1 and 2 are not valid options.

Interdigital opted for keeping all options open. Besides, there is another access stratum.

Intel: transferring a session key in a safe way? Why not generating a key randomly?

Qualcomm: we don't even know the final architecture. There may not be a Proximity Server. The Chairman agreed with this discussion being a bit premature, we should concentrate on high level requirements (confidentiality, integrity,etc…) and move forward when we have more architecture details.

Decision: 

The document was noted.



S3-130553
Draft TR Proximity Services





Source: Rapporteur

Decision: 

The document was approved.



7.14
Other areas

S3-130303
LS on Applying user consent for SON use cases (resubmitted)





Source: S5-130356

Abstract: 

-

Decision: 

The document was replied to in S3-130559.



S3-130332
draft LS on Applying user consent for SON use cases





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

SA3 needs more details from SA5 about why we need those MDT measurements.

ALU: the regulator will decide about the user consent, not SA3.

Ericsson: If it's always up to the regulator, we don't do any privacy here.

NTT-DoCoMo: it's unlikely that regulators will ask for less privacy, not the other way round.

ALU: in some countries the collection of this data is legal, in some it is not.ALU agreed with the content, but pointed out that we are not regulators.

The Chairman wished to have regulators to know what they expected on this work and asked companies to contact them if possible to try to have a baseline.

Ericsson: what do they mean with direct service delivery and what do they mean with service?

Nokia: the purpose of such data must be to improve service to the user that has ordered the service.

ALU: once the data is collected we don't know what they will do with it.

Nokia, NTT-DoCoMo: this is illegal, operators should try to avoid illegal things.

Huawei suggested SA5 to use the pseudonym for identity anonymization. It is up to SA5 to decide how this can work.

Decision: 

The document was revised to S3-130559.



S3-130559
 LS on Applying user consent for SON use cases





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-130332)

Discussion: 

Some discussions on anonymization and direct service delivery.

Decision: 

The document was approved.



S3-130345
Analysis of MDT anonymization





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was noted.



8
Studies

8.1 
Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks

S3-130338
Discussion Paper: Two factor authentication call flow





33.sso v..





Source: Interdigital

Abstract: 

The goal of this Discussion Paper is to explore re-use of existing OpenID/GBA solutions to provide a framework for two-factor user authentication scheme in order to confirm the presence of a registered user of a data application. This Discussion Paper has

Decision: 

The document was withdrawn.



S3-130339
PCR to 33.SSO: Call flow for Section 8.3.2





33.sso v..





Source: Interdigital

Abstract: 

This PCR proposes to add detailed call flow for the Section 8.3.2 of TR 33.sso. It is based on its companion Discussion Paper in S3-130238.

Decision: 

The document was withdrawn.



S3-130456
Discussion Paper: Two factor authentication call flow





33.sso v..





Source: Interdigital, AT&T

Abstract: 

The goal of this Discussion Paper is to explore re-use of existing OpenID/GBA solutions to provide a framework for two-factor user authentication scheme in order to confirm the presence of a registered user of a data application. This Discussion Paper has

Decision: 

The document was noted.



S3-130457
PCR to 33.SSO: Call flow for Section 8.3.2





33.sso v..





Source: Interdigital, AT&T

Abstract: 

This PCR proposes to add detailed call flow for the Section 8.3.2 of TR 33.sso. It is based on its companion Discussion Paper in S3-130456.  It replaces previously submitted S3-130339 with the only difference being new supporter-company added.

Discussion: 

- 2 weeks for commenting. 

- Companies will submit the revision afterwards with the new number of the final version of the document. An opportunity to accept or reject this version will be given. If no answers are given it will be considered a Yes.

Friday 26th April is the deadline for comments (16:00 CET). The new document with the new number will be uploaded as soon as possible.

Wednesday 2nd of May is the second deadline for confirmation/rejection.

BT pointed out that companies should reply to the latest version of the document or current state of the discussions (to avoid breaking in an old discussion).

Decision: 

The document was Left for email approval and revised to S3-130572.



S3-130572
PCR to 33.SSO: Call flow for Section 8.3.2





33.sso v..





Source: Interdigital, AT&T

(Replaces S3-130457)

Decision: 

The document was approved.



S3-130503
LS Reply to ITU-T





Source: BT

Decision: 

The document was approved.



S3-130570
Draft TR on SSO





Source: Rapporteur

Discussion: 

Available May 6th

One week for comments on implementation (13th May)

Final version on 15th May.

Decision: 

The document was Left for email approval.



8.2 
Security Study on Spoofed Call Detection and Prevention

S3-130349
Security Requirements of Security Study on Spoofed Call Detection and Prevention





Source: China Mobile

Abstract: 

-

Discussion: 

NSN: Terminating the call means that you are receiving the call, wording needs to be changed.NSN also queried about how spoofed ID is detected.

Ericsson: one requirement is that it should be possible to detect spoofed calls and another one to save the call unique information in the database.

ALU: there are many ways of detecting spoofed calls in the market. This requirement is not necessary here, but the reaction to this would be necessary.

KPN: the section is about detection not about termination of the call.

Approved with modifications

Decision: 

The document was approved.



S3-130436
Pseudo-CR: Present only trusted Calling Line Identifiers





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

-

Discussion: 

NSN clarified that the operators would have to agree mutually (as they do with roaming) on the parameters given in the CLI. If this is not possible the Federation of Trust would be limited to your own network.

ALU: CLI is often changed.

Decision: 

The document was approved.



S3-130571
Draft TR on Spoofed Call Detection and Prevention





Source: Rapporteur

Discussion: 

Same dates as agreed in SECAM for the email approval

Decision: 

The document was Left for email approval and approved.



8.3 
Study Item on Security Assurance Methodology for 3GPP Network Elements

Working assumption

•Methodology 1 supporter confirms that both methodologies are close in their intention and that they can use Methodology 2 as a baseline for SA3#72 

o
Contributions are thus expected to be improvement of specific and concrete aspects of methodology 2

o
Concrete ways of providing these changes (either by pCR to Methodology 2 or by a Methodology 3 as a combined methodology is an editor’s consideration and will depend on what is easier to deal with)

Deadlines:

-
The deadline for providing SECAM contributions will be two weeks before SA3#72 instead of 1 week as usual

-
Companies will be allowed to provide merge contribution and not only commenting contribution up to the regular commenting deadline

Discussion on the pre-requisites for the normative work:

NSN pointed out that we should have a clear view on what the modular building of SAS means before writing any normative documents. It was agreed and this could be solved by having a study document to address this concern in the normative phase. It was also indicated that will need a standard document to be able to refer to the methodology (TR 33.9XX or TS). A way of addressing these points could be a subsequent WID on SECAM aiming to produce:

-
A document (TR 33.9xx) on agreed methodology

-
A study document (TR 33.8xx) to build the threat analysis, solve the modular building issues and do the dry run

-
1 or several TS for the SAS

BT indicated that there might be an issue with the current format of the TS for being a good placeholder for 3GPP SAS content.

There were discussions whether a “dry run” (writing an example SAS for a given network product class based on the agreed methodology of TR 33.805) would be needed as part of TR 33.805 to decide if we want to have normative work as defined above. NTT said that it would help companies to get a better idea on what level of work/commitment is needed for the normative phase. DT indicated that the first “dry run” is likely to consist in the majority of the real work to produce and it would somehow be equivalent to do an important part of the TR phase of the new WID. Orange agreed with DT but preferred to have this “dry run” as part of the normative work since it is foreseen as an important amount of work and Orange would like to understand other companies’ commitment to contribute to the concrete activity. TeliaSonera pointed out that work commitments can only be made when the content of a proposal for the normative WID can be reviewed.

S3-130466
SECAM - Methodology 2 - Scheme building and expected SECAM deliverables (update with editorial and co-signer list - same as S3-130334)





Source: Orange, Telecom Italia, BT Group, Alcatel-Lucent, Juniper Networks

Abstract: 

-

Discussion: 

Ericsson found a lot of implementation based requirements which are out of scope of 3GPP.

BT was concerned about leaving features to the vendor whose solutions will be kept secret.

Orange: to some extent this decision will have to be made.

Ericsson: additional testing might be required to ensure that the product follows the security functionalities, since there are some implementation-specific that might not be covered.

BT: you are adding additional functionality that nobody knows about and that is the problem.

Ericsson: it is functionality about security mechanisms, low level ones to address the security functionalities. We don't want to hide functions, but there may be very different behaviours underneath.

It was agreed to add an editor's note clarifying these issues.

Decision: 

The document was revised to S3-130568.



S3-130568
SECAM - Methodology 2 - Scheme building and expected SECAM deliverables (update with editorial and co-signer list - same as S3-130334)





Source: Orange, Telecom Italia, BT Group, Alcatel-Lucent, Juniper Networks

(Replaces S3-130466)

Decision: 

The document was approved.



S3-130335
SECAM - Methodology 2 - Clarification on Target of Evaluation





Source: Orange

Abstract: 

-

Decision: 

The document was revised to S3-130567.



S3-130567
SECAM - Methodology 2 - Clarification on Target of Evaluation





Source: Orange

(Replaces S3-130335)

Decision: 

The document was approved.



S3-130337
SECAM - Methodology 2 - Discussion and example of application to eNB and MME





Source: Orange

Abstract: 

-

Discussion: 

Orange: if we go for normative work we will need new tools, but there will be time to think about  this.

The Chairman considered that new tools may require lot of work (e.g. take it to the SA Plenary).

Decision: 

The document was noted.



S3-130315
Security assurance process





Source: China Unicom

Abstract: 

This contribution analyze the security assurance process and add a new paradigm for evaluation report.

Decision: 

The document was revised to S3-130542.



S3-130542
Security assurance process





Source: China Unicom,Orange, Telecom Italia

(Replaces S3-130315)

Decision: 

The document was approved.



S3-130464
Comments on S3-130315: Security assurance process





Source: Orange, Telecom Italia

Abstract: 

-

Decision: 

The document was revised to S3-130542.



S3-130477
Comments on methodology building for methodology 2 S3-130334





Source: Alcatel-Lucent

Abstract: 

This pCR provides comments to the contribution S3-130334 Considerations on methodology building for methodology 2 and suggests some additional text. 

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130407
Discussion on Sensitive Data Management in Methodology 2





Source: China Mobile

Abstract: 

-

Discussion: 

When we start working with more detail in SECAM the sensitive data will be under scope.

Decision: 

The document was noted.



S3-130433
Methodology 1, introduction





Source: Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-130486
Telecom Italia comments to S3-130433





Draft TR 33.805 v..





Source: Telecom Italia

Abstract: 

Telecom Italia comments to S3-130433

Decision: 

The document was noted.



S3-130434
Methodology 1, SAS structure





Source: Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-130473
Comments on S3-130434: Methodology 1, SAS structure





Source: Orange

Abstract: 

-

Decision: 

The document was revised to S3-130562.



S3-130562
Comments on S3-130434: Methodology 1, SAS structure





Source: Orange

(Replaces S3-130473)

Discussion: 

BT couldn't see how it could be done to add or remove security features.

Juniper: this refers to the context of SECAM/3GPP.To be evaluated in the security target. Outside that, it is out of scope.

Telecom Italia: Why deploy a network product in an environment for which the product is not prepared?

Ericsson: there are unexpected environment aspects.

Orange: If the vendor depends on external aspects to be SECAM compliant this would go in a way we don't want. It should be self-contained.

Approved with modifications

Decision: 

The document was approved.



S3-130487
Telecom Italia comments to S3-130434





Draft TR 33.805 v..





Source: Telecom Italia

Abstract: 

Telecom Italia comments to S3-130434

Decision: 

The document was revised to S3-130562.



S3-130437
Methodology 1, Requirements identification





Source: Ericsson

Abstract: 

-

Discussion: 

Comments on this contribution were merged and approved.

Decision: 

The document was noted.



S3-130474
Comments on S3-130437: Methodology 1, Requirements identification





Source: Orange

Abstract: 

-

Decision: 

The document was revised to S3-130563.



S3-130563
Comments on S3-130437: Methodology 1, Requirements identification





Source: Orange

(Replaces S3-130474)

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130488
Telecom Italia Comments to S3-130437





draft TR 33.805 v..





Source: Telecom Italia

Abstract: 

Telecom Italia Comments to S3-130437

Decision: 

The document was revised to S3-130563.



S3-130431
SECAM hardening





Source: Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-130476
Comments on S3-130431: SECAM hardening





Source: TeliaSonera, Telecom Italia

Abstract: 

-

Discussion: 

Deutsche Telekom: This is new land since it is about specifying what it should be removed from "real world" products. Juniper Networks agreed with this.

Approved with modifications

Decision: 

The document was approved.



S3-130333
SECAM - Clarification on Assurance and Security levels in section 4.5





Source: Orange, Juniper Networks, Deutsche Telekom, BT Group, Telecom Italia, InterDigital

Abstract: 

-

Discussion: 

Merged with S3-130393 and S3-130470

Decision: 

The document was revised to S3-130529.



S3-130529
Assurance level and security baseline // merge of S3-130333, S3-130393 and S3-130470





Source: Orange, Juniper Networks, Deutsche Telekom, BT Group, Telecom Italia, InterDigital, China Mobile

(Replaces S3-130333)

Decision: 

The document was approved.



S3-130393
clarification for the SECAM





Source: China Mobile

Abstract: 

-

Decision: 

The document was revised to S3-130529.



S3-130470
Comments on S3-130393: clarification for the SECAM





Source: Orange

Abstract: 

-

Decision: 

The document was revised to S3-130529.



S3-130314
Processes and Documentation for Methodologies





Source: China Unicom

Abstract: 

This contribution analyze sub processes and documentation for methodologies. Since certificate revoking is a recognized mechanism during certificate use and management, we propose to list certificate revoking in the part of certification and certificate.

Decision: 

The document was revised to S3-130541.



S3-130541
Processes and Documentation for Methodologies





Source: China Unicom,Orange

(Replaces S3-130314)

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130463
Comments on S3-130314: Processes and Documentation for Methodologies





Source: Orange

Abstract: 

-

Decision: 

The document was revised to S3-130541.



S3-130390
Considerations on threat analysis frameworks





Source: China Mobile, Orange, China Unicom

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130435
Considerations on threat analysis frameworks





Source: China Mobile, Orange, China Unicom, Telecom Italia

Abstract: 

-

Decision: 

The document was revised to S3-130538.



S3-130538
Considerations on threat analysis frameworks // merge of S3-130316 and_S3-130465_in_S3-130435





Source: China Mobile, Orange, China Unicom, Telecom Italia

(Replaces S3-130435)

Discussion: 

Alex (BT): We should exclude over the top non 3GPP services.

Orange: we will assess network equipment only, services on the platforms are not under scope.

Alex: VoIPLTE will be considered a network service, we shouldn't restrict too tightly and exclude these kind of services that the operator expects to be included here.

Approved with modifications

Decision: 

The document was approved.



S3-130316
Threat and attacker model





Source: China Unicom, China Mobile

Abstract: 

This contribution analyze and classify the threat potential.

Decision: 

The document was revised to S3-130538.



S3-130465
Comments on S3-130316: Threat and attacker model





Source: Orange, Telecom Italia

Abstract: 

-

Decision: 

The document was revised to S3-130538.



S3-130311
Clarification re. self-certification





Source: Ericsson, Deutsche Telekom

Decision: 

The document was approved.



S3-130391
SAS division





Source: China Mobile, China Unicom

Abstract: 

-

Discussion: 

Merged with S3-130468

Decision: 

The document was revised to S3-130530.



S3-130530
SAS division // Merge of S3-130391 and S3-130468





Source: China Mobile, China Unicom, Orange

(Replaces S3-130391)

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-130468
Comments on S3-130391: SAS division





Source: Orange

Abstract: 

-

Decision: 

The document was revised to S3-130530.



S3-130392
Definition of Network Product





Source: China Mobile, China Unicom

Abstract: 

-

Discussion: 

Merged with S3-130469

Decision: 

The document was revised to S3-130531.



S3-130531
Definition of Network Product // merge of S3-130392 and S3-130469





Source: China Mobile, China Unicom, Orange

(Replaces S3-130392)

Decision: 

The document was approved.



S3-130469
Comments on S3-130392: Definition of Network Product





Source: Orange

Abstract: 

-

Decision: 

The document was revised to S3-130531.



S3-130430
Clarification of self-declaration





Source: Ericsson

Abstract: 

-

Discussion: 

Merged with S3-130461

Decision: 

The document was revised to S3-130532.



S3-130532
Clarification of self-declaration // merge of S3-130430 and S3-130461





Source: Ericsson, Orange

(Replaces S3-130430)

Decision: 

The document was approved.



S3-130461
Comments on S3-130430: Clarification of self-declaration





Source: Orange, Telecom Italia

Abstract: 

-

Decision: 

The document was revised to S3-130532.



S3-130351
SECAM add DRA in SAS scope





TR 83.805 v..





Source: China Unicom

Abstract: 

Add Diameter Routing Agent (DRA) into network product scope of Security Assurance Specifications

Decision: 

The document was noted.



S3-130352
SECAM interworking through DRA





TR 33.805 v..





Source: China Unicom

Abstract: 

Traditional 3GPP network products should support interworking through DRA, and hence should satisfy new requirements and test cases. A new section should be added in Annex A for specifying interworking requirements between DRA and 3GPP network products.

Decision: 

The document was noted.



S3-130467
Comments on S3-130352: Interworking through DRA





Source: Orange, Telecom Italia

Abstract: 

-

Discussion: 

NSN: there is no description of DRA in any 3GPP document, we don't know what it is.

Orange and BT agreed with that.

The Chairman commented that if 3GPP does not own the definition of DRA is difficult to proceed with it from the procedural point of view.

Decision: 

The document was noted.



S3-130313
3GPP Network Products Security Assurance Specifications





Source: China Unicom

Abstract: 

This contribution analyze and clarify the applicable scope of 3GPP network products subject to Security Assurance Specifications.

Decision: 

The document was revised to S3-130540.



S3-130540
3GPP Network Products Security Assurance Specifications





Source: China Unicom,Orange, Telecom Italia

(Replaces S3-130313)

Decision: 

The document was approved.



S3-130462
Comments on S3-130313: GPP Network Products Security Assurance Specifications





Source: Orange, Telecom Italia

Abstract: 

-

Decision: 

The document was revised to S3-130540.



S3-130394
Evaluation





Source: China Mobile

Abstract: 

-

Discussion: 

Telecom Italia felt that it was too premature to include such table in the TR. NSN supported that. There has been a lot of material to digest during this meeting.

Decision: 

The document was noted.



S3-130569
Evaluation





Source: China Mobile,Orange

Decision: 

The document was withdrawn.



S3-130471
Comments on S3-130394: Evaluation





Source: Orange

Abstract: 

-

Decision: 

The document was noted.



S3-130432
Reuse of existing methodology components





Source: Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-130472
Comments on S3-130432: Reuse of existing methodology components





Source: Orange

Abstract: 

-

Decision: 

The document was noted.



S3-130478
Comments on S3-130472 (SECAM Clarification of input on methodology 1)





Source: Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-130484
TI comments to S3-130432





Draft TR 33.805 v..





Source: Telecom Italia

Abstract: 

Telecom Italia Comments to S3-130432

Decision: 

The document was noted.



S3-130336
SECAM - Discussion on SECAM conclusions and next steps





Source: Orange

Abstract: 

-

Discussion: 

It was agreed to send the TR for information in the next SA Plenary.

Decision: 

The document was noted.



S3-130334
SECAM - Methodology 2 - Scheme building and expected SECAM deliverables





Source: Orange, Telecom Italia

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130544
Ericsson's comments to Telecom Italia comments to Methodology 1, introduction





Source: Ericsson

Discussion: 

ALU inquired about the term "active investigation". More description about this term will be given. John (ALU) had some comments that were 

Approved with modifications.

Decision: 

The document was approved.



S3-130564
Evening session notes on SECAM





Source: Rapporteur

Discussion: 

Decision: 

The document was withdrawn.



S3-130565
Draft TR on SECAM





Source: Rapporteur

Discussion: 

NSN believed that it might be a bit premature to send it for approval to the next SA Plenary.

Guenther also commented whether we will be writing an SAS for every element (MME,eNodeB, etc…).This should be clarified before writing a TS.

The working assumption is that there will be a study phase on what TS will be created.

Ericsson asked for commitment for the normative work.

NTT-DoCoMo proposed to do a dry run. Juniper supported it. Orange answered that this would take a real effort and it would require real commitment.

Stefan (Deutsche Telekom): the majority of the work will be already done.

Orange: it will be based on the conclusions we get to, not on every methodology.

NTT-DoCoMo: we don’t know what we will get from investing so many resources. The benefit is unclear.

NTT-DoCoMo: what do we do with the conclusion of this TR?

Orange: it is done to have a clear view on the normative work.

NSN: A TR in the 900 series to refer to would be necessary. A TR in the 800 series to develop the work and TS referring to the SAS.

Gemalto: an official document on the chosen methodology would also be appropriate.

NSN proposed as an idea to think about, the possible creation of a SWG on SECAM. Bengt commented that it was to be investigated how this could be done.

April 17th : Draft TR available

April 24th:deadline for comments

April 26th: Final version of the TR available

It will be sent for information

Decision: 

The document was Left for email approval and approved.



8.4 
Other Study Areas

S3-130353
Privacy Study discussion





Source: Huawei, HiSilicon, CATR, TeliaSonera, InterDigital, Intel, AT&T

Abstract: 

-

Decision: 

The document was noted.



S3-130354
Privacy Study SID





Source: Huawei, HiSilicon, CATR, TeliaSonera, InterDigital, Intel, AT&T

Abstract: 

-

Discussion: 

Merged with 429

Decision: 

The document was revised to S3-130523.



S3-130523
Privacy Study SID





Source: Huawei, HiSilicon, CATR, TeliaSonera, InterDigital, Intel, AT&T

(Replaces S3-130354)

Discussion: 

Merge of 354 and 429

BT was worried that the work would be overwhelmed by the amount of issues outside 3GPP's scope.

Huawei: we can identify the issues like the interfaces.

Ericsson pointed out that there would be issues that we don't want to be publicly available(information to attackers).

Interdigital suggested to act similarly as SA3-LI.Not to leave some information publicly available.

ALU: the objectives are too broad.Telia Sonera and NTT-DoCoMo supported this.

KPN commented that they are actually making use of issues like MDT, where they try to avoid privacy issues that may clash with the regulators.

The SA3-LI Chairman clarified that documents that are not to be public, are shared between the members but this is more practical for a small group like them.

ALU: I don't see how this helps to achieve any interoperability.

Interdigital: that doesn't happen in SA3-LI, for example.

The Chairman stated that given the current workload the dates were quite optimistic, and it may be better to do it in Rel-13. There were some procedural questions to think about as well. The scope needs better wording. Bengt proposed to study this better and come back with the WID in the next meeting.

Decision: 

The document was noted.



S3-130428
Study on privacy assurance methodology for 3GPP networks





Source: China Unicom, ZTE Corporation, CATT

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130429
Study on privacy assurance methodology for 3GPP networks





Source: China Unicom, ZTE Corporation, CATT, China Telecom, Samsung

Abstract: 

-

Decision: 

The document was revised to S3-130523.



9
Review and Update of Work Plan 

10
Future Meeting Dates and Venues

S3-130318
SA3 Meeting Calendar





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was revised to S3-130502.



S3-130502
SA3 Meeting Calendar





Source: ETSI Secretariat

(Replaces S3-130318)

Decision: 

The document was noted.



11
Any Other Business

John Mattson (Ericsson) had his last SA3 meeting during this meeting. The group thanked him for the hard work and gave him a card and a gift.

12
Close 

The Chairman thanked the delegates for the hard work, especially the evening offline sessions, to EF3 for hosting and to MCC for the support.

Report prepared by: Mirko Cano

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-130300
	Agenda
	WG Chairman
	approved
	-
	-

	S3-130301
	Report from last SA meeting
	WG Chairman
	noted
	-
	-

	S3-130302
	Reply LS to Normative work plan (stage 2 and stage 3) for UE Services over Restrictive Access Networks work item
	C1-130773
	noted
	-
	-

	S3-130303
	LS on Applying user consent for SON use cases (resubmitted)
	S5-130356
	replied to
	-
	-

	S3-130304
	LS on Proximity Services and Lawful Interception
	SA3LI13_033r1
	noted
	-
	-

	S3-130305
	LS on enhancing IMEI based Lawful Interception in IMS
	SA3LI13_034r2
	revised
	-
	S3-130504

	S3-130306
	LS on MS response to a request for an unsupported ciphering algorithm
	GP-130327
	noted
	-
	-

	S3-130307
	LS on HeNB access control Verification
	R3-130419
	replied to
	-
	-

	S3-130308
	Response LS on Withdrawal of GEA1 from Mobile Devices
	R5-130688
	noted
	-
	-

	S3-130309
	LS Reply on iFIRE and SMURF Architecture and Requirements
	S2-130722
	noted
	-
	-

	S3-130310
	LS on confidentiality protection for Associated Delivery Procedures
	S4-130280
	noted
	-
	-

	S3-130311
	Clarification re. self-certification
	Ericsson, Deutsche Telekom
	approved
	-
	-

	S3-130312
	Report from last SA3 meeting
	ETSI Secretariat
	approved
	-
	-

	S3-130313
	3GPP Network Products Security Assurance Specifications
	China Unicom
	revised
	-
	S3-130540

	S3-130314
	Processes and Documentation for Methodologies
	China Unicom
	revised
	-
	S3-130541

	S3-130315
	Security assurance process
	China Unicom
	revised
	-
	S3-130542

	S3-130316
	Threat and attacker model
	China Unicom, China Mobile
	revised
	-
	S3-130538

	S3-130317
	Clarification to chapter 7.3 of TR 33.869
	ZTE Corporation
	withdrawn
	-
	-

	S3-130318
	SA3 Meeting Calendar
	ETSI Secretariat
	revised
	-
	S3-130502

	S3-130319
	Ua security protocol identifier
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130319

	S3-130320
	Removal of editor's note Release 12 - 33.220
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-130321
	Removal of editor's note Release 11 - 33.220
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-130322
	Removal of editor's note Release 11 - 33.804
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130517

	S3-130323
	Correction of Ua security protocol identifier text
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130508

	S3-130324
	Missing reference added
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130507

	S3-130325
	Clarification on usage of confidentiality and integrity for TLS tunnel
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-130326
	Removal of editor's note - 33.222
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-130327
	Combination of Channel Binding Methods
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130509

	S3-130328
	Addition of details on API
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130511

	S3-130329
	Clarification on usage of confidentiality and integrity for TLS tunnel
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-130330
	Combination of Channel Binding Methods
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130510

	S3-130331
	Removal of editor's note - 33.823
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-130332
	draft LS on Applying user consent for SON use cases
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130559

	S3-130333
	SECAM - Clarification on Assurance and Security levels in section 4.5
	Orange, Juniper Networks, Deutsche Telekom, BT Group, Telecom Italia, InterDigital
	revised
	-
	S3-130529

	S3-130334
	SECAM - Methodology 2 - Scheme building and expected SECAM deliverables
	Orange, Telecom Italia
	withdrawn
	-
	-

	S3-130335
	SECAM - Methodology 2 - Clarification on Target of Evaluation
	Orange
	revised
	-
	S3-130567

	S3-130336
	SECAM - Discussion on SECAM conclusions and next steps
	Orange
	noted
	-
	-

	S3-130337
	SECAM - Methodology 2 - Discussion and example of application to eNB and MME
	Orange
	noted
	-
	-

	S3-130338
	Discussion Paper: Two factor authentication call flow
	Interdigital
	withdrawn
	-
	-

	S3-130339
	PCR to 33.SSO: Call flow for Section 8.3.2
	Interdigital
	withdrawn
	-
	-

	S3-130340
	CR-Clarification for handover from UTRAN to E-UTRAN-R12
	Huawei, HiSilicon
	revised
	-
	S3-130516

	S3-130341
	CR-Clarification for handover from UTRAN to E-UTRAN-R11
	Huawei, HiSilicon
	revised
	-
	S3-130515

	S3-130342
	CR-Clarification for handover from UTRAN to E-UTRAN-R10
	Huawei, HiSilicon
	revised
	-
	S3-130514

	S3-130343
	Analysis of cryptographic algorithms in PWS
	Huawei, Hisilicon, ZTE
	revised
	-
	S3-130549

	S3-130344
	Restructure NAS based Solution
	Huawei, HiSilicon
	approved
	-
	-

	S3-130345
	Analysis of MDT anonymization
	Huawei, HiSilicon
	noted
	-
	-

	S3-130346
	Solution of supporting security parameters of selection policies
	Huawei, HiSilicon
	revised
	-
	S3-130552

	S3-130347
	Security analysis of UE Power Consumption Optimizations solutions
	Huawei, HiSilicon
	approved
	-
	-

	S3-130348
	Title correction and editor's notes deletion in small data transmission
	Huawei, HiSilicon
	revised
	-
	S3-130522

	S3-130349
	Security Requirements of Security Study on Spoofed Call Detection and Prevention
	China Mobile
	approved
	-
	-

	S3-130350
	Confidentiality Protection of Associated Delivery Procedure Messages
	Qualcomm Incorporated, Telefon AB LM Ericsson, ST-Ericsson SA, Huawei Technologies
	revised
	-
	S3-130498

	S3-130351
	SECAM add DRA in SAS scope
	China Unicom
	noted
	-
	-

	S3-130352
	SECAM interworking through DRA
	China Unicom
	noted
	-
	-

	S3-130353
	Privacy Study discussion
	Huawei, HiSilicon, CATR, TeliaSonera, InterDigital, Intel, AT&T
	noted
	-
	-

	S3-130354
	Privacy Study SID
	Huawei, HiSilicon, CATR, TeliaSonera, InterDigital, Intel, AT&T
	revised
	-
	S3-130523

	S3-130355
	D2D Security Requirement
	Huawei, HiSilicon
	revised
	-
	S3-130554

	S3-130356
	D2D Keys
	Huawei, HiSilicon
	noted
	-
	-

	S3-130357
	pCR IMSI-IMEI Binding Editorials
	Alcatel-Lucent
	approved
	-
	-

	S3-130358
	MTCE Connectionless Security Aspects
	Alcatel-Lucent
	noted
	-
	-

	S3-130359
	pCR MTCE Connectionless Security Solution
	Alcatel-Lucent
	revised
	-
	S3-130524

	S3-130360
	pCR MTCE Connectionless Threats
	Alcatel-Lucent
	revised
	-
	S3-130524

	S3-130361
	pCR MTCE Connectionless Evaluation
	Alcatel-Lucent
	revised
	-
	S3-130524

	S3-130362
	Architecture and Procedure Discussion on iFire/SMURFs
	Radisys
	withdrawn
	-
	-

	S3-130363
	Discussion on LS in SA3-130309/SA2-130722
	Radisys
	withdrawn
	-
	-

	S3-130364
	Questions and Notifications on Firewall Traversal from LS Reply SA2-130309
	Radisys
	withdrawn
	-
	-

	S3-130365
	Device triggering indication in SM
	Ericsson, ST-Ericsson
	revised
	-
	S3-130501

	S3-130366
	pCR to TR 33.868: Device trigger indication in SMS
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-130367
	Discussion of channel binding for GBA_Digest and GBA_Web
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	noted
	-
	-

	S3-130368
	Considerations on channel binding and GBA_Digest
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	revised
	-
	S3-130494

	S3-130369
	Discussion of the security of 2G GBA
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130370
	Correction of 2G GBA
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130495

	S3-130371
	IMS end-to-access-edge security for MSRP media and compatibility with RCS
	Nokia Corporation, Nokia Siemens Networks, Orange
	revised
	-
	S3-130492

	S3-130372
	Editorial modification to security for conferencing based on SIP signalling security
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130493

	S3-130373
	Access mode verification for H(e)NBs
	Nokia Corporation, Nokia Siemens Networks, Alcatel-Lucent, Ericsson, ST-Ericsson
	revised
	-
	S3-130499

	S3-130374
	iFire:Discussion on Access Types
	Acme Packet, Vodafone
	noted
	-
	-

	S3-130375
	iFire: TSCF and IMS-AGW
	Acme Packet, Vodafone
	noted
	-
	-

	S3-130376
	iFire: TSCF Editor's notes removal
	Acme Packet, Vodafone
	approved
	-
	-

	S3-130377
	iFire: Clarification on Fixed and Mobile Terminal
	Acme Packet, Vodafone
	revised
	-
	S3-130561

	S3-130378
	iFire: WID modification
	Acme Packet, Vodafone
	noted
	-
	-

	S3-130379
	iFire: TS requirement
	Acme Packet, Vodafone
	noted
	-
	-

	S3-130380
	iFire: TS Architecture
	Acme Packet, Vodafone
	noted
	-
	-

	S3-130381
	iFire: TS Procedure
	Acme Packet, Vodafone
	noted
	-
	-

	S3-130382
	Security analysis of small data transmission solutions
	China Mobile
	revised
	-
	S3-130533

	S3-130383
	Discussion of ProSe security consideration
	China Mobile
	noted
	-
	-

	S3-130384
	Clarification to chapter 7.3 of TR 33.869
	ZTE Corporation, China Unicom, HUAWEI
	approved
	-
	-

	S3-130385
	ProSe identity privacy
	China Mobile
	noted
	-
	-

	S3-130386
	Security Requirement for WLAN selection
	China Mobile
	noted
	-
	-

	S3-130387
	Clarification to Chapter 7.5 of TR 33.869 for Further Study
	ZTE Corporation, China Unicom
	revised
	-
	S3-130545

	S3-130388
	WLAN interworking solution to the key issues
	China Mobile
	approved
	-
	-

	S3-130389
	Comparison Between the Two Kinds of Certificate Based Solutions
	ZTE Corporation, China Unicom
	revised
	-
	S3-130548

	S3-130390
	Considerations on threat analysis frameworks
	China Mobile, Orange, China Unicom
	withdrawn
	-
	-

	S3-130391
	SAS division
	China Mobile, China Unicom
	revised
	-
	S3-130530

	S3-130392
	Definition of Network Product
	China Mobile, China Unicom
	revised
	-
	S3-130531

	S3-130393
	clarification for the SECAM
	China Mobile
	revised
	-
	S3-130529

	S3-130394
	Evaluation
	China Mobile
	noted
	-
	-

	S3-130395
	Notifications on Firewall Traversal from LS Reply SA2-130722 and CT1 C1-130773
	Radisys
	withdrawn
	-
	-

	S3-130396
	Notifications on Firewall Traversal from LS Reply SA2-130722 and CT1 C1-130773
	Radisys
	withdrawn
	-
	-

	S3-130397
	Removal of editor notes in TR 33.830
	Huawei, HiSilicon
	noted
	-
	-

	S3-130398
	P-CR Clarification of Functional Requirements for TR 33.830
	Huawei, HiSilicon
	approved
	-
	-

	S3-130399
	Update on the 'Media Tunneling' Solution in TR33.830
	Huawei, HiSilicon
	noted
	-
	-

	S3-130400
	Small data fast path security threats
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-130401
	MTC small data fast path security solution
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-130402
	PWS Limiting the impact of a CA or CBE compromise
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130403
	pCR on PWS Limiting impact of a CA or CBE compromise
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130547

	S3-130404
	Reliable PWS status information of a network
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130405
	pCR on Reliable PWS status information of a network
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130406
	pCR PWS threats and analysis
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-130407
	Discussion on Sensitive Data Management in Methodology 2
	China Mobile
	noted
	-
	-

	S3-130408
	PWS security: Limited service state and lack of integrity protection
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-130409
	Network based method for privacy concern
	China Unicom
	noted
	-
	-

	S3-130410
	PWS security: pCR on Limited service state and lack of integrity protection
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-130539

	S3-130411
	PWS security: pCR on Considerations on networks in disaster areas
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-130412
	CR 33.220: Mandating encryption in the TLS profile for 2G GBA
	Ericsson, ST-Ericsson
	revised
	-
	S3-130496

	S3-130413
	CR 33.220: Removal of realm check in 2G GBA
	Ericsson, ST-Ericsson
	revised
	-
	S3-130497

	S3-130414
	pCR TR 33.869: Limited solution for PWS security based on SIM OTA
	Ericsson, ST-Ericsson
	revised
	-
	S3-130543

	S3-130415
	CR 33.402: Specification of Tunnelling of UE Services over Restrictive Access Networks
	Ericsson, ST-Ericsson
	revised
	-
	S3-130500

	S3-130416
	Discussion on LS in SA3-130309/SA2-130722
	Radisys
	noted
	-
	-

	S3-130417
	Notifications on Firewall Traversal from LS Reply SA2-130722 and CT1 C1-130773
	Radisys
	noted
	-
	-

	S3-130418
	Disc. paper: Specification of Tunnelling of UE Services over Restrictive Access Networks
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-130419
	Disc. paper: Limited solution for PWS security based on SIM OTA
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-130420
	Clarification on Description of Key Issues
	China Unicom
	approved
	-
	-

	S3-130421
	Clarifications on Implicit Certificate approach
	Research In Motion UK Ltd.
	noted
	-
	-

	S3-130422
	pCR: Clarifications of Implicit Certificate approach
	Research In Motion UK Ltd.
	revised
	-
	S3-130546

	S3-130423
	Key issue- Interaction between WLAN network selection and network-provided policies for WLAN selection
	China Unicom
	approved
	-
	-

	S3-130424
	Key issue- Use WLAN load Information for network selection
	China Unicom
	approved
	-
	-

	S3-130425
	Security requirements for Support WLAN access through roaming agreements
	China Unicom
	noted
	-
	-

	S3-130426
	Security requirements for Use Type and Venue Information for network selection
	China Unicom
	noted
	-
	-

	S3-130427
	MTC Small Data Transmission Overall Evaluation
	Intel
	withdrawn
	-
	-

	S3-130428
	Study on privacy assurance methodology for 3GPP networks
	China Unicom, ZTE Corporation, CATT
	withdrawn
	-
	-

	S3-130429
	Study on privacy assurance methodology for 3GPP networks
	China Unicom, ZTE Corporation, CATT, China Telecom, Samsung
	revised
	-
	S3-130523

	S3-130430
	Clarification of self-declaration
	Ericsson
	revised
	-
	S3-130532

	S3-130431
	SECAM hardening
	Ericsson
	noted
	-
	-

	S3-130432
	Reuse of existing methodology components
	Ericsson
	noted
	-
	-

	S3-130433
	Methodology 1, introduction
	Ericsson
	noted
	-
	-

	S3-130434
	Methodology 1, SAS structure
	Ericsson
	noted
	-
	-

	S3-130435
	Considerations on threat analysis frameworks
	China Mobile, Orange, China Unicom, Telecom Italia
	revised
	-
	S3-130538

	S3-130436
	Pseudo-CR: Present only trusted Calling Line Identifiers
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-130437
	Methodology 1, Requirements identification
	Ericsson
	noted
	-
	-

	S3-130438
	Response LS to RAN3 on H(e)NB Access Control Verification
	Alcatel-Lucent
	noted
	-
	-

	S3-130439
	Security analysis of Small Data Transmission solutions
	Nokia Corporation, Nokia Siemens Networks

	approved
	-
	-

	S3-130440
	Unclear issues of PWS and PWS security
	Nokia Corporation, Nokia Siemens Networks

	approved
	-
	-

	S3-130441
	UE-based solution to enhance IMEI based LI for IMS
	Gemalto, Morpho Cards
	noted
	-
	-

	S3-130442
	Security analysis of Small Data Fast Path Solution
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-130443
	Tunnel termination point for iFIRE / SMURF
	Qualcomm Incorporated
	noted
	-
	-

	S3-130444
	Selective tunnelling of IP traffic
	Qualcomm Incorporated
	approved
	-
	-

	S3-130445
	Proposed TR skeleton for Proximity Service Security
	Qualcomm Incorporated
	approved
	-
	-

	S3-130446
	Proposed scope for Proximity Service Security TR
	Qualcomm Incorporated
	approved
	-
	-

	S3-130447
	Proposed definitions for Proximity Service Security TR
	Qualcomm Incorporated
	noted
	-
	-

	S3-130448
	Key issues: Use WLAN RSN element information or Network authentication type information for network selection
	Samsung
	withdrawn
	-
	-

	S3-130449
	Key issues: Use WLAN RSN element information or Network authentication type information for network selection
	Samsung
	withdrawn
	-
	-

	S3-130450
	Key issues: Use WLAN NAI realm list or Roaming Consortium element for network selection
	Samsung
	withdrawn
	-
	-

	S3-130451
	MTCe TS Skeleton
	Rapporteur
	approved
	-
	-

	S3-130452
	MTCe TS 33.abc Scope
	Samsung
	approved
	-
	-

	S3-130453
	[pCR TS 33.abc] Security Requirements on MTCe
	Samsung
	approved
	-
	-

	S3-130454
	[pCR TS 33.abc] MTCe Security Procedures
	Samsung
	approved
	-
	-

	S3-130455
	MTCe way forward for Rel-12
	Samsung
	noted
	-
	-

	S3-130456
	Discussion Paper: Two factor authentication call flow
	Interdigital, AT&T
	noted
	-
	-

	S3-130457
	PCR to 33.SSO: Call flow for Section 8.3.2
	Interdigital, AT&T
	revised
	-
	S3-130572

	S3-130458
	Overview: MTC-IWF based security solution for small data transmission
	NEC Corporation
	noted
	-
	-

	S3-130459
	Detail: MTC-IWF security solution for small data transmission
	NEC Corporation
	noted
	-
	-

	S3-130460
	pCR: MTC-IWF based security solution for small data transmission
	NEC Corporation
	revised
	-
	-

	S3-130461
	Comments on S3-130430: Clarification of self-declaration
	Orange, Telecom Italia
	revised
	-
	S3-130532

	S3-130462
	Comments on S3-130313: GPP Network Products Security Assurance Specifications
	Orange, Telecom Italia
	revised
	-
	S3-130540

	S3-130463
	Comments on S3-130314: Processes and Documentation for Methodologies
	Orange
	revised
	-
	S3-130541

	S3-130464
	Comments on S3-130315: Security assurance process
	Orange, Telecom Italia
	revised
	-
	S3-130542

	S3-130465
	Comments on S3-130316: Threat and attacker model
	Orange, Telecom Italia
	revised
	-
	S3-130538

	S3-130466
	SECAM - Methodology 2 - Scheme building and expected SECAM deliverables (update with editorial and cosigner list - same as S3-130334)
	Orange, Telecom Italia, BT Group, Alcatel-Lucent, Juniper Networks
	revised
	-
	S3-130568

	S3-130467
	Comments on S3-130352: Interworking through DRA
	Orange, Telecom Italia
	noted
	-
	-

	S3-130468
	Comments on S3-130391: SAS division
	Orange
	revised
	-
	S3-130530

	S3-130469
	Comments on S3-130392: Definition of Network Product
	Orange
	revised
	-
	S3-130531

	S3-130470
	Comments on S3-130393: clarification for the SECAM
	Orange
	revised
	-
	S3-130529

	S3-130471
	Comments on S3-130394: Evaluation
	Orange
	noted
	-
	-

	S3-130472
	Comments on S3-130432: Reuse of existing methodology components
	Orange
	noted
	-
	-

	S3-130473
	Comments on S3-130434: Methodology 1, SAS structure
	Orange
	revised
	-
	S3-130562

	S3-130474
	Comments on S3-130437: Methodology 1, Requirements identification
	Orange
	revised
	-
	S3-130563

	S3-130475
	Comments on S3-130343: Analysis of cryptographic algorithms in PWS
	Research In Motion UK Ltd.
	revised
	-
	S3-130549

	S3-130476
	Comments on S3-130431: SECAM hardening
	TeliaSonera, Telecom Italia
	approved
	-
	-

	S3-130477
	Comments on methodology building for methodology 2 ÔÇô S3-130334
	Alcatel-Lucent
	approved
	-
	-

	S3-130478
	Comments on S3-130472 (SECAM Clarification of input on methodology 1)
	Ericsson
	noted
	-
	-

	S3-130479
	Commenting Contribution for 130415
	Acme Packet
	noted
	-
	-

	S3-130480
	Commenting contribution for 130418
	Acme Packet
	noted
	-
	-

	S3-130481
	Commenting contribution on 130416
	Acme Packet
	noted
	-
	-

	S3-130482
	Commenting contribution for 130443
	Acme Packet
	noted
	-
	-

	S3-130483
	Commenting contribution for 130399
	Acme Packet
	noted
	-
	-

	S3-130484
	TI comments to S3-130432
	Telecom Italia
	noted
	-
	-

	S3-130485
	ALU comments to Security analysis of Small Data Transmission solutions S3-130439
	Alcatel-Lucent
	noted
	-
	-

	S3-130486
	Telecom Italia comments to S3-130433
	Telecom Italia
	noted
	-
	-

	S3-130487
	Telecom Italia comments to S3-130434
	Telecom Italia
	revised
	-
	S3-130562

	S3-130488
	Telecom Italia Comments to S3-130437
	Telecom Italia
	revised
	-
	S3-130563

	S3-130489
	MTC Small Data Transmission Evaluation
	Intel
	revised
	-
	S3-130534

	S3-130490
	TCG progress report in the areas of TNC and MPWG
	Interdigital
	withdrawn
	-
	-

	S3-130491
	TCG progress report in the areas of TNC and MPWG
	Interdigital
	noted
	-
	-

	S3-130492
	IMS end-to-access-edge security for MSRP media and compatibility with RCS
	Nokia Corporation, Nokia Siemens Networks, Orange
	revised
	S3-130371
	S3-130566

	S3-130493
	Editorial modification to security for conferencing based on SIP signalling security
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-130372
	-

	S3-130494
	Considerations on channel binding and GBA_Digest
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	revised
	S3-130368
	S3-130550

	S3-130495
	Correction of 2G GBA
	Nokia Corporation, Nokia Siemens Networks
	revised
	S3-130370
	S3-130512

	S3-130496
	CR 33.220: Mandating encryption in the TLS profile for 2G GBA
	Ericsson, ST-Ericsson
	agreed
	S3-130412
	-

	S3-130497
	CR 33.220: Removal of realm check in 2G GBA
	Ericsson, ST-Ericsson
	agreed
	S3-130413
	-

	S3-130498
	Confidentiality Protection of Associated Delivery Procedure Messages
	Qualcomm Incorporated, Telefon AB LM Ericsson, ST-Ericsson SA, Huawei Technologies
	revised
	S3-130350
	S3-130513

	S3-130499
	Access mode verification for H(e)NBs
	Nokia Corporation, Nokia Siemens Networks, Alcatel-Lucent, Ericsson, ST-Ericsson
	postponed
	S3-130373
	-

	S3-130500
	CR 33.402: Specification of Tunnelling of UE Services over Restrictive Access Networks
	Ericsson, ST-Ericsson
	noted
	S3-130415
	-

	S3-130501
	Device triggering indication in SM
	Ericsson, ST-Ericsson
	revised
	S3-130365
	S3-130520

	S3-130502
	SA3 Meeting Calendar
	ETSI Secretariat
	noted
	S3-130318
	-

	S3-130503
	LS Reply to ITU-T
	BT
	approved
	-
	-

	S3-130504
	LS on enhancing IMEI based Lawful Interception in IMS
	SA3LI13_034r2
	replied to
	S3-130305
	-

	S3-130505
	Reply to: LS on enhancing IMEI based Lawful Interception in IMS
	Sprint
	approved
	-
	-

	S3-130506
	Ua security protocol identifier
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-130319
	-

	S3-130507
	Missing reference added
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-130324
	-

	S3-130508
	Correction of Ua security protocol identifier text
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-130323
	-

	S3-130509
	Combination of Channel Binding Methods
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-130327
	-

	S3-130510
	Combination of Channel Binding Methods
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-130330
	-

	S3-130511
	Addition of details on API
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-130328
	-

	S3-130512
	Correction of 2G GBA
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-130495
	-

	S3-130513
	Confidentiality Protection of Associated Delivery Procedure Messages
	Qualcomm Incorporated, Telefon AB LM Ericsson, ST-Ericsson SA, Huawei Technologies
	agreed
	S3-130498
	-

	S3-130514
	CR-Clarification for handover from UTRAN to E-UTRAN-R10
	Huawei, HiSilicon
	agreed
	S3-130342
	-

	S3-130515
	CR-Clarification for handover from UTRAN to E-UTRAN-R11
	Huawei, HiSilicon
	agreed
	S3-130341
	-

	S3-130516
	CR-Clarification for handover from UTRAN to E-UTRAN-R12
	Huawei, HiSilicon
	agreed
	S3-130340
	-

	S3-130517
	Removal of editor's note Release 11 - 33.804
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-130322
	-

	S3-130518
	Access mode verification for H(e)NBs
	Nokia Corporation, Nokia Siemens Networks, Alcatel-Lucent, Ericsson, ST-Ericsson
	withdrawn
	-
	-

	S3-130519
	LS to SA2 on Device triggering indication in SM
	Ericsson
	approved
	-
	-

	S3-130520
	Device triggering indication in SM
	Ericsson, ST-Ericsson
	agreed
	S3-130501
	-

	S3-130521
	Draft TR 33.868 (MTC)
	Rapporteur
	approved
	-
	-

	S3-130522
	Title correction and editor's notes deletion in small data transmission
	Huawei, HiSilicon
	approved
	S3-130348
	-

	S3-130523
	Privacy Study SID
	Huawei, HiSilicon, CATR, TeliaSonera, InterDigital, Intel, AT&T
	noted
	S3-130354
	-

	S3-130524
	pCR MTCE Connectionless Threats
	Alcatel-Lucent
	approved
	S3-130360
	-

	S3-130525
	pCR: MTC-IWF based security solution for small data transmission
	NEC Corporation
	approved
	S3-130460
	-

	S3-130526
	pCR: Clarifications of Implicit Certificate approach
	Research In Motion UK Ltd.
	noted
	-
	-

	S3-130527
	Clarifications on roaming for implicit certificate approach
	Research In Motion UK Ltd.
	noted
	-
	-

	S3-130528
	Clarifications on timestamps and CA identifier of implicit certificate approach
	Research In Motion UK Ltd.
	noted
	-
	-

	S3-130529
	Assurance level and security baseline // merge of S3-130333, S3-130393 and S3-130470
	Orange, Juniper Networks, Deutsche Telekom, BT Group, Telecom Italia, InterDigital, China Mobile
	approved
	S3-130333
	-

	S3-130530
	SAS division // Merge of S3-130391 and S3-130468
	China Mobile, China Unicom, Orange
	approved
	S3-130391
	-

	S3-130531
	Definition of Network Product // merge of S3-130392 and S3-130469
	China Mobile, China Unicom, Orange
	approved
	S3-130392
	-

	S3-130532
	Clarification of self-declaration // merge of S3-130430 and S3-130461
	Ericsson, Orange
	approved
	S3-130430
	-

	S3-130533
	Security analysis of small data transmission solutions
	China Mobile
	approved
	S3-130382
	-

	S3-130534
	MTC Small Data Transmission Evaluation
	Intel
	approved
	S3-130489
	-

	S3-130535
	Draft TS MTCe
	Rapporteur
	approved
	-
	-

	S3-130536
	Update of the WID MTCe
	Samsung
	approved
	-
	-

	S3-130537
	Draf TR PWS
	Rapporteur
	Left for email approval
	-
	-

	S3-130538
	Considerations on threat analysis frameworks // merge of S3-130316 and_S3-130465_in_S3-130435
	China Mobile, Orange, China Unicom, Telecom Italia
	approved
	S3-130435
	-

	S3-130539
	PWS security: pCR on Limited service state and lack of integrity protection
	Nokia Corporation, Nokia Siemens Networks
	approved
	S3-130410
	-

	S3-130540
	3GPP Network Products Security Assurance Specifications
	China Unicom,Orange, Telecom Italia
	approved
	S3-130313
	-

	S3-130541
	Processes and Documentation for Methodologies
	China Unicom,Orange
	approved
	S3-130314
	-

	S3-130542
	Security assurance process
	China Unicom,Orange, Telecom Italia
	approved
	S3-130315
	-

	S3-130543
	pCR TR 33.869: Limited solution for PWS security based on SIM OTA
	Ericsson, ST-Ericsson
	approved
	S3-130414
	-

	S3-130544
	Ericsson's comments to Telecom Italia comments to Methodology 1, introduction
	Ericsson
	approved
	-
	-

	S3-130545
	Clarification to Chapter 7.5 of TR 33.869 for Further Study
	ZTE Corporation, China Unicom
	approved
	S3-130387
	-

	S3-130546
	pCR: Clarifications of Implicit Certificate approach
	Research In Motion UK Ltd.
	approved
	S3-130422
	-

	S3-130547
	pCR on PWS Limiting impact of a CA or CBE compromise
	Nokia Corporation, Nokia Siemens Networks
	approved
	S3-130403
	-

	S3-130548
	Comparison Between the Two Kinds of Certificate Based Solutions
	ZTE Corporation, China Unicom
	approved
	S3-130389
	-

	S3-130549
	Analysis of cryptographic algorithms in PWS
	Huawei, Hisilicon, ZTE,Research In Motion UK Ltd.
	approved
	S3-130343
	-

	S3-130550
	Considerations on channel binding and GBA_Digest
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	agreed
	S3-130494
	-

	S3-130551
	Draft TR on WLAN NS
	Rapporteur
	approved
	-
	-

	S3-130552
	Solution of supporting security parameters of selection policies
	Huawei, HiSilicon
	approved
	S3-130346
	-

	S3-130553
	Draft TR Proximity Services
	Rapporteur
	approved
	-
	-

	S3-130554
	D2D Security Requirement
	Huawei, HiSilicon
	approved
	S3-130355
	-

	S3-130555
	Specification of Tunnelling of UE Services over Restrictive Access Networks
	Ericsson,ST-Ericsson
	agreed
	-
	-

	S3-130556
	Specification of Tunnelling of UE Services over Restrictive Access Networks - IMS
	Ericsson,ST-Ericsson
	agreed
	-
	-

	S3-130557
	Update to WID on Tunnelling of UE Services over Restrictive Access Networks
	Acme Packet, Vodafone
	approved
	-
	-

	S3-130558
	LS on Notifications on Firewall Traversal from LS Reply SA2-130722 and CT1 C1-130773
	Ericsson
	approved
	-
	-

	S3-130559
	 LS on Applying user consent for SON use cases
	Nokia Corporation, Nokia Siemens Networks
	approved
	S3-130332
	-

	S3-130560
	New draft TR for iFire and SMURF
	Rapporteur
	approved
	-
	-

	S3-130561
	iFire: Clarification on Fixed and Mobile Terminal
	Acme Packet, Vodafone
	approved
	S3-130377
	-

	S3-130562
	Comments on S3-130434: Methodology 1, SAS structure
	Orange
	approved
	S3-130473
	-

	S3-130563
	Comments on S3-130437: Methodology 1, Requirements identification
	Orange
	approved
	S3-130474
	-

	S3-130564
	Evening session notes on SECAM
	Rapporteur
	withdrawn
	-
	-

	S3-130565
	Draft TR on SECAM
	Rapporteur
	approved
	-
	-

	S3-130566
	IMS end-to-access-edge security for MSRP media and compatibility with RCS
	Nokia Corporation, Nokia Siemens Networks, Orange
	agreed
	S3-130492
	-

	S3-130567
	SECAM - Methodology 2 - Clarification on Target of Evaluation
	Orange
	approved
	S3-130335
	-

	S3-130568
	SECAM - Methodology 2 - Scheme building and expected SECAM deliverables (update with editorial and cosigner list - same as S3-130334)
	Orange, Telecom Italia, BT Group, Alcatel-Lucent, Juniper Networks
	approved
	S3-130466
	-

	S3-130569
	Evaluation
	China Mobile,Orange
	withdrawn
	-
	-

	S3-130570
	Draft TR on SSO
	Rapporteur
	approved
	-
	-

	S3-130571
	Draft TR on Spoofed Call Detection and Prevention
	Rapporteur
	approved
	-
	-

	S3-130572
	PCR to 33.SSO: Call flow for Section 8.3.2
	Interdigital, AT&T
	approved
	S3-130457
	-


Annex B: List of change requests

	Document
	Title
	Source
	Spec
	CR
	Rev
	Rel
	Cat
	WI
	Decision

	S3-130365
	Device triggering indication in SM
	Ericsson, ST-Ericsson
	23.682
	0074
	-
	Rel-11
	F
	SIMTC
	revised

	S3-130501
	Device triggering indication in SM
	Ericsson, ST-Ericsson
	23.682
	0074
	1
	Rel-11
	F
	SIMTC
	revised

	S3-130520
	Device triggering indication in SM
	Ericsson, ST-Ericsson
	23.682
	0074
	2
	Rel-11
	F
	SIMTC
	agreed

	S3-130556
	Specification of Tunnelling of UE Services over Restrictive Access Networks - IMS
	Ericsson,ST-Ericsson
	33.203
	0198
	-
	Rel-12
	B
	TURAN
	agreed

	S3-130319
	Ua security protocol identifier
	Nokia Corporation, Nokia Siemens Networks
	33.220
	0172
	-
	Rel-12
	F
	Web_GBA
	revised

	S3-130506
	Ua security protocol identifier
	Nokia Corporation, Nokia Siemens Networks
	33.220
	0172
	1
	Rel-12
	F
	Web_GBA
	agreed

	S3-130320
	Removal of editor's note Release 12 - 33.220
	Nokia Corporation, Nokia Siemens Networks
	33.220
	0173
	-
	Rel-12
	A
	FS_SSO_APS
	agreed

	S3-130321
	Removal of editor's note Release 11 - 33.220
	Nokia Corporation, Nokia Siemens Networks
	33.220
	0174
	-
	Rel-11
	F
	FS_SSO_APS
	agreed

	S3-130412
	CR 33.220: Mandating encryption in the TLS profile for 2G GBA
	Ericsson, ST-Ericsson
	33.220
	0175
	-
	-
	-
	-
	revised

	S3-130496
	CR 33.220: Mandating encryption in the TLS profile for 2G GBA
	Ericsson, ST-Ericsson
	33.220
	0175
	1
	Rel-12
	F
	SEC12, SEC7-2GGBA
	agreed

	S3-130413
	CR 33.220: Removal of realm check in 2G GBA
	Ericsson, ST-Ericsson
	33.220
	0176
	-
	-
	-
	-
	revised

	S3-130497
	CR 33.220: Removal of realm check in 2G GBA
	Ericsson, ST-Ericsson
	33.220
	0176
	1
	Rel-12
	F
	SEC12, SEC7-2GGBA
	agreed

	S3-130370
	Correction of 2G GBA
	Nokia Corporation, Nokia Siemens Networks
	33.220
	0177
	-
	Rel-12
	-
	-
	revised

	S3-130495
	Correction of 2G GBA
	Nokia Corporation, Nokia Siemens Networks
	33.220
	0177
	1
	Rel-12
	F
	SEC12, SEC7-2GGBA
	revised

	S3-130512
	Correction of 2G GBA
	Nokia Corporation, Nokia Siemens Networks
	33.220
	0177
	2
	Rel-12
	F
	SEC12, SEC7-2GGBA
	agreed

	S3-130328
	Addition of details on API
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0040
	1
	Rel-12
	B
	Web_GBA
	revised

	S3-130511
	Addition of details on API
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0040
	2
	Rel-12
	B
	Web_GBA
	agreed

	S3-130323
	Correction of Ua security protocol identifier text
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0044
	-
	Rel-12
	C
	Web_GBA
	revised

	S3-130508
	Correction of Ua security protocol identifier text
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0044
	1
	Rel-12
	C
	Web_GBA
	agreed

	S3-130324
	Missing reference added
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0045
	-
	Rel-12
	F
	Web_GBA
	revised

	S3-130507
	Missing reference added
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0045
	1
	Rel-12
	F
	Web_GBA
	agreed

	S3-130325
	Clarification on usage of confidentiality and integrity for TLS tunnel
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0046
	-
	Rel-12
	C
	Web_GBA
	agreed

	S3-130326
	Removal of editor's note - 33.222
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0047
	-
	Rel-12
	F
	Web_GBA
	agreed

	S3-130327
	Combination of Channel Binding Methods
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0048
	-
	Rel-12
	C
	Web_GBA
	revised

	S3-130509
	Combination of Channel Binding Methods
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0048
	1
	Rel-12
	C
	Web_GBA
	agreed

	S3-130350
	Confidentiality Protection of Associated Delivery Procedure Messages
	Qualcomm Incorporated, Telefon AB LM Ericsson, ST-Ericsson SA, Huawei Technologies
	33.246
	0171
	-
	11
	F
	SEC11
	revised

	S3-130498
	Confidentiality Protection of Associated Delivery Procedure Messages
	Qualcomm Incorporated, Telefon AB LM Ericsson, ST-Ericsson SA, Huawei Technologies
	33.246
	0171
	1
	Rel-11
	F
	SEC11
	revised

	S3-130513
	Confidentiality Protection of Associated Delivery Procedure Messages
	Qualcomm Incorporated, Telefon AB LM Ericsson, ST-Ericsson SA, Huawei Technologies
	33.246
	0171
	2
	Rel-11
	F
	SEC11
	agreed

	S3-130373
	Access mode verification for H(e)NBs
	Nokia Corporation, Nokia Siemens Networks, Alcatel-Lucent, Ericsson, ST-Ericsson
	33.320
	0094
	-
	Rel-12
	-
	-
	revised

	S3-130499
	Access mode verification for H(e)NBs
	Nokia Corporation, Nokia Siemens Networks, Alcatel-Lucent, Ericsson, ST-Ericsson
	33.320
	0094
	1
	Rel-12
	C
	SEC12, EHNB-Sec
	postponed

	S3-130518
	Access mode verification for H(e)NBs
	Nokia Corporation, Nokia Siemens Networks, Alcatel-Lucent, Ericsson, ST-Ericsson
	33.320
	0094
	2
	Rel-12
	C
	SEC12, EHNB-Sec
	withdrawn

	S3-130371
	IMS end-to-access-edge security for MSRP media and compatibility with RCS
	Nokia Corporation, Nokia Siemens Networks, Orange
	33.328
	0052
	-
	Rel-12
	-
	-
	revised

	S3-130492
	IMS end-to-access-edge security for MSRP media and compatibility with RCS
	Nokia Corporation, Nokia Siemens Networks, Orange
	33.328
	0052
	1
	Rel-12
	C
	eMEDIASEC
	revised

	S3-130566
	IMS end-to-access-edge security for MSRP media and compatibility with RCS
	Nokia Corporation, Nokia Siemens Networks, Orange
	33.328
	0052
	2
	Rel-12
	C
	eMEDIASEC
	agreed

	S3-130372
	Editorial modification to security for conferencing based on SIP signalling security
	Nokia Corporation, Nokia Siemens Networks
	33.328
	0053
	-
	Rel-12
	-
	eMEDIASEC
	revised

	S3-130493
	Editorial modification to security for conferencing based on SIP signalling security
	Nokia Corporation, Nokia Siemens Networks
	33.328
	0053
	1
	Rel-12
	D
	eMEDIASEC
	agreed

	S3-130340
	CR-Clarification for handover from UTRAN to E-UTRAN-R12
	Huawei, HiSilicon
	33.401
	0519
	-
	-
	-
	-
	revised

	S3-130516
	CR-Clarification for handover from UTRAN to E-UTRAN-R12
	Huawei, HiSilicon
	33.401
	0519
	1
	Rel-12
	A
	SEC12
	agreed

	S3-130341
	CR-Clarification for handover from UTRAN to E-UTRAN-R11
	Huawei, HiSilicon
	33.401
	0520
	-
	-
	-
	-
	revised

	S3-130515
	CR-Clarification for handover from UTRAN to E-UTRAN-R11
	Huawei, HiSilicon
	33.401
	0520
	1
	Rel-11
	A
	SEC11
	agreed

	S3-130342
	CR-Clarification for handover from UTRAN to E-UTRAN-R10
	Huawei, HiSilicon
	33.401
	0521
	-
	Rel-10
	F
	TEI10
	revised

	S3-130514
	CR-Clarification for handover from UTRAN to E-UTRAN-R10
	Huawei, HiSilicon
	33.401
	0521
	1
	Rel-10
	F
	TEI10
	agreed

	S3-130415
	CR 33.402: Specification of Tunnelling of UE Services over Restrictive Access Networks
	Ericsson, ST-Ericsson
	33.402
	0112
	-
	-
	-
	-
	revised

	S3-130500
	CR 33.402: Specification of Tunnelling of UE Services over Restrictive Access Networks
	Ericsson, ST-Ericsson
	33.402
	0112
	1
	-
	-
	-
	noted

	S3-130555
	Specification of Tunnelling of UE Services over Restrictive Access Networks
	Ericsson,ST-Ericsson
	33.402
	0113
	-
	Rel-12
	B
	TURAN
	agreed

	S3-130322
	Removal of editor's note Release 11 - 33.804
	Nokia Corporation, Nokia Siemens Networks
	33.804
	0003
	-
	Rel-11
	F
	FS_SSO_APS
	revised

	S3-130517
	Removal of editor's note Release 11 - 33.804
	Nokia Corporation, Nokia Siemens Networks
	33.804
	0003
	1
	Rel-11
	F
	FS_SSO_APS
	agreed

	S3-130368
	Considerations on channel binding and GBA_Digest
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	33.804
	0004
	-
	Rel-12
	-
	-
	revised

	S3-130494
	Considerations on channel binding and GBA_Digest
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	33.804
	0004
	1
	Rel-12
	F
	SEC12,GBA-ext
	revised

	S3-130550
	Considerations on channel binding and GBA_Digest
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	33.804
	0004
	2
	Rel-12
	F
	SEC12,GBA-ext
	agreed

	S3-130329
	Clarification on usage of confidentiality and integrity for TLS tunnel
	Nokia Corporation, Nokia Siemens Networks
	33.823
	0001
	-
	Rel-12
	C
	Web_GBA
	agreed

	S3-130330
	Combination of Channel Binding Methods
	Nokia Corporation, Nokia Siemens Networks
	33.823
	0002
	-
	Rel-12
	C
	Web_GBA
	revised

	S3-130510
	Combination of Channel Binding Methods
	Nokia Corporation, Nokia Siemens Networks
	33.823
	0002
	1
	Rel-12
	C
	Web_GBA
	agreed

	S3-130331
	Removal of editor's note - 33.823
	Nokia Corporation, Nokia Siemens Networks
	33.823
	0003
	-
	Rel-12
	F
	Web_GBA
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Original
	Title
	From
	Decision
	Reply in

	S3-130302
	
	Reply LS to Normative work plan (stage 2 and stage 3) for UE Services over Restrictive Access Networks work item
	C1-130773
	noted
	

	S3-130303
	
	LS on Applying user consent for SON use cases (resubmitted)
	S5-130356
	replied to
	S3-130332

	S3-130303
	
	LS on Applying user consent for SON use cases (resubmitted)
	S5-130356
	replied to
	S3-130559

	S3-130304
	
	LS on Proximity Services and Lawful Interception
	SA3LI13_033r1
	noted
	

	S3-130305
	
	LS on enhancing IMEI based Lawful Interception in IMS
	SA3LI13_034r2
	revised
	S3-130441

	S3-130306
	
	LS on MS response to a request for an unsupported ciphering algorithm
	GP-130327
	noted
	

	S3-130307
	
	LS on HeNB access control Verification
	R3-130419
	replied to
	S3-130438

	S3-130308
	
	Response LS on Withdrawal of GEA1 from Mobile Devices
	R5-130688
	noted
	

	S3-130309
	
	LS Reply on iFIRE and SMURF Architecture and Requirements
	S2-130722
	noted
	

	S3-130310
	
	LS on confidentiality protection for Associated Delivery Procedures
	S4-130280
	noted
	

	S3-130364
	
	Questions and Notifications on Firewall Traversal from LS Reply SA2-130309
	Radisys
	withdrawn
	

	S3-130395
	
	Notifications on Firewall Traversal from LS Reply SA2-130722 and CT1 C1-130773
	Radisys
	withdrawn
	

	S3-130396
	
	Notifications on Firewall Traversal from LS Reply SA2-130722 and CT1 C1-130773
	Radisys
	withdrawn
	

	S3-130417
	
	Notifications on Firewall Traversal from LS Reply SA2-130722 and CT1 C1-130773
	Radisys
	noted
	

	S3-130504
	
	LS on enhancing IMEI based Lawful Interception in IMS
	SA3LI13_034r2
	replied to
	S3-130505


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-130503
	LS Reply to ITU-T
	ITU-T SG17
	-
	

	S3-130505
	Reply to: LS on enhancing IMEI based Lawful Interception in IMS
	SA3-LI
	SA2,CT1,CT3,CT4,CT6
	S3-130504

	S3-130519
	LS to SA2 on Device triggering indication in SM
	SA2
	-
	

	S3-130558
	LS on Notifications on Firewall Traversal from LS Reply SA2-130722 and CT1 C1-130773
	SA2,CT1,SA1
	-
	

	S3-130559
	 LS on Applying user consent for SON use cases
	SA5
	RAN2,RAN3,SA1,SA2
	S3-130303


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-130536
	Update of the WID MTCe
	Samsung
	revised WID

	S3-130557
	Update to WID on Tunnelling of UE Services over Restrictive Access Networks
	Acme Packet, Vodafone
	revised WID


Annex E: List of action items

	Meeting/Number
	Agenda item
	Document
	Details
	Responsible
	Due by

	S3-71/1
	7.9
	S3-130454
	Document S3-130501 was a change in the Rel-11 document, that will be taken to the SA3 TS. After the CR is approved in the next SA Plenary, Ericsson will bring a PseudoCR in SA3#72 to align the TS with the agreement in the SA Plenary.
	Ericsson
	2013-06-28
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	Title
	Start date
	End date (OP)
	Town
	Country
	Reference

	3GPPSA3#50-LI
	25/06/2013 09:00:00
	27/06/2013 17:30:00
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	FR
	S3-50

	3GPPSA3#72
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