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1.
Discussion and proposal
The main topic of the contributions is the definition of the "TOE" (Target of Evaluation) to be followed during SECAM evaluations.
Operators, in their role as customers of the vendors, usually ask for tailored offers "commercializing" their individual wishes. Therefore the way Network Products are packaged may be different for each commercial transaction. The changes proposed in this contribution permit the continuation of this practise by allowing the vendors to have the base parts of the commercialized Network Product evaluated as the TOE and add extensions to the security assured interfaces according to the wishes of their customers.

It is intended to forbid the definition of meaningless TOEs by excluding security relevant parts of the network product from the scope. This contribution permits excluding those parts which are not endangering the actual assets of the evaluated instantiation of the Network Product Class. Justification why it is not possible to access the assets of the network product as defined per the SAS by other means that the external interfaces of the TOE must be provided.
It shall be noted that The Basic Vulnerability Testing will be conducted on the external communication interfaces of the TOE. If the TOE definition is smaller than the entire network product, the above requirement makes possible to have external communication interfaces of TOE under evaluation that are not in the set of external communication interfaces of the network product.  Testing these external interfaces of the TOE which might be potentially internal interfaces of the network product might be challenging and impractical. Moreover, proving that the above mentioned justification is valid might be challenging. Thus reducing the scope of the TOE to a smaller subset than the network product does not guarantee easier testing.
Clarifications were also provided on the following points:

The SAS instantiation shall not exclude a component from testing on the grounds that it was already evaluated under another scheme unless this SAS allows it explicitly to refer to the certificate  obtained under this different scheme for a given set of tests (e.g FIPS). 

EN: Whether SECAM recognizes the results of other evaluation (for example FIPS) and requires re-testing is FFS 

No component that shall be part of the TOE or of the TSF can be removed from the TOE or from the TSF on the grounds that it was not developed by vendor itself and that it is an outsourced or the 3rd party component.
2.
pCR
********************** START OF CHANGE***************************
5.2.4.1
Development process and SAS instantiation

The vendor shall provide the following documents to the compliance testing laboratories and to the operator:
-
the assurance documentation requested by the security assurance process, e.g.

-
The design documentation [free-form]

-
The operational guidance [free-form]

-
The version management plan [free-form]

-
The flaw remediation documentation [free-form]

-
an instantiation of SAS (see below)

The SAS instantiation will include at least the following information:

-
Identification of the SAS being instantiated

-
Description of the 3GPP network product

-
Identification of the 3GPP network product by means of model / type numbers, brand names and manufacturer details

-
Description of the target of evaluation (TOE) and of the TOE security functionality (TSF) (see below)

The Security Assurance documentation will include at least the following information:

-
Complete technical description of the 3GPP network product to be evaluated: block diagram, services running, operating system type, firmware build version, service pack levels, network applications running and so on

-
Any special instructions to setup the 3GPP network product in a secure way (e.g. a user guide and installation measures)

-
Features and specifications

-
Control of changes in hardware and/or software configuration (e.g. version management)

-
Description of the management of 3rd party vulnerabilities, vulnerabilities discovered within the vendors’ development cycle and vulnerabilities discovered in customer networks
-
Description of the secure software assurance lifecycle in place to maintain and product evidence of the quality of the code. It encompasses software code that has been developed by a vendor, delivered by a 3rd party contractor and 3rd party applications or products including open source software
5.2.4.X Scope of evaluation

5.2.4.X.1 Overview

A given network product from a vendor might be packaged in different ways for each commercial transaction to address the tailored request from operators. For example, vendor A might package and commercialized its MME network product Z1 as an application only with the operator being responsible to provide the hardware and the virtualisation environment to run this MME network product. In some individual cases, some operators might however request that the vendor provides a complete bundle (including hardware and virtualisation solution) in addition to the MME application Z1.

SECAM evaluations are conducted for a particular packaging of the network product. One objective in SECAM is to ensure maximum reusability of evaluation results of the evaluation of a particular package while still provide a clear and comprehensive description of the boundaries of what was evaluated. In practice to maximize the reuse, the vendor is likely to have the most commonly sold package of its network product evaluated.

A clear definition of the boundaries of what was evaluated ensures this reusability but also prevent a false perception of what was security tested as additional components are facing well-defined interfaces. These definitions are provided in the scope of evaluation description provided by the vendor in the SAS instantiation by a definition of the TOE and TSF as developed in 5.2.4.X.1 and 5.2.4.X.2.

CC uses different terms to define what is to be evaluated, namely Target of Evaluation (TOE) and TOE Security Functionality (TSF).Given the differences between Common Criteria and Methodology 2 approaches, those terms are not necessarily identical to their CC counterparts. Clarification on the differences in the dedicated sections. 

NOTE:
SECAM provides no provision to assess whether the evaluation results for a different package of the network product that the one that was evaluated are still valid. However as the boundaries of what was evaluated are made clear by the scope of evaluation section in the SAS instantiation, the operator can make their security acceptance decision with a clear understanding of what was evaluated for this new package.
Editor note: The intention of the text of section 5.2.4.X.2 and section 5.2.4.X.3 to have clear TOE and TSF definitions is agreed. The intention of these sections is to ensure that the flexibility introduced for the TOE cannot be misused to limit the part of the network product subjected to the evaluation against the SAS. The wording of these sections however has to be improved to make a clearer distinction between what is related to requirements on TOE content and what is related to requirements on TOE description 
5.2.4.X.2 TOE:

Editor’s note:
The scope of EVA is FFS
Editor note: In SECAM, the generic network product class definition will be defined in the SAS. The vendors will instantiate these definitions in their SAS instantiation by describing the TOE and the TSF of their Network Product based on the requirements below. How to properly name the generic network product class description in the SAS to avoid confusion with the TOE TSF definition for evaluation below is FFS. 
The TOE defines what, within the commercialized Network Product, is to be evaluated. It is defined Common Criteria as “a set of software, firmware and/or hardware possibly accompanied by guidance.” In CC, the TOE is defined by the vendor. In CC evaluations not following a Protection Profile there is a huge latitude for the vendors in this definition, since a vendor may choose to include components in, or exclude them from, the TSF at free will. This latitude does not exist for SECAM since the TSF for the entire network product as commercialized by the vendor is defined by the available and applicable SASes. 

In order to ensure that the TOE is sufficiently comprehensive and well described, the definition here shall comply with the following requirements:  

-
All requirements from the SAS(s) pertaining to the network product class shall be reflected in the TOE. All interfaces of the TSF shall be part of the description of the TOE. This defines a condition for a minimum size of the TOE.   

Editor’s note: If SA3 decides to make a distinction between mandatory and conditional requirements (see clause 5.2) the formulation in the above bullet will have to be adapted to ‘all APPLICABLE requirements’ or similar.

-
-
All external communication interfaces of the TOE shall be part of the TOE description. External communication interfaces of the TOE are interfaces that allow communications between functions inside and outside the TOE. If the TOE is not the entire product as packaged for evaluation then the interfaces between the TOE and the parts of the network product not in the TOE need to be described as external communication interfaces of the TOE. Justification why it is not possible to access the assets of the network product as defined per the SAS by other means that the external interfaces of the TOE must  provided. 

NOTE1:
The Basic Vulnerability Testing will be conducted on the external communication interfaces of the TOE. If the TOE definition is smaller than the entire network product, the above requirement makes possible to have external communication interfaces of TOE under evaluation that are not in the set of external communication interfaces of the network product.  Testing these external interfaces of the TOE which might be potentially internal interfaces of the network product might be challenging. Moreover, proving that the above mentioned justification is valid might be challenging. Thus reducing the scope of the TOE to a smaller subset than the network product does not guarantee easier testing.

NOTE2:  this requirement is to ensure that these interfaces are covered by the BVT and EVA. It also ensures that no external interface to the product not covered by the TOE can be used to attack the TOE as such attacks would have to go through an external communication interface of the TOE. 

-
A TOE is allowed to be larger than this minimum size defined by the preceding bullets. NOTEX above explains why this may be useful.

5.2.4.X.3 TSF

CC also defines TSF as the “combined functionality of all hardware, software, and firmware of a TOE that must be relied upon for the correct enforcement of the Security Functional Requirements”. In CC, the vendor has latitude regarding the definition of TSF interfaces in terms of granularity (entire process supporting the security function, API within this process, physical interface of the board embedding the process…). 

In SECAM, the context is different, because the tests are already described, although at a high level, within the SAS. In SECAM, the TSF would be a “combined functionality of all hardware, software, and firmware of a TOE that must be relied upon for the correct enforcement of the SAS requirements”. Whether a component is part or not of the TSF as well as the granularity of the definition of a component is disambiguated by the test cases of the SAS. For example an SAS may include the following requirement:

Requirement: The product shall include a security audit function, accessible only by a user having the role admin X, logged through SSH on the server.

Test case: 

-
the tester shall connect as the admin user through SSH and verify that he can access the audit

-
the tester shall verify that a user without admin rights cannot access the audit using the same connection

-
the tester shall verify that no other means exist to access the audit except a SSH session

In this case it is clear what, from where to test and how to test (physical port of the network product where the SH server is listening).

The SAS instantiation shall not exclude a component from testing on the grounds that it was already evaluated under another scheme unless this SAS allows it explicitly to refer to the certificate  obtained under this different scheme for a given set of tests (e.g FIPS). 

EN: Whether SECAM recognizes the results of other evaluation (for example FIPS) and requires re-testing is FFS 

No component can be removed from the TOE or from the TSF on the grounds that it was not developed by vendor itself and that it is an outsourced or the 3rd party component.



















5.2.4.2
Compliance testing

The compliance testing laboratories shall provide the following documents to the vulnerability testing laboratories and to the operator:
********************** END OF CHANGE***************************
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