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1.
Introduction

This contribution is the merge of Merge of S3-130646, S3-130807, S3-130813, S3-130643, S3-130642. Please see the related contribution for details on the discussion part. S3-130854 (evening sessions minutes) describes how the different comments were resolved.
Updates from the evening session are blue highlighted. Updates related to SCT, BVT and EVT
Detail of changes:

- First change: 

Removal of the example categories. It was agreed during the last meeting that these categories will be finalized in the normative phase as they depend on the final security requirements.

- Second change:

Clarification in the overview section of M2 that the concrete requirements will be written in the normative phase

- Third change:

Clarification that compliance testing requirements and vulnerability analysis may be split into two different documents and addition of an editor's note reflecting the fact that there is an ongoing discussion whether the documentation on vulnerability analysis will be written by some body other than 3GPP.

- Fourth change:
Formalisation of the writing process by taking advantage of the CC approach (Describe and model the network product class, define the security problem, derive requirements, verify the requirements). This approach is in line with M2 but was not formally described so far. It is proposed that SA3 uses CC part 2 [15] document as a reference catalogue of security requirements and security requirement categories to help SA3 in writing complete requirements. 

This approach has been also proposed because if requirements or terminology used to specify the requirements are not clear there is an increased risk of different understanding of the requirements and this may unnecessarily result in heavy use of the dispute resolution process. This could be in particular a difficulty for tests that consist of verifying whether a requirement is fulfilled by examining documentation; such tests are a judgment call and can be called differently by different parties.
Anyway, it is important to underline that these requirements can and will be modified and adapted as seen necessary by SA3. SA3 will not be bound to the format of security requirements defined in CC part 2 (class, families, components…). Compliance with a CC protection profile format is not a goal as such, where it will be more efficient to deviate from it, SA3 will do so.
The change further provides more details on the content of each SAS section (Security Problem definition, Network product class description …)

Moreover, a lot of details on security requirement derivation process, relation with already existing security requirements from other TS (e.g TS 33.401), updated template for a security requirements, example of security requirement derived from CC part 2 into SECAM template.
2.
pCR
********************** START OF FIRST CHANGE***************************

5.2
Methodology 2

5.2.1
Overview

Each 3GPP network product class listed in section 4.4 can have vulnerabilities which, if exploited, can damage the MNO and/or end-users. In order to understand the potential attack vectors which could be used, the first thing to do is to identify the targets of the analysis. This methodology assumes the 3GPP network product classes listed in section 4.4 as the targets. 

Each 3GPP network product, within a network product class, is basically a device composed of hardware (e.g. chip, processors, RAM, network cards) and software (e.g. operating system, drivers, applications, services, protocols); in addition the 3GPP network product can be managed and configured locally and/or remotely. All these features can expose the 3GPP network product to several potential security attacks. If the network product is securely implemented, managed and configured then some of these attacks can be prevented. The above mentioned security attacks can exploit different 3GPP network product features/ capabilities.












NOTE:
A pre-requisite for the SAS writing part of methodology 2 is to have a complete list of features/capabilities considered relevant by SA3 for evaluation. The final list of features/capabilities and consequently the list of security requirements will depend on the results of a threat analysis done in the normative phase of this study.

SECAM evaluation will cover the following three tasks:

-
Vendor development process assurance compliance (assessing if the method used to develop the products is compliant with the Security Assurance Process)

-
Security compliance testing (assessing if requested security requirements are correctly implemented in a network product)

-
Vulnerability testing (assessing the robustness of the implementation of said security requirements against a range of known vulnerabilities and attack methods) 

The actor performing a task shall be accredited by the Certification Body for this specific task.

	SECAM TASKS
	ACCREDITED ACTOR

	Vendor development process assurance compliance
	Accredited vendor

	Security compliance testing
	Accredited vendor or accredited third-party evaluator

	Vulnerability testing
	Accredited vendor or accredited third-party evaluator


Table 1 Mapping between SECAM phases and involved party.

Consequently, according to table 1, SECAM can take many forms, depending on who performs compliance testing and who performs vulnerability testing. SECAM is intended to enable self-evaluation where the vendors evaluate their network products if they have the proper accreditation for that. Methodology 2 provides all provisions for this need.

In Methodology 2 the responsibility for writing and managing the accreditation and monitoring rules is taken by a Certification Body. Certification Body’s role also includes the handling of the dispute process. Methodology 2 will propose GSMA for taking this role and will provide a clear delineation between SECAM work in 3GPP and SECAM-related work in GSMA.
Even if it describes the complete process, including evaluation by accredited actors under Certification Body control and Security Assurance Specifications (SAS) writing, Methodology 2 does not prevent that 3GPP SAS security requirements and tests cases are used directly by mutual consent between vendors and operators without the accreditation/certification process in place if wished so. This ensures that the 3GPP SECAM work is not held up by delays in deliverables under the responsibility of external bodies, or by conflicting requirements in different countries (e.g. relating to accreditation, certification). 

The presence of a Certification body as defined above is highly desirable in order to ensure a wide recognition of evaluation results and to have a working conflict resolution process available. Having a Certification Body also avoid the need for each operator to set up a one to one trust relationship with every vendor regarding their testing methods and skills. 

Accreditation is intended to be valid for a limited time period and repeated at a frequency defined by the Certification Body (see section 5.2.3 for details).

The ultimate output of the SECAM process is:

· an evaluation report proving compliance of a 3GPP network product with the 3GPP security assurance specifications

· optionally a certificate proving the accreditation of actors performing the evaluation tasks

An evaluation report will be issued for each 3GPP network product evaluated, and an optional certificate will be maintained for each actor. 

The operator examines the network product, the compliance reports and the testing laboratories certificate published by the Certification Body and decides if the results are sufficient according to its internal policies (see 5.2.5 for details).

Below are several examples of instantiation of roles for SECAM:

Example 1: Combination of self-evaluation (for security compliance) and third-party evaluation (for vulnerability testing) for the evaluation of a 3GPP network product (e.g. MME A of vendor X)

In the example below:

-
Vendor development process assurance compliance is self-assessed by a vendor, which has previously been accredited by the Certification Body for this task. This assessment covers Life cycle management of the network product (e.g control of update in development …). More details on this aspects are in section 4.1.3 and section 5.3.2.2.X.
-
Security compliance testing is self-assessed by a vendor, which has previously been accredited by the Certification Body for this task;

-
Vulnerability testing is assessed by an accredited third-party laboratory which has previously been accredited by the Certification Body for this task.

-
The operators, and the vendors as far as third parties are concerned, receive the report from all three tasks of the evaluation for a given network product and are able to check that all involved parties (self-evaluating vendors and/or 3rd party evaluators) were accredited to undertake the tests by checking their accreditation with the Certification Body.
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Figure 1: Combination of self-evaluation for security compliance and third-party evaluation for vulnerability testing for the evaluation of a 3GPP network product (e.g. MME A of vendor X)

Example 2: Complete self-evaluation of a 3GPP network product (e.g. eNodeB B from vendor Y)

This second example below is similar to the first one except that the vendor is also accredited to undertake vulnerability testing and thus conduct all the three phases of evaluation.
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Figure 2: Complete self-evaluation of a 3GPP network product (e.g. eNodeB B from vendor Y)

Evaluation results check by the operators and dispute

The operator does not need to be accredited to perform again the tests made by the evaluators in order to gain a higher level of assurance that the SECAM evaluation provided trustable results. Definition of the tools and methods for these supplementary evaluations is outside of the scope of SECAM and left as operators’ proprietary procedures.

However, in case of disagreement on the test results and if the operator wants to enter a conflict resolution process with the Certification Body and the vendor, some forms of recognition of the validity of the operators complaint might be useful. This description will be part of the description of the complete dispute resolution process is likely to be left to the Certification Body and will be outside of the scope of 3GPP. For more details see 5.2.6.2.

********************** END OF FIRST CHANGE***************************

********************** START OF SECOND CHANGE***************************

5.2.2.1
Overview

SECAM methodology building is described in figure 3 hereafter. First, 3GPP will undertake a threat analysis and then will derive the SAS for each identified network product class as well as one security assurance process document. The security assurance process document will describe the whole security assurance process (evaluation, relation to accreditation body, general description of desired assurance level …). 

Editor’s note: Clarification of how these security assurance process documents will be mapped to 3gpp documents (TS, TR 33.9XX) is FFS.

The SAS will contain the detailed security requirements identified by SA3 to reduce/counteract the risks outlined by the threat analysis as well as a description of the test cases and where possible with expected test results.

NOTE:
The number of documents to be delivered by SA3 will depend on the grouping chosen for the SAS.

The definition of the security requirements to use during the security compliance task will be conducted during the normative phase.  
Also the definition of the requirements to use for the vulnerability assessment task will be conducted during the normative phase.  

-
VA Testing Requirements: these are high level vulnerability requirements defined in the normative phase such as high level attack path, indication on how to conduct the VA and including requirements on possible tools to use. They will be defined as general as possible to be independent from the specific network product implementation. 
Editor's note: The contents of the VA activities need to be clearly defined. Are there VA requirements?, VA tests?, VA guidance?
Editor’s note: The owner and the content of the VA Testing Requirements are FFS.
Editor’s note: It is FFS if SA3 shall recommend or mention specific testing tools. In particular, if recommendations are made or if tests explicitly mention tools, SA3 need to establish a mechanism to continuously monitor that the tools are appropriate. In addition, how to deal with proprietary testing tools needs to be decided.
More details on how these security requirements are organized, collected and used to define a SAS for a specific Network Product Class are supplied in sub-clause 5.2.2.3.


Once the SASes are ready, they will be used to define, when necessary, the expected test methodology for each security requirement (both for security compliance and vulnerability testing tasks) in a dedicated document. This Test Methodology will be complementary to the expected output of the test cases defined in the SAS and should help the evaluators providing guidance on how to conduct these tests where necessary. This test methodology document will also define the expected skills and tools for testing laboratories (especially for vulnerability testing). Having an evaluation guidance document will help to ensure that the SECAM evaluations s can be compared to each other in the sense that a similar set of tools and techniques will be applied to produce the test outputs.
The Certification Body will define the administrative rules guiding the future evaluations (accreditation scheme for evaluators, dispute process).
Some information related to vulnerability testing methodology (detailed attack “how-to” for specific points) is expected to stay confidential, and will be managed by Certification Body or the operators and vendors, as applicable.

NOTE:
The detailed results of the testing from a network product are not expected to be public. These results will be given to the operators upon request to the vendors and might also be requested by the Certification Body for resolution of dispute cases.
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Figure 3: Successive activities for “Methodology 2” building

The writing of the security assurance process related document which will include Vendor Development Process Assurance requirements is detailed in sub-clause 5.2.2.2. Sub-section 5.2.2.3 details the writing of the Security Assurance Specification documents which are used as input in the evaluation tasks.

The output of the security compliance task is detailed in sub-clause 5.2.4.2. The output of the vulnerability testing task is detailed in sub-clause 5.2.4.3.

********************** END OF SECOND CHANGE***************************

********************** START OF THIRD CHANGE***************************
5.2.2.2
Security assurance process document writing

Overview
The security assurance process document will define the complete SECAM evaluation process (evaluation, relation to accreditation body …) as well as the components of SECAM that are intended to provide the expected security assurance. The content necessary for security compliance testing and vulnerability testing will be part of the SAS. In particular, during the normative phase, for each network product class there may be more than one document that applies to a network product class. The documents contain different SAS modules as discussed in clause 4.1.3 of the present document. One SAS module that is used as the reference document for security compliance testing and one SAS module for the Vulnerability Testing.

Editor's note: It is FFS whether the parts related to vulnerability analysis (VA) shall be in a separate SAS module or they should be in the same SAS module as the security compliance requirements.

Editor’s note: Who will define the SAS for Vulnerability Testing is FFS.
Vendor Development process assurance

The following sub-items will be part of the Vendor Development process assurance block:

-
Network Product design documentation

-
The network product has to be accompanied by documentation regarding its development to facilitate proper evaluation. 

NOTE:
Specified documentation requirements need to ensure reproducibility of evaluation results while leaving room for different development processes.

-
Operational Guidance

-
The network product has to be accompanied by Operational guidance. Operational guidance shall explain clearly to purchasers the security implications of security assumptions for the environment.

-
Version Management

-
The vendor shall provide version management documentation and evidence that such documentation is followed in practice.

NOTE:
Required and acceptable evidence needs to be defined by the assurance process description to ensure comparability.

-
Flaw remediation

-
The vendor shall provide documentation of the flaw remediation process and evidence that such documentation is followed in practice.

NOTE:
Required and acceptable evidence needs to be defined by the assurance process description to ensure comparability.
********************** END OF THIRD CHANGE***************************

********************** START OF FOURTH CHANGE***************************

5.2.2.3
Security Assurance Specification writing 

5.2.2.3.1
Writing process overview

An SAS document will be defined for a specific network product class within the normative phase. On a high level, the process of writing a SAS document for a given network product class follows these steps:

-
Describe and model the network product class, i.e. the network product class shall be described and modelled to a sufficiently detailed level so as to ensure that the security requirements can clearly describe what data and functions are intended to be protected and which functionalities are required. This modelling will be used as an input document for the following Security Problem Definition.

-
Define the security problem by identifying which assets in the model of the network product class require protection and how these assets can be exploited by an attacker. The security problem definition also contains the security objectives of the network product class under analysis (i.e., which assets require what type of protection), and defines an attacker potential the network product class is supposed to resist. This step also contains the threat analysis employed to understand how an attacker performing the identified potential attacks may misuse the identified assets of the network product class. This provides a concrete security problem that is to be solved, which allows selection of security requirements that are necessary and sufficient to solve the identified security problem.
-
Identify the security requirements and test cases. Security requirements are derived from the security problem definition. The fulfilment of these requirements ensures that the security objectives can be reached. CC part 2 [15] document will be used as a reference catalogue of security requirements and security requirement categories as a starting point to help SA3 in writing complete requirements. These requirements can and will be modified and adapted as seen necessary by SA3. SA3 will not be bound to the format of security requirements defined in CC part 2 (class, families, components…) and will be free for example to embed several dependencies of a security requirement directly in the requirement itself to ease readability and test case writing. Furthermore, 3GPP is not limited to modifying or adapting security requirements from CC part 2 [15] and may formulate their own security requirements when no suitable counterpart in [15] is found. When doing so care needs to be taken with respect to clarity, dependencies, and events to be logged, cf. also the following paragraphs. Further, when doing so, a rationale shall be provided explaining why it was necessary to deviate. It will be determined in the normative phase in which document rationales will be captured. 
In addition, if requirements, or terminology used to specify the requirements, are not clear or consistent there is an increased risk of different understanding of the requirements and this may unnecessarily result in heavy use of the dispute resolution process. For example if a requirement applies on the “management traffic”, a clear definition on what the “management traffic” consist of would be needed. This could be in particular a difficulty for tests that consist of verifying whether a requirement is fulfilled by examining documentation and making a decision on whether the designed mechanism or used process fulfils the requirement; such tests are a judgment call and can be called differently by different parties.

Compliance with a CC protection profile format is not a goal as such, where it will be more efficient to deviate from it, SA3 will do so. The consistency of the requirements format is ensured by the template for a security requirement described in section X.X hereafter.
Security requirements in CC part 2 have dependencies between each other. For example, FMT_SMR.2 requires that there are restrictions on user-roles handling security functions. That is dependent on that also the security requirement FMT_SMR.1 is included. FMT_SMR.1 requires that there are roles defined for handling security sensitive assets (i.e., not everything is run as the root-user on *nix-like systems). These dependencies information will help SA3 to write sound requirements and should generally be included. There should be a rationale given for when modifications to the CC security requirements are required (e.g. removing a dependency). 

For each security requirement SA3 will define a test case.   
-
Verify the Security Requirements. Once the security requirements have been identified it is verified that the security objectives are met by these security requirements, and that every security requirement contributes to defending an identified security objective. If any mismatch is found (e.g. security objective not covered with the existing security requirements or security requirements which don’t resolve any security objectives), the list of security requirements shall be updated accordingly by removing or adding security requirements.
5.2.2.3.2 SAS document structure and content

5.2.2.3.2.1

General

The SAS document contains three parts, a Network Product Class Description, a Security Problem Definition and the Security Requirements (including the test cases)  for this specific Network Product Class [see clause 3.1], identified by SA3 to counteract the risks outlined by the threat analysis. Consequently each SAS document shall contain the following clauses:

-
Network Product Class Description (NPCD): This clause includes the description of the network product class, e.g the physical and logical interfaces the product class supports to interact with external entities and the major functionalities of the NPC. 
-
Security Problem Definition (SPD): This clause defines the security problem that is to be addressed and the security objectives of the network product class. 

-
Security Requirements (SR): This clause defines the security requirements, which may include hardening requirements, selected according to the Security Problem Definition and the requirements strictly related to the 3GPP features implemented by the network product class under analysis.

In the following a detailed description of each SAS clause is provided. 

NOTE: 
References are made when analogous CC part 2 [15] requirements exist. The requirements in CC have names that follow this name format XYZ_VWU.n.mx. When the text below references the CC requirements that format is used, for example FMT_SMR.2.

5.2.2.3.2.2 Security Problem Definition



For the Security Problem Definition clause of the SAS writing phase, the steps to be accomplished by 3GPP SA3 for a given network product class will be to:
-
List the critical assets of the network product class 
-
Identify the external interfaces of this class
-
List the assumptions on the Operational Environment

-
Identify the attacker model for the Network Product Class
-
Identify threats, i.e. adverse actions than can be performed on assets 
-
Identify the level of risk associated with the threats
- 
Identify the list of the security objectives necessary to face the identified threats and reduce the risk surface.
For features that are standardised in 3GPP specifications, some threat analyses are available from 3GPP Technical Reports (e.g. TR 33.821 for EPS) or other publications. In particular, threat analyses related to the security requirements in 3GPP TSs to be re-used in SECAM, cf. clause 5.2.2.3.2.3.2, need not be repeated in SECAM. These were however written before e.g. current SECAM type of work objectives came to light.
Editor’s note: For features that are (to some degree) proprietary and, hence, not (fully) standardised, a way of describing them in a general way needs to be found as, by their nature, no common understanding is generally available to the public. Without a general description of a feature, it may be difficult to perform a threat and risk analysis on it. 
There are also many threat and risks analysis or modelling frameworks available for IT equipment and computers networks.  None of them is likely to perfectly fit the needs of SECAM which ultimate goal is to be capable to derive concrete and testable security requirements to reduce the level of exposure of telecom equipment. 


This process is likely to be iterative and there will be some trade-off in terms of time. It is not a goal to be absolutely complete in the threats assessment. What ultimately matters in the threat analysis phase is that the SA3 group gets the feeling that the achieved level of details is good enough to be able to easily derive testable security requirements to cover the risks in a reasonable amount of time.
Whatever the approach that will be chosen, the structure for this clause is provided to indicate the information needed for having a clear security problem definition. This can help to facilitate the identification of the security requirements. Hereafter a possible structure for the threats, risks and security objectives which are part of the SPD is reported. This structure will be related to the threat modelling framework used for the analysis and consequently this proposal could be changed accordingly.
-
Threat Reference: a unique short form is assigned to each threat as a primary means for referencing the threat. The convention adopted is: <threat category> - <progressive number> where the convention adopted for the “threat category” can be the first two letters of the category to which the threat belongs or similar.

-
Threat Category: a reference to the category to which the threat belong based on the classification (threat methodology) that will be adopted 

-
Threat Description: the adverse actions than can be performed by a threat agent on an asset. These actions influence one or more properties of the asset from which that asset derives its value. Examples of threat agents are hackers, users, computer processes, and accidents. Threat agents, and their level, may be further described by aspects such as expertise, resources, opportunity and motivation. To provide a basis for requirements that are on roughly the same level, SA3 shall choose a level of threat agents that the system should be able to withstand (although the levels may be hard to quantify or measure). Protection mechanisms or requirements shall then not be selected if a threat can be instantiated only by a threat agent of higher level. This is in line with the single assurance level and single security baseline per network product class of section 4.5.2.1 and 4.5.2.2.

-
Asset: an indication of the network product assets object of the threat

-
Risk:  a level of the risk related to the specific threat
-
Security Objectives: a concise and abstract statement that counter the identified threats. These security objectives shall be used to select the proper security requirements for the network product class under evaluation. The security objectives shall be on roughly the same abstraction level. 
5.2.2.3.2.3
 Security Requirements 


5.2.2.3.2.3.1
Introduction
3GPP SA3 will have to list the countermeasures deemed relevant to mitigate the risks identified in the threat assessment. These countermeasures will take the form of either:

-
security requirements with associated test cases (as defined by the chosen methodology for SECAM) 

-
or operational environment assumptions that could also be documented in SAS for a given product class

The Security Requirements within the SAS document shall contain the security requirements identified according to the threats (see Figure 1). 
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Figure 1 Process for deriving security compliance requirements in a SAS document
5.2.2.3.2.3.2
Incorporation of security requirements from existing 3GPP TSes in current releases
In Figure 1 3GPP specification represent an input for both SPD and Security Requirements and test case definition.

The reason of this assumption is that 3GPP security specifications (for example TS 33.401[x]) already contain several security objectives and relative security requirements which SA3 identified when designing UMTS and LTE. When looking at such type of security requirements, they can be grouped into three categories: 

1) Security requirements related to protocols and behaviours necessary for secure interoperability between nodes from different vendors that require a certain positive behaviour of a 3GPP function. For example, the requirement "The UE shall provide its equipment identifier IMEI or IMEISV to the network, if the network asks for it in an integrity-protected request" retrieved from TS 33.401, belongs to this category.

2) Security requirements related to protocols and behaviours necessary for secure interoperability between nodes from different vendors that require that a 3GPP function does not perform a certain action. For example, the requirement "The UE shall not send IMEI or IMEISV to the network on a network request before the NAS security has been activated" retrieved from TS 33.401 belongs to this category.

3) Security requirements not related to protocols and behaviours necessary for secure interoperability between nodes from different vendors, but rather deal with security features which shall be supported by the network products and consequently strictly related to their implementation. For example, the requirement specified in clause 5.3 of TS 33.401 for eNBs and in annex I of TS 33.102 for RNCs in exposed locations belong to this category.
The security requirements in the first group are already covered by the interoperability and conformance testing and SECAM documents shall not repeat these requirements or add tests for them.

The security requirements in the second category may not be covered by the interoperability and conformance testing. In this case a SAS document might contain a reference to   these requirements with the relative test cases which verify that the network products are adhered to.
The security requirements in the third category are within the scope of SECAM and they will be taken into account in the Security Compliance Requirements. A security requirement retrieved from 3GPP TS shall refer the relative TS requirement and shall also contain a test description to verify the correct implementation of the described security features (e.g. authentication and authorization for eNB settings and software configuration changes via local or remote access, key management requirements for the session keying material and long term keys used for authentication and security association setup purposes handled by eNBs, secure environment for eNB).  
5.2.2.3.2.3.3
Handling of security requirements 
Editor's Note: If it is unclear that hardening requirements are in scope of SECAM, it needs to be clarified.
A SECAM Catalogue of SRs is used as input for Security Requirements and test case definition task. The SECAM Catalogue of SRs has been introduce because it is likely that several network product classes will share very similar if not identical security requirements for some aspects. In order to maximize the reuse of already written requirements, it might be interesting in the normative phase to collect all security requirements written by SA3 into a single “catalogue” document. It would then be possible for the individual SASes of different network product classes to refer to it directly.
This approach matches the requirement  that a SAS will have to be developed in a modular fashion such that an individual module is generic enough to be applied to more than one network product class. This approach can help to prevent from writing the same security requirements from scratch several times in different network product class SAS (see clause 4.1.4 of the present document).
It is important to underline that the SA3 catalogue shall be constructed from existing SASes, and the intention is not to first create the catalogue and then write the first SAS based on it. No requirements shall be included in the catalogue before it has been included in a SAS. This prevents the catalogue from accumulating "good-to-have" requirements that are never used in real SASes. Consequently, the way to build the proposed catalogue is an iterative process that counts the following steps:

1)
Start the normative phase for a specific Network Product Class (e.g. MME).

2)
Select from the identified sources (for example, CC2, NDPP, OSPP) the proper security requirements that meet the needs of the security objectives and adapt them to SECAM.

3) Add this adapted requirements in the SECAM catalogue in order to reuse if possible during the normative phase of other Network Product Classes.

4)
Start the normative phase of another Network Product Class (e.g. eNB) and refer to the security requirements already available  in the SECAM catalogue if possible otherwise select the new ones from the agreed sources (e.g. CC2, NDPP, OSPP) and update the Catalogue.

Usage of CC structure for requirements (class, family, components)
CC part 2 [15] group security requirements in class, family and components as shown in the picture below:
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A class is a collection of security requirements assessing security risks or defined as a countermeasure to eliminate security vulnerabilities inherent to a given feature/capability. As an example the class “Security Management” covers the security risks the product administration introduces: sensitive information that normally is not transmitted across a network, such as product identifying information, configuration information, and other sensitive management information such as user names and passwords can be transmitted. The security requirements the network product shall be compliant to ensure that management does not expose this sensitive data to someone sniffing or eavesdropping on the network.

CC part 2 [15] contains the following classes:

-
Security Audit: Security auditing involves recognising, recording, storing, and analysing information related to security relevant activities.

-
Communication: This class provides two families specifically concerned with assuring the identity of a party participating in a data exchange (proof or origin, proof of receipt…).

-
Cryptographic support: Cryptographic functionalities can be required to satisfy several high-level security objectives. These latter include (but are not limited to): identification and authentication, non-repudiation, trusted path, trusted channel and data separation. So this class provides mainly requirements on cryptographic operation and key management
· -
User data protection: This class provides requirements related to user data protection. -
Identification and authentication: This class addresses address the requirements for functions to establish and verify a claimed user identity. Identification and Authentication are required to ensure that users are associated with the proper security attributes (e.g. identity, groups, roles, security or integrity levels). 

-
Security management: This class is intended to specify the management of several aspects of the TOE Security Functions: security attributes, data and functions. The different management roles and their interaction, such as capability, can be specified. 

-
Privacy: This class contains privacy requirements. These requirements provide a user protection against discovery and misuse of identity by other users.

-
Protection of the TOE Security Functions: This class contains families of functional requirements related to the integrity f the mechanisms that constitute the TOE Security Functions and to the integrity of its own specific data. 

-
Resource utilisation: This class provides three families that support the availability of required resources such as processing capability and/or storage capacity. 

-
Resource Allocation provides limits on the use of available resources, therefore preventing users from monopolising the resources.

-
TOE access: This class provides the functional requirements for controlling the establishment of a user's session

-
Trusted path: This class defines the requirements to establish and maintain trusted communication to or from users and the TOE Security Functions.
During SAS writing SA3 may use these classes and grouping as guidance in order to ensure that no area of the network product class was missed.
As detailed in 4.1.4, SAS will have to be developed in a modular fashion such that an individual module is generic enough to be applied to more than one network product class. The final choice of classes for this requirement catalogue is a normative phase activity. Whether SA3 choice will map the CC categories or not will depend on the number of requirements per classes and can only be decided when most of these requirements are already written.
Security requirements are expected to follow a template similar to the one described hereafter:





Template for a Security Compliance Requirement Description
Statements of security requirements are intended to be clear, concise and unambiguous. A template for this purpose may follow the structure reported in this sub-clause. In particular, each security requirement shall include:

-
Requirement name: each security requirement is assigned a unique name. The name indicates the topics covered by the requirement

-
Requirement reference: a unique short form of the security requirement is provided as a primary means for referencing the class. The convention adopted is: <capability class reference> - <the first two letter of requirement name> or similar convention
-
Requirement Description:  a detailed description for the security requirements identified by SA3 to reduce/counteract the risks outlined by the threat analysis.
-
Threat reference: the short identifier assigned to the threat, here used to mapping the requirement to the threat it intend to meet
-
Test case: a description of the test case that defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

-
Requirement  evidences: the type of evidence that must be achieved, that is the expected test results 
Editor’s note
: It is ffs whether an SAS should distinguish between mandatory and conditional requirements. If a function that is optional for a given network product is present, then security requirements, made conditional on the presence of this function, will apply, otherwise not. 
NOTE:
The level of abstraction that should be chosen for test cases should allow implementation specific solution as long as they comply with the SAS intention. This level of details is likely to be variable depending on the test. This work is to be done during the normative phase.

NOTE:
Tests can consist of different types of activities. It could for example consist in reviewing documentation provided by the vendor for a given security requirement but also be of a more technical nature that will imply interaction and stimulation of the network product with a protocol testing tool for example. The concrete test activities will be defined in the normative phase.


Example of derivation of a security requirement from a CC part 2 requirement:

Even if the generic functional requirements are taken from CC Part 2, they have to be instantiated and refined, at least to the extent that they are meaningful to fulfill and still remain applicable to all network products of the network product class. 
Dependent requirements are not required to be included and can be skipped if a short rationale is provided for why it is acceptable to do so. It will be determined in the normative phase in which document rationales will be captured.
An example of audit generation FAU_GEN.1.1 taken from the OSPP v3.9 and NDPP v1.1:
	This is the requirement as specified in CC3.1R4 Part 2
	FAU_GEN.1.1

The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the [selection, choose one of: minimum, basic, detailed, not specified] level of audit; and

c) [assignment: other specifically defined auditable events].

	This is how it is instantiated in OSPP v3.9
	FAU_GEN.1.1

The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of audit; and

c) all modifications to the set of events being audited;

d) all user authentication attempts;

e) all denied accesses to objects for which the access control policy defined in the OSPP base applies;

f) explicit modifications of access rights to objects covered by the access control policies; and

g) other specifically defined auditable events as defined in the table in FAU_GEN.1.2.

	This is how it is instantiated in NDPP v1.1. Note that the dependent requirement FPT_STM.1 is include and that the additional requirement FIA_UIA_EXT.1 shows additional events that shall be logged.  
	FAU_GEN.1.1

The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up of the audit functions;

b) All auditable events for the not specified level of audit; and

c) All administrative actions;
d) Specifically defined auditable events listed in Table 1.

Table 1 – Auditable events and audit record content:

FIA_UIA_EXT.1
All use of the identification and authentication mechanism. (Provided user identity, origin of the attempt, e.g., IP address).

FPT_STM.1
Changes to the time. (The old and new values for the time. Origin of the attempt, e.g., IP address).
[…]


The SAS may add explicit tests to these requirements. For example, the test whether "Start-up and shutdown of the audit functions;" is performed by the network product, the product can be started and then stopped and the log can be examined if these events get properly logged.

Here is a concrete example of an instantiation of FAU_GEN.1.1 in the Template for a Security Requirement Description:

· Requirement name: Security audit data generation

-
Requirement reference: FAU_GEN.1.1 (or something else if we want to use a different nomenclature to point out that there may be differences compared to CC).

-
Requirement Description:  The TSF shall be able to generate an audit record of the following auditable events:

-
Start-up of the audit functions;

-
All auditable events for the not specified level of audit; and

-
All administrative actions;

-
Specifically defined auditable events listed in Table 1.

-
Table 1 – Auditable events and audit record content:

-
FIA_UIA_EXT.1
All use of the identification and authentication mechanism. (Provided user identity, origin of the attempt, e.g., IP address).

-
FPT_STM.1
Changes to the time. (The old and new values for the time. Origin of the attempt, e.g., IP address).

-
[…]

-
Threat reference:  T1, T2, T3
-
Test case: Start node and examine if log contains start up event. Login as administrator and examine if log contains the login attempt. Expected tools include log-reader. The skills required by the tester is ability to generate the events and using the log-reader. ...
-
Requirement  evidences: A document in free form describing which events were generated, the output from the log-reader.
********************** END FOURTH CHANGE CHANGE***************************
�An Editor's note was added to contributions 648 and, in shortened form, to 815 by NSN to point out the dependency of the formulation of one sentence in 648 and 815 on the decision of the Editor's note here. 
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