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BEGIN OF CHANGES

**********************************************************************
**** CHANGE 1 from S3-130777 *****
6.2.5
Verification of PWS warning notification message

6.2.5.1
General 
The UE shall support the verification of the signature and a USIM data file with two settings needs to be added to disable the PWS functionality (this only applies from Rel-11 and onwards as required by TS 22.268 [2]).

-
HPLMN PWS disable field disables PWS support in HPLMN and PLMNs equivalent to it.

-
Unsecured PWS disable field mandates the UE to ignore all PWS warning messages that are received without security protection.

And how to verify PWS Warning Notifications when integrity protected shall be solved. By this way, UE can verify whether the message comes from an authenticated authorized source and whether the messages have been modified maliciously.

If the "unsecured PWS disable" field in the USIM for PWS is set, the UE shall ignore all PWS warning messages that are received without security protection.

If the "unsecured PWS disable" field in the USIM is set, the UE shall verify the "digital signature" and "timestamp" when it receives a warning message with security protection. UE shall silently discard the warning message if the verification of "digital signature" and "timestamp" fails.

Editor’s Note: The impacts of sending more than one signature to the UE and if this solves the overload problem is FFS.

To Rapporteur: Begin of paragraph moved
If UEs cannot receive public keys from the network through any form of signalling or user plane interaction, e.g. when the UE is in limited service state, the required information for verifying signed warning messages has to be provided by other means, e.g. through various forms of previous interactions between UE and network. The required information would be available at least for the implicit-certificate-based approach (solution 6 in the present TR) where root CA public keys are installed in the UE at manufacturing time or when the UE is switched on for the first time, and the CBE public keys are implicitly distributed by broadcast as part of the warning message. 

Editor’s Note: For other solutions in clause 7 of the present TR, public key distribution in a situation where the UEs cannot receive public keys from the network through any form of signalling or user plane interaction is ffs.  

To Rapporteur: The paragraph above is not new; it is just move from the end of clause 6.2.5.2
6.2.5.2 Handling of warning notifications without signature
As PWS Security is an optional feature and several regions (US, Japan) have made clear that broadcast of signed warning notifications are unlikely, PWS Security may be deployed locally but not globally. A UE supporting PWS Security will likely encounter genuine warning notifications without signature from PWS.

As current deployments of PWS (eg: CMAS, EU-ALERT and ETWS) do not have any integrity protection on the broadcast warning notifications, a UE cannot determine whether an unsigned warning notification is genuine or false. In regions where the warning notifications are broadcast without integrity protection, a false base station could be setup for all RATs (GERAN, UTRAN, EUTRAN). In addition, in regions where signed warning notifications are broadcast but a PWS security enabled UE is allowed to display also unsigned warning notifications in the honest attempt to display possibly genuine warning notifications, the false base station scenario is also a threat to those regions. PWS circumvention attack are possible.
The trivial solution to discard all warning notifications without signature (irrespective whether they are genuine or false) is secure and robust, but it is not clear if this would be acceptable from a safety perspective. Other potential solutions include network-independent location verification and the usage of a UE-controlled timer. For details refer to section 7.X.
In summary, as the objective of PWS Security is to protect against false base stations, displaying unsigned warning notifications (i.e. without signature) irrespective whether they are genuine or false would make PWS Security worthless.

A robust mechanism to securely distinguish between genuine and false warning notifications without signature could make PWS Security more acceptable from an availability and safety perspective. Proposed mechanisms are discussed and described in clause 7.X.

To Rapporteur: Rest of clause 6.2.5.2 has been moved to clause 7.X.3
***** End of CHANGE 1 *****

**** CHANGE 2 from S3-130717 and S3-130777 *****

7.x Solutions to counter the PWS security circumvention attack and to mitigate the risk of displaying false unprotected warning messages


· 
· 


· 
7.x.1 General
This section gives recommendations on how to counter the circumvention attack. Since it may be difficult to achieve PWS security in all countries at the same time, measures against the PWS security circumvention attack need to be effective as the investment in PWS security infrastructure and operation could be nullified otherwise. 
Solution 1 mandates that a PWS security-enabled UE shall only display verified warning messages, thus discarding all unsigned warning notifications and all signed messages that cannot be verified (irrespective whether they are genuine or false).
Solution 2 provides means that a PWS security-enabled UE can also display unsigned warning messages, but only if the terminal has network-independent proof that these messages were sent from a regulatory domain that does not use PWS security. It aims to describe mechanisms to securely distinguish between genuine and false warning notifications without signature. 
Solution 3 suggests a UE configuration based on a timer that could protect against circumvention attacks on crowds that are limited in time and space.

The mechanisms described in the following clauses are orthogonal and work with all the solution proposals in clause 7.3 to 7.8. 

7.x.2 Solution 1: No display of unauthenticated warning messages


A UE with PWS security enabled is required to discard all unauthernticated warning messages. A PWS warning message is unauthenticated if it is not possible to verify a message with a signature or if it was sent without PWS security.
The PWS security circumvention attack rests on the assumption that there is a network VN such that UEs roaming in VN are allowed to display unprotected warning messages. If, on the contrary, UEs are configured such that warning messages whose security cannot be verified are never displayed, the attack cannot happen.  

Pros: This configuration provides foolproof security. 

Cons: It implies that users roaming in countries without PWS security cannot receive warning messages. 

It should be noted, though, that, depending on the public key distribution method, users in Limited Service State may be able to receive warning messages in countries with PWS security. 

Note: This solution is recommended for regional or national regulators who have decided to mandate PWS security and to mandate PWS security-enabled UEs to ignore all unauthenticated warning Notifications. 

7.x.3 Solution 2: Network-independent location verification
· 
If Solution 1 is not accepted by a regulator, the following provides a non-exhaustive list of options to mitigate the threat of receiving false Warning Notifications.

A UE with PWS security enabled is required to discard all unprotected warning messages when it determined through a verification process other than through 3GPP-defined signalling that the network should support PWS security. 

Hereby, the local verification process rests on the following three assumptions: 

(i) Whether PWS security is supported or not is not a property of an individual network, but of a regulatory domain, e.g. a country, and would then apply to all networks in that regulatory domain.

Editor’s Note: this assumption needs to be checked with SA1. 

(ii) Information about the regulatory domains that support PWS security has been securely provided to the UE. 

Editor’s Note: Possible means for this secure provision include lists managed by the home operator in the USIM or the non-volatile part of the ME memory. Other means are ffs. 

(iii) A UE, possibly with the support of the human user, is able to tell, in which regulatory domain it currently is, independent of any messages from the network.


The local verification process then proceeds as follows: A UE determines by means of (iii), in which regulatory domain it currently is, then checks whether PWS security should be supported by means of (ii). 

NOTE: (iii) may be needed even if an integrity-protected message from the visited network is available as this message could have been relayed from a network in a different country. This would be possible even for UMTS. 





If the UE, possibly with the help of the user, is able to verify, independently of any further information received from the network, that the MCC received from the network matches the country the UE is currently in then the circumvention attack can be foiled as well:

As described in the threats section of the present TR, the circumvention attack rests on the assumption that the (MCC, MNC) pertaining to a network VN in country B is broadcast by a false base station in country A. If now the UE, possibly with the help of the user, can verify in a network-independent way that it is indeed currently in country A when it receives an MCC corresponding to country B, the attack will be unsuccessful. 

Why would the location verification have to be network-independent? 
One could think of integrity-protected enhanced signalling telling the UE in a secure way about the country it is in. However, the two attack variants described for the circumvention attack either assume GERAN access or Limited Service State, where integrity-protected signalling is not available. Therefore, network signalling would not help. 

How could network-independent location verification be realised? 

· GPS: Many UEs have GPS receivers today that provide a network-independent means of location verification. 

Pros and Cons: The measure is effective if the GPS signal is genuine. But, unfortunately, research suggests that GPS spoofing is possible, cf. http://phys.org/news141300510.html <tba to clause 2>. It is not clear to-date whether future implementations of GPS in UEs can prevent such spoofing. Furthermore, low end phones are less likely to feature GPS receivers. 

· User involvement: Users can be expected to know, in which country they currently are. Hence, when the UE receives a PWS warning message from a network with a particular MCC the UE can translate the MCC into a country name in a human-readable or -audible form and present this country name to the user together with the warning message. If this message says ‘country B’ while the user knows to be in country A the user should disregard the message. Note that when the user is involved only in case a warning message is actually received the user will not be bothered by repeated requests from the UE to confirm his or her location even when crossing borders frequently.  

Pros and Cons: User involvement is capable of providing network-independent location indeed, but, as mentioned in clause 7.x.1, it would have to be mandated. It would need to be checked with other 3GPP WGs whether such aspects of the human-to-terminal interface could be mandated and made part of test specs.

Editor’s Note: Methods of network-independent location verification are ffs.
Editor’s Note: It is ffs whether using MCC to detect the country in which the UE is located will be future proof.

These measures would have to be mandated by the regional or local regulator. Leaving them optional could result in them not being applied. This is because it is possible users would opt out of such measures as the people making the choice about these options may have little understanding of the rationale and the consequences for PWS security. 

7.x.4 Solution 3: Using a UE-controlled timer
This solution is inspired by clause 7.3.4.6
“Delaying public key update using a UE-controlled timer”.  

It is based on the assumption that an attack against PWS attempting to create wide-spread panic in a crowd is most likely limited in space and time. 

The basic idea of this solution is the following: When a UE changes to a base station broadcasting an MCC different from the MCC broadcast by the previous base station the UE starts a PWS-related timer. While this timer is running (e.g. for a couple of hours) the UE does not display unverified warning messages even if the UE is configured to also display unprotected warning messages for this MCC. 

In this way, the attacker can no longer perform the attack by activating false base stations and immediately send warning messages to a crowd. And when the timers in the UEs that were present in the crowd at the start of the attack have expired the crowd will have dispersed. 

Pros and Cons: This configuration provides protection against attacks on crowds that are limited in time and space. But it does not provide protection for individuals or small groups that an attacker could followed around . Furthermore, when a UE enters a country, for which it is configured to display unprotected warning messages, there is a delay defined by the timer before the UE can receive warning messages.

Editor’s Note: Details of timer-handling are ffs, taking into account the discussion and Editor’s notes in clause 7.3.4.6
.
Editor’s Note: It is ffs whether using MCC to detect the country in which the UE is located will be future proof.
7.X.5 Recommendation

SA3 recommends the regional or national regulator, who has decided to mandate PWS security, to mandate the PWS security-enabled UEs to ignore all unauthenticatd warning Notifications according to Solution 1 as it leads to a foolproof PWS security solution. It prevents e.g. panic attacks or advertisement spamming attacks. 
However Solution 1 restricts the availability of warning notifications for users roaming internationally as it may prevent the reception of e.g. life-saving warning messages. If the concerned regulators decide otherwise, Solution 2 provides several options to mitigate the threat of receiving false Warning Notifications.
To allow a UE to also receive unsigned warning messages when roaming, at least one of these means should be implemented to avoid circumvention attacks. In addition, Solution 3 provides a mean against circumvention attacks on crowds that are limited in time and space.
Note: For considerations on the PWS and PWS security settings in the UE to avoid the circumvention attack and, therefore, to mitigate the risk of displaying false unprotected warning messages, please refer to the Annex.

***** End of CHANGE 2 *****

**********************************************************************
END OF CHANGES

















































�Only moved text





