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1
Introduction

This pCR proposes changes to evaluation section 5.7.5.2 of TR 33.868
2
PCR

************* START OF CHANGE 1 ***************
5.7.5.2
Connectionless Data Transmission Solution

For improved messaging efficiency the Connectionless data solution proposes the following changes in UE, eNB, and MME requirements.


Additional UE requirements: 

•
UE capable of operating in the Connectionless mode should be able to cache the security context with associated Token for each eNB/RNC with which it established security context since last AS authentication, and for which the Token is assigned. UE should also cache the Cell ID /RNC ID of the cell/RNC with which it has the connectionless context.
•
 

•
UE should also be able to maintain validity of the cached context and its associated Token, including its lifetime for expiration and purging. The cached context should be maintained independent of the normal AS security context associated with the connection-oriented mode.
•


· Separation between AS security contexts for connectionless mode and connection oriented mode, and between multiple cached AS security contexts shared with different eNBs.
Additional eNB/RNC requirements: 

· eNB/RNC capable of supporting Connectionless mode should be able to cache security context for each connectionless UE with which it established security context since  last AS authentication.

· eNB/RNC should be able to assign and maintain a locally unique Token for each cached security context, and manage its validity including lifetime for expiration and purging. 
· eNB/RNC should be able to recognize that the cached context already exists for the UE when UE requests the new context for the connectionless mode of operation.
•


Additional MME requirements:

· The MME should be able to deliver to the eNB the cookie representing the UE Identifier when delivering the session-related AS security context to the eNB, in order to assist the eNB in recognition of the duplicate cached context, and deliver a subscription based indication for the eNB to allocate an application-specific Token lifetime.
To summarize, increased complexity of the UE, the eNB and the MME are expected. Caching of Connectionless contexts will consume memory resources at UE and eNB to provide current level of AS and NAS security. Token lifetime allocation sensitive to the application needs conserves any disproportionate consumption of resources.
************* END OF CHANGE 1 ***************
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