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***	BEGIN CHANGES	***
[bookmark: _Toc359233286]W.3	Service and Media Reachability for Users over Restrictive Firewalls – Extensions to STUN/TURN/ICE
Editor’s note: Details on the extensions (HTTP CONNECT and detection mechanism for determining firewall types and explicit mention of supporting TCP port 443) to STUN/TURN/ICE is ffs.
W.3.1	Firewall traversal for IMS media plane using ICE and Media over TCP
This clause specifies a solution that enhances existing ICE-based NAT traversal solution to support firewall traversal for IMS media.  The solution uses standard ICE procedures and requires IMS clients to support  media over TCP.   RTP over TCP is defined in RC 4571.  The solution also requires P-CSCF to insert IMS-AGW in the media path and use the ICE procedures defiend in TS 24.229 to provide hosted NAT function for IMS clients.  TS 24.229 section 6.7.2.7 defines the procedures for P-CSCF and IMS-ALG to support ICE.  For UDP based streams, both ICE full and ICE lite are supported.  For TCP based streams, P-CSCF needs to support ICE TCP candidates and send TCP based candidates to UE 
 Editor’s note: currently TS 24.229 does not support ICE full or ICE lite functions by P-CSCF/IMS-ALG for TCP based streams, when IMS-AGW is inserted in media path.  TS 24.229 needs to be enhanced to support ICE full or ICE lite functions by P-CSCF and IMS-AGW for TCP candidates according to RFC 6544.  
The firewall traversal procedure is straightforward.  IMS client will include one or multiple TCP host candidate(s) for each media stream in its offer/answer to P-CSCF.  P-CSCF will include normal media candidates plus a special host candidate defined on IMS-AGW public address and TCP port 80  in its answer/offer to the IMS-client.  When a IMS-Client checks connectivities, it will start with normal UDP or TCP candidates.  If the normal UDP or TCP candidates fail, the IME client will try the candidate defined on IMS-AGW TCP port 80.  The connection to TCP port 80 makes it look like HTTP for a firewall, and typically will pass through.  
For RTP/RTCP streams, both RTP and RTCP streams will terminate on the same port on IMS-AGW (TCP 80).  To send both RTP and RTCP on the same port, the RTP/RTCP multiplexing solution defined RFC 5761 should be used.
Editor`s note: IMS client and P-CSCF may send a mix of both UDP and TCP candidates for RTP/RTCP streams. 
This solution does not use a relay server and supports shorter media path than the ICE/TURN based solution for certain IMS network deployments (e.g, when IMS-AGW must be used).   therefore this solution can be used to extend and optimize the ICE and TURN based solution.  
Editor`s note: This solution has some limitations. Since RTP over TLS is not defined by existing standards , this solution will not work if TLS is needed to traverse firewalls that also perform DPI .  For this reason, this solution should be used with the ICE and TURN based solution together to provide optimization while also support the traversal of all types of firewalls/proxies.   Support of this solution is also optional since the ICE/TURN or other firewall traversal can be used.

W3.2	Reference model
The reference model for this solution is identical to the reference model for ICE/TURN/STUN solution.  The only difference is that media traversal can be accomplished by ICE and media and STUN over TCP on port 80.


                                            Figure W.1:  Reference model for IMS access when firewall traversal is performed using SIP over TCP/TLS and ICE

W.3.3  Requirements for UE
The procedure for IMS client to use ICE defined in TS 24.229 Annex K 5.2 applies.  In addition, UE should implement the following functions 
-  UE should support RTP over TCP as defined in RFC 4571
-  UE should include at least one TCP host candidate for each media stream in the offer to P-CSCF.  
-  UE should include at least one TCP host candidate for each media stream in the answer to P-CSCF if the offer received by UE contains TCP host candidate(s) for the media stream.  
-  TCP candidates should has lower priority than all UDP candidates if both UDP and TCP candidates are used for a stream . 
- UE should include “tcptyp” attribute for TCP candidates and the value should be either “tcp-active” or “tcp-so”
- UE should include the attribute “a=rtcp-mux” in the answer/offer to indicate to P-CSCF that RTP/RTCP multiplexing is supported  as defined in RFC 5761.  
Editor note: It is ffs how this solution solves the HTTP proxy traversal.

W.3.4  Requirements for P-CSCF and IMS-ALG
The ICE procedure for P-CSCF and IMS-ALG defined in TS 24.229 applies.   P-CSCF should support ICE full or ICE lite functions for TCP based streams.   In addition, the P-CSCF should supporting following functions:
- for each RTP and RTCP stream P-CSCF should  include a TCP host candidate defined on IMS-AGW public address and TCP port 80 in its answer/offer to UE.  
- for each MSRP stream, P-CSCF should include a TCP host candidate defined on IMS-AGW public address and TCP port 80.  .
-  include “tcptyp” attribute for each TCP  candidate and the value should be “tcp-passive”. 
 - the candidates on TCP port 80  should have the lowerest priority among the candidates for each stream
- include attribute “a=rtcp-mux’” to indicate to UE that RTP/RTCP multiplexing can be used as defined in RFC 5761.

W.3.5  Requirements for IMS-AGW
The IMS-AGW should support the following functions
· support media on TCP port 80
· support limited ICE functions to response to connectivity checks on TCP port 80 .   
-       support RTP/RTCP multiplexing as defined in RFC 5761.
**	*END OF CHANGES	***
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