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Abstract of the contribution: This contribution proposes the Conclusion on Solution choice for USIM restriction to specific MTC Devices
1. Proposal
This contribution provides Alcatel-Lucent comments on S3-130695 showing that conclusions reached in the Morpho-Gemalto contribution are wrong and lead to selection of a wrong solution. Following the decision of SA3#71, this contribution aims to conclude the selection of a solution for UICC pairing with specific MTC Devices. 

2. Pseudo-CR

START of CHANGE #1
7
Conclusions

Editor's Note:
This section is intended to list conclusions that have been agreed during the course of the work item activities.
7.x
Conclusion on Solution 5 - Restricting the USIM to specific MEs/MTC Devices 

The current TR includes several UE-based and network-based mechanisms to restrict the use of USIM to certain MEs /MTC devices. 
Analysis commenced in this TR has demonstrated that the proposed solutions do not offer same security level and some mechanisms require more normative work than another. The potential result of the required normative work has also different level of impact on the existing network infrastructure and/or the MTC devices. 
Evalation of the proposed solution in Chapter 5.4.5 has identified the following common characteristics of each considered solution: 
· Compliancy with SA1 requirement 
· Capacity to limit the use of mechanism to the selected devices only
· Generation of network traffic
· Reuse of exisiting 3GPP and ETSI standards
· Level of security 
· Level of implemtation complexity
The following table provides comparison of the studied solutions based on the identified common characteristics: 
	Solution / Criteria
	Secure Channel
	USAT application
	PIN verification
	IMEI binding in HSS
	Enhanced AKA
	Symmetric shared secret

	Compliancy with SA1 requirement
	yes
	yes
	yes
	yes
	yes
	yes

	Option to select the devices
	yes
	yes
	yes
	no
	no
	Yes1

	Generation of network traffic
	no
	no
	no
	yes
	yes
	No2

	Reuse of standards
	high
	high
	medium
	high
	low
	High3

	Level of security
	High
	Low5 
	low
	medium
	high
	high

	Complexity 
	high
	low
	low
	low
	high
	Low4


Figure X
ALU Note 1: The Table entry is wrong. Solution surely provides the way to select a specific device. The HSS always assumes that the UICC is working with the lastly reported device (IMEI) and pre-processes the AV accordingly with the correct KME. If the device has been switched, the IMEI of a new device will be reported to the HSS during authentication, and an appropriate KME will be selected for pre-processing the AV. If the IMEI is unknown to the HSS because the binding is not yet established, the regular unprocessed AV is sent to the MME/UE, and KME establishment needs to be executed. The Table entry needs to be changed to “Yes”.
ALU Note 2: The Table entry is wrong. The solution does not introduce any additional network traffic. It is utilizing an already existing AKA authentication, in which one element has a substituted value of the same length. There is no additional network signaling. The Table entry needs to be changed to “No”.
ALU Note 3: The Table entry is wrong. The solution reuses the current standard to the great extend. Only HSS and the ME realize that an authentication vector needs to be crypto-processed during conventional authentication. No other 3GPP entity, transaction, or process is affected. The Table entry needs to be changed to “High”.
ALU Note 4: The Table entry is wrong. Additional complexity of the solution is limited to the HSS and the ME, and cryptographically is very minimal. It is limited to a simple encryption/decryption of the 128-bit value once per authentication session.  This is a very low incremental complexity comparing to other proposals. The Table entry needs to be changed to “Low”.
ALU Note 5: The Table entry is wrong. USAT Application Paring relies on the IMEI/SV reported to the UICC by the ME, without any ability to validate the presented value of the IMEI/SV. Even if the IMEI/SV is contained in the secure memory of the ME, while it traverses the unsecure UICC interface it can be manipulated by the attacker, and changed for the value expected by the UICC. The table entry needs to be changed to “Low”.
 Considering the summary provided in the Figure X, the optional use of the following solution shall be standardized: 
· 
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START of CHANGE #2
8
Impacts to normative specifications

Editor's Note:
This section is intended to capture the impacts to normative specifications within the responsibility of SA3. It can be used as a placeholder to document agreements until a set of normative CRs can be generated for the selected solutions(s).

8.1
General 
8.x 
Solution 5 – Restricting the USIM to specific MEs/MTC Devices
The following normative work is impacted by the solution choice: 
· Stage 3 work of CT1 and CT6 to specify UE based pairing mechanisms
END of CHANGE #2
