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1.
Discussion and proposal
The SECAM study initial WID was approved in September 2012 with the objective of studying “methodologies for specifying network element security assurance and hardening requirements, with associated test cases when feasible, on 3GPP network elements”. Security assurance was a new area to SA3 and many concepts had to be clarified and researched during the study. 
Initially, two candidate methodologies were proposed. During SA3#71, it was decided to try to work on a single methodology with Methodology 2 as a baseline. Actionable parts from Methodology 1 and CC were expected to be included into Methodology 2. Thanks to very active inter-meeting and meeting work as well as good collaboration, this objective was achieved and most of the open points are resolved by contributions to SA3#72.
Working on a methodology study first before writing concrete requirements was an important preliminary step to ease the future normative requirement writing and to ensure that everyone had the same understanding and goals for 3GPP security assurance specifications and evaluation process. Nevertheless, not all concepts can be fully clarified in a theoretical methodology study and some questions will only be resolved when moving on the writing of real requirements for concrete network product classes.
<NSN: we believe this is a dangerous approach that may leave the methodology with lack of conceptual clarity. The risk is that, when conceptual clarification is attempted only when working on concrete examples, then these clarifications may be specific to that network product classes and not be suitable for the next NPC. While we acknowledge that feedback loops between work on examples and general methodology may be unavoidable we would like to call for clarity of concepts before we start writing SASs and engage with GSMA. One term that seems to require further clarification is ‘vulnerability testing’ and‘vulnerability analysis’ respectively, as used in the contributions 624, 632, 633, 647, 692. Contribution 814 commenting on 647 and 692 proposes terminological clarification, and the contributions 811 and 812 apply the new definitions to 632 and 633. The terms "General Security Testing" and "Comprehensive Security Analysis" used in the present contribution are to be understood as defined in 814.

Having said this, we also want to clarify that our statements above do not mean that we are against dealing with only Security Compliance Testing in a first phase, including hardening and General Security Testing using Free and Open Source Software (FOSS) and Commercial off-the-shelf (COTS) tools, while tackling Comprehensive Vulnerability Analysis in a second phase, but we want to stress that such a split can be done only after a clear understanding of what belongs in the realm of Security Compliance Testing. If this is clear it will suffice that the concepts used for Comprehensive Vulnerability Analysis, as understood by Orange in 624 and 692, and clarified in our commenting contribution 812, are developed in a later phase. >

Methodology 2 provides three activities (Vendor Development and lifecycle management process evaluation, compliance testing and vulnerability testing). These three activities rely on accredited actors which accreditation will be managed by the SECAM Accreditation Body. This Body will also be responsible for potential conflict resolution between the different actors. Methodology 2 assurance scheme reuses some parts and concepts of the Common Criteria framework where efficient (description of security problem, instantiation of SAS which is similar to the Security Target concept, catalogue of requirements where possible) but also has a few key differences to adapt to the 3GPP context:

-
For a given network product class, there will be a single assurance level and a single security baseline defined by SA3.

-
Compliance testing is based on concrete test cases associated with each security requirement. Thus contrary to CC, the assurance activity is embedded in the security requirement. This description of the test case in the security requirement also implicitly defines the scope and granularity of what has to be evaluated.

-
Explicit reference, in compliance testing, to robustness testing, negative testing and security of implementation testing for a given security requirement where clear test case will be possible to define

Methodology 2 being the merge of the two candidate methodologies, the section on methodology comparison can be left empty or voided. We believe that SA3 now has a clear understanding of the main properties and goals for the security assurance scheme based on methodology 2 for the two first activities (Development and lifecycle management process and compliance testing). The boundaries of the vulnerability testing activity (attack potential, scope considering the entire network product or part of it) are not yet as well defined as the rest of the activities. We propose to move on to the normative phase based on methodology 2 without vulnerability testing first. Vulnerability testing could be added later when the normative SECAM scheme already works and when its real limits are better understood. We also propose that SA3 starts only with one or two network product classes (for example eNodeB and MME or HSS) in the normative phase to be able to complete the first normative SAS in due time.
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8
Conclusions


8.1
Chosen methodology description

The present study defines the scope and threat model related to security certification of 3GPP network products (the terminology “network product” is clarified in chapter 4.1).

The study introduced two methods (more details can be found in chapter 5): 

-
The first one consists in applying Common Criteria methodology, but not necessarily within the Common Criteria scheme which would require a certification by national Certification Bodies;

-
The second one consists in defining a tailored method, but does not prevent the re-use of some Common Criteria notions during the building process.

Methodology 2 is chosen for SECAM. It integrates Common Criteria concepts where efficient and provides the necessary adaptation to 3GPP context where necessary (need to allow accredited self-evaluation, single assurance level and security baseline…)
Editor’s Note: the list of differences between methodology 2 and Common Criteria should be expanded to give a full overview of the main differences. Such an overview will prove valuable in 3GPP-internal discussions, when discussing which elements of CC to include in SECAM, and even much more valuable when promoting SECAM to the world outside 3GPP.   
-
SECAM is built
 upon an analysis of threats on the considered network products;

-
SECAM shall follow a Security Assurance process to demonstrate how these threats are covered by tests;

-
SECAM shall be mainly based on different Security Assurance Specifications, related to a given (set of) network product(s) classe(s), which include security requirements with associated test cases

-
SECAM will consider a single security baseline and a single assurance level per network product class for evaluation (see 4.5.2).

-
The security baseline is defined as a set of security requirements and environmental assumptions defining the capacity of the network product(s) to resist a given attack potential. Consequently:

-
each network product can be evaluated only against a single security baseline

-
the security baseline of a network product class cannot be compared to the security baseline of another network product class;

-
SECAM considers a single assurance level per network product class for the evaluation of the security requirements as well as for the vendors’ development and lifecycle management process. This means evaluating network products:

-
At constant scope (i.e. a single process shall be followed for a given network product class, which will be relevant to this class),

-
At constant depth (which is mainly a black-box approach with occasional and justified usage of gray- or white-box testing),

-
At constant evaluation rigour;

-
SECAM assessment shall distinguish between 

-
Compliance testing (see X.X.X.X),

-
Vulnerability testing  (see X.X.X.X)

-
SECAM will rely on a SECAM Accreditation Body to build trust in the actors of the scheme:

-
The vendor, developing the network product,

-
The compliance tester, assessing the network product compliance with its SAS,

-
The vulnerability tester, assessing whether the network product resists the attacker model defined in the SAS;
-
The tools, settings and procedures used for General Security Testing
.

-
The accredited actors are trusted to undertake the different type of evaluation and SECAM, by the mean of the SECAM Accreditation Body will define a dispute process and revocation process.

8.2
Next steps for the normative phase

<General comments by NSN: 

1) In the steps proposed by Orange, step 1 (organisational setup) is not needed as a pre-requisite for step 2 (building the pilot SAS… ), with the obvious exception that a decision is needed whether to progress the work in the SA3 plenary or in some other form within 3GPP. 

2) The steps proposed by Orange contain a mix of what is to be done by 3GPP and what elsewhere, namely by the accreditation body, which is envisaged to be GSMA. We prefer to make it clear that 3GPP can take decisions on its own affairs, but can at best make suggestions to other bodies. >
Chapter 5.2.2 describes the expected content of the methodology building process. We suggest to focus on security compliance first, in order to improve maturity progressively amongst all partners, before beginning to define Comprehensive Vulnerability Analysis  An SAS for security compliance requirements can include requirements on hardening and General Security Testing.
Step 1 (organisational setup)

The methodology building shall start with an organizational setup:

-
Definition of working
 way within 3GPP (within SA3, subgroup…)
-
Establish way of communication with external group working to prepare accreditation body, e.g. GSMA subgroup

-





Step 2 (building the pilot SAS, the development and lifecycle requirements and the accreditation requirements)

3GPP shall define a first set of SAS for one “pilot” network product class through:

-
A consensus on the threats related to the network product

-
A consensus on requirements needed to cover these threats, 

-
Formalization into 

-
an SAS including 
-
Security Functional Requirements and the associated test cases
-
requirements on hardening and General Security Testing

-
development and lifecycle requirements 

3GPP may also enter a dialogue with the Accreditation and Conflict Resolution Body on 
-
accreditation and monitoring rules

-
test methodology and skill requirements for actors to be accredited (for compliance only)

Step3 organisational setup of dry-run

· Agreements with industry partners for a dry-run of “pilot” SAS for one or several network product class(es) (compliance only)

· Definition of confidentiality rules for sensitive information handling
· The accreditation body is invited to join this agreement for the purpose of organising a dry-run for accreditation. Such a joint agreement would usefully contain provisions on sharing knowledge of the dry-run results. 
Step 4 (dry run of SAS evaluation and vendor/tester accreditation)

Industry partners shall perform a dry-run of the SAS evaluation 
scheme on the basis of the “pilot” SAS from step 2 and the agreement in step 3.
-
Evaluate example network products from the the selected network product class against the pilot SAS
-
3GPP invites the accreditation body to perform a dry-run for accreditation with the actors such as compliance testers that have volunteered in step 3
-


Step 5 (SAS finalisation)

Normative workgroup shall complete the pilot SASs, using the insight from the dry-run, and turn it into a 3GPP spec
-
Correction of assurance, and
 compliance testing requirements, including hardening and General Security Testing requirements
The normative workgroup and Accreditation and Conflict Resolution Body is invited to also 

-
refine accreditation and monitoring rules, as well as test methodology and skill requirements for compliance testers, and make the binding rules available to SECAM stakeholders / the public at large  

Step 6(Start of official evaluations)

3GPP will declare the SAS(s) for the selected network product class ready for use in SECAM-compliant evaluations by approving the corresponding specs in SA plenary.

NOTE: SECAM allows that vendor, 3rd party test labs if applicable, and operators use evaluations based on approved SASs according to mutual agreements, independent of the accreditation body. 

The Accreditation and Conflict Resolution Body may launch officially 
 accreditations. Actors having performed pilot evaluations, as vendors or compliance testers, may benefit from the fact that some of the dry-run accreditation may be re-used if no change occurred wrt to the final accreditation rules in the relevant part. 
NOTE: In parallel to step 6, 3GPP may launch the editing of other SASs 

Step 7(addition of Comprehensive Vulnerability Analysis)

Building on experience from the security improvement of the previous evaluations and of their limits, SA3 will launch a new study on addition of Comprehensive Vulnerability Analysis into the running evaluation scope to further improve security.

********************** END OF CHANGE***************************
�Normative words like 'shall' are to be avoided in TRs. Please use ' is built' or similar and adapt throughout the document. 


�still to be discussed who defines this.


�unclear what 'status' means here. 'working way' covers everything anyhow.


�why does this have to happen before a pilot SAS has been defined? should happen after step 2


�as part of the agreement for the dry-run, or quite generally? when does this have to happen?


�this is the job of the accreditation body, not a normative workgroup in 3GPP


�certification is not related to SASs nor evaluation.


�moved up in modified form


�isn't that included in compliance testing requirements?


�tbd by the accreditation body


�there are no evaluations external to 3GPP foreseen for SASs


�new step unrelated to official evaluation 
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