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Abstract of the contribution: Evaluates the ProSe accounting model of self-reports
1. Introduction
It is apparent that Proximity Services (ProSe) offer new use cases  that sometimes require signalling to be exchanged directly between UEs.  The UE is expected to log a set of parameters (to be defined) related to its use of such signalling, along with other parameters for events occurring at the UE (e.g. a discovery event). Therefore, it is apparent that the UE will be required to self-report this type of information to the network upon request, periodically, or whenever back into network coverage (for public safety UEs operating out of network coverage). This paper addresses the Editor’s Note in clause 6.1.1.4.2.1 of the ProSe SA2 TR [1] that regards UE-provided accounting information : 

Editor’s note: Whether such UE-provided info can be considered a trusted source of information to base accounting procedures on or whether other solutions need to be developed is subject to SA3 evaluation.

2. ProSe UE-based accounting assessment
By current definition, an LTE UE is composed of a ME and a UICC. While the UICC is fully standardized and considered “trusted”, the ME is not standardized (apart from interfaces to the UICC) and even though is not viewed with the same trust as the UICC, it is expected to behave in a certain prescribed fashion (i.e. abiding by the LTE standards).

When assessing the extent of  trustworthiness of the ME component in order to support a certain feature, one has to take into account the assets that need protection and also the risk associated with any foreseen attacks on those assets.
Several solutions for ProSe discovery and communication proposed in SA2 are naturally amenable to an accounting model whereby the UE sends accounting records to the network according to the policy configured by the operator., using existing configuration/management methods of transport. Therefore, in this case, we have
Assets to be protected: Operator air interface resources allocated for direct discovery,  or network resources (for EPC-level discovery).  
Risk: A UE uploads erroneous accounting records to the network, for example stating less usage of the discovery resources than was actually incurred.

Likelihood: Possible. Here it is apparent a case is hard to make for the “psychology of cheating”: if use of ProSe per subscriber constitutes a sizeable portion of a subscriber’s monthly bill, then indeed there might be some incentive to modify the ME (e.g. baseband) to either ignore authorization  or, if a tiered billing is in place, under-report usage. 

We note that UEs, , are allowed to function in the operator’s network, and can already enact many an attack of much graver consequences: DoS – e.g. overwhelm the network, employ other protocols and have them operate in the operator’s spectrum, engage in SMS fraud, etc. With all these possible and some occurring in real life, new LTE features have to compare any new risks against the array of existing risks, not forgetting to take into account the business opportunity that ensues with the new feature. Indeed it is not even necessary to have such accounting records to generate revenue from ProSe. 
In addition, the level of trust in MEs has increased. Mobile device platform security measures are already embraced by many OEMs, due to other business pressures such as enterprise support,  DRM, and mobile banking. Therefore, it can be easily envisioned that ProSe will also benefit from such measure that aim to make the ME more trustworthy.  

We conclude with the following: 

Observation: It is reasonable to assume that a sufficient level of trust can be placed in the UE to abide by the accounting policy configured by the operator for use of ProSe, and provide the network with prescribed accounting parameters whenever required.
3. Proposal

It is proposed that SA3 agree with the above observation and note in the minutes that they have studied the above editor’s note as requested by SA2 and believe that it can be removed from the SA2 TR. 
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