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Abstract of the contribution: This contribution proposes EAP/PANA-based solution for Secure Connection.
1. Introduction
To harmonise with other SDOs for secure connection feature, mechanism using EAP/PANA using SIM/AKA-based credentials are to be considered as potential solution. EAP-SIM/EAP-AKA over PANA are considered as one of the bootstrapping procedures in ETSI M2M TS 102.690, this contribution proposes the same as one of the alternatives to be considered for study.  

2. Proposal

It is proposed to include the following pCR for TR 33.868 as one of the alternatives for secure connection.
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5.2.4.2
IKEv2 based solution

When UE connects to the network, it will get an IP address for PS communication. Under this scenario, so IKEv2, which with IPsec or without IPsec, can be used for establish the communication keys between UE and MTC service capability server. In order to use the security features of the UICC to enable an exchange of security keys, an EAP-SIM/EAP-AKA method can be embedded into IKEv2 procedure. The whole procedure can be as following:
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Editor’s Note: It needs check with SA2 whether there is an interface between the MTC server and the 3GPP AAA server.


Editor’s Note: Which keys are delivered to application layer in the UE and how to deliver to application is FFS.
5.2.4.x
EAP/PANA based Solution:

ETSI M2M specification [xx] specifies EAP-based M2M Service Bootstrap procedure using EAP-SIM [yy] with EAP/PANA or using EAP-AKA [zz], [aa] with EAP/PANA [bb]. In order to harmonise with other SDOs for secure connection, mechanism using EAP/PANA using SIM or AKA-based credentials to be considered as potential solution for secure connection. When EAP/PANA based approached is used, the UE will support PANA Client (PaC) functionality and the SCS will support the PANA Authentication Agent (PAA) functionality.     
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