3GPP TSG SA WG3 (Security) Meeting #72
S3-130783
8-12 July 2013; Qingdao (China)

revision of S3-13abcd
Source:
Qualcomm Incorporated
Title:
Proposed configuration data key issue for Prose
Document for:
Approval
Agenda Item:
7.13
Work Item / Release:


Abstract of the contribution: This contribution proposes a key issue to cover the download of configuration and authorisation data to ProSe-enabled UEs.
Discussion
This contribution proposes a key issue to cover the download of configuration and authorisation data to ProSe-enabled UEs.
It is proposed that SA3 accept the pCR for inclusion in the TR.
Proposed pCR

5.X
Key Issue #X: Configuration and authorisation of ProSe-enabled UEs
5.X.1
Key issue details

In order to utilise ProSe features, e.g. ProSe discovery and/or ProSe communication, the operator needs to be able to authorise and also configure the ProSe enabled UEs. 

Note: This key issue makes no assumption about whether the configuration and authorisation data all come from the same entity or not, as the security threats and requirements are independent of the entity downloading the data to the UE
5.X.2
Security threats 

There are several threats to the downloading of configuration and authorisation data to the UE. 

· Firstly the UE needs to be sure that it is getting its configuration and authorisation data from an allowed server as otherwise an attacker could provide incorrect information. 

· Similarly the server will want to know the identity of the ProSe-enabled UE that is requesting configuration/authorisation information, as otherwise it is not possible to download correct information to the UE. 
· The subscription and authorisation data needs to be protected against modification during transmission. 

· The datashould be protected from eaves-dropping to protect any privacy related information from being read by unauthorised parties. 

5.X.3
Security requirements
The ProSe-enabled UE and the entity providing the configuration and authorisation data shall mutually authenticate each other.

The transmission of configuration and authorisation data from the network to the ProSe-enabled UE shall be integrity protected. 

It shall be possible to confidentiality protect the configuration and authorisation data that is transferred to the UE

