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1
Introduction
At SA3#69, an LS (S3-130225) was agreed and sent to SA1 questioning the feasibility of PWS Security as a whole. Unfortunately, SA1 noted the LS and it seems unlikely that SA1 will provide any guidance. Without guidance from SA1, it is fully up to SA3 to make a conclusion on the issue.
The main objective for PWS Security is to protect against false warning notifications. In fact, the name of the SA1 WID is “Stage 1 for Protection against false PWS Warning Notifications”. The “easy” part of the work is to verify warning notifications with signature; the hard part is to know when to discard warning notifications without signature. Without a secure and robust solution for this, PWS Security has little to none value. Discarding all warning notifications without signature (irrespective whether they are genuine or false) is one secure and robust option, but it is questionable if this would be acceptable from a safety perspective.
The problem is described and analysed in the LS S3-130225 sent to SA1. Clause 6.2.5.2 gives a high level description of the problem but it is missing a description of the attacks “to avoid the above mentioned attacks”. The section is also lacking a high level discussion on the feasibility of deploying a mechanism discarding genuine warning messages. Such a mechanism value the integrity-need stronger that the availability-need.

2
Analysis

As integrity-protected signalling is only one of the solutions to the problem, the title of clause 6.2.5.2 should be changed to the more general “Handling of warning notifications without signature”. High level descriptions such as the missing attack description should be added and details of the mechanisms should be described in clause 7. The mentioned solution to rely on Integrity-protected NAS signalling is totally unspecified.

3
Conclusion

Without a flexible mechanism for securely distinguish between genuine and false warning notifications without signature, the only alternative is to discard all warning notifications without signature (irrespective whether they are genuine or false). It is questionable if this would be acceptable from a safety perspective.
Some proposals to more flexible solutions have been discussed but they would need to be more detailed before determining if they are feasible and worth deploying.
4
PCR

***
BEGIN CHANGES
***
6.2.5
Verification of PWS warning notification message

6.2.5.1
General
The UE shall support the verification of the signature and a USIM data file with two settings needs to be added to disable the PWS functionality (this only applies from Rel-11 and onwards as required by TS 22.268 [2]).

-
HPLMN PWS disable field disables PWS support in HPLMN and PLMNs equivalent to it.

-
Unsecured PWS disable field mandates the UE to ignore all PWS warning messages that are received without security protection.

And how to verify PWS Warning Notifications when integrity protected shall be solved. By this way, UE can verify whether the message comes from an authenticated authorized source and whether the messages have been modified maliciously.

If the "unsecured PWS disable" field in the USIM for PWS is set, the UE shall ignore all PWS warning messages that are received without security protection.

If the "unsecured PWS disable" field in the USIM is set, the UE shall verify the "digital signature" and "timestamp" when it receives a warning message with security protection. UE shall silently discard the warning message if the verification of "digital signature" and "timestamp" fails.

Editor’s Note: The impacts of sending more than one signature to the UE and if this solves the overload problem is FFS.
If UEs cannot receive public keys from the network through any form of signalling or user plane interaction, e.g. when the UE is in limited service state, the required information for verifying signed warning messages has to be provided by other means, e.g. through various forms of previous interactions between UE and network. The required information would be available at least for the implicit-certificate-based approach (solution 6 in the present TR) where root CA public keys are installed in the UE at manufacturing time or when the UE is switched on for the first time, and the CBE public keys are implicitly distributed by broadcast as part of the warning message. 

Editor’s Note: For other solutions in clause 7 of the present TR, public key distribution in a situation where the UEs cannot receive public keys from the network through any form of signalling or user plane interaction is ffs.  
The paragraph above is not new; it is just move from the end of clause 6.2.5.2
6.2.5.2 Handling of warning notifications without signature
As PWS Security is an optional feature and several regions (US, Japan) have made clear that they will not introduce any signatures, PWS Security may be deployed locally but not globally. A UE supporting PWS Security will likely encounter genuine warning notifications without signature from PWS (without PWS Security) and legacy warning systems (e.g. ETWS).

As PWS (without PWS Security) and legacy warning systems (e.g. ETWS) do not have any integrity protection on the broadcasted warning notifications, a UE cannot determine whether a warning notification without signature is genuine or false. As the warning notifications are broadcasted without integrity protection, a false base station could be setup for all RATs (GERAN, UTRAN, EUTRAN).
The trivial solution to discard all warning notifications without signature (irrespective whether they are genuine or false) is secure and robust, but it is questionable if this would be acceptable from a safety perspective. As the objective of PWS Security is to protect against false base stations, displaying warning notifications without signature irrespective whether they are genuine or false would make PWS Security worthless.

A robust mechanism to securely distinguish between genuine and false warning notifications without signature could make PWS Security more acceptable from an availability and safety perspective. Proposed mechanisms are discussed and described in clause 7.X.
To Rapporteur: Rest of clause 6.2.5.2 moved to clause 7.X
7.X
Solution to securely distinguish between genuine and false warning notifications without signature

7.X.1
General

This section aims to describe mechanisms to securely distinguish between genuine and false warning notifications without signature. Without such a mechanism, a UE would need to either display all warning notifications (the way PWS works without PWS Security) or discard all warning notifications without signature (irrespective whether they are genuine or false).

Editor’s note: It is ffs weather discarding all warning notifications without signature (irrespective whether they are genuine or false) would be acceptable from a safety perspective.

The mechanisms described in this clause are orthogonal and works with all the solution proposals in clause 7.3 to 7.8. 

7.X.2
Integrity-protected NAS signalling
7.X.3
Out-of-band signalling
There are at least two cases where no integrity-protected NAS signalling from the network is available: 

· The UE cannot establish any signalling connection with the network as the UE is in limited service state.

· The UE is connected to a GSM network.

NOTE: Solution 5 proposes enhancing GSM networks with integrity-protected signalling at the NAS layer. It should be noted, though, that solution 5 would provide only partial protection to users with a SIM, and would, even if agreed, apply to GSM networks from Rel-12 onwards only. 

When integrity-protected NAS signalling is lacking then only the following three options are possible to avoid the attacks described in clause 6.2.5.2: 

· Option A): All countries introduce PWS security at the same time.

· Option B): A UE with PWS security enabled is required to discard all unprotected warning messages when it cannot authenticate the network.

· Option C): A UE with PWS security enabled is required to discard all unprotected warning messages when it determined through a verification process other than through 3GPP-defined signalling that the network should support PWS security. 

Hereby, the local verification process for option C) rests on the following three assumptions: 

· Ci): Whether PWS security is supported or not is not a property of an individual network, but of a regulatory domain, e.g. a country, and would then apply to all networks in that regulatory domain.

Editor’s Note: this assumption needs to be checked with SA1. 

· Cii): Information about the regulatory domains that support PWS security has been securely provided to the UE. 

Editor’s Note: Possible means for this secure provision include lists managed by the home operator in the USIM or the non-volatile part of the ME memory. Other means are ffs. 

· Ciii): A UE, possibly with the support of the human user, is able to tell, in which regulatory domain it currently is, independent of any messages from the network.

Editor’s Note: A possible means to realise Ciii) is GPS support in the UE, which, however, may not be assumed for all terminals. Another means is that human users are aware of the regulatory domain, e.g. the country they are currently in, and give corresponding feedback to the terminal. The precise nature of this feedback is ffs.  

The local verification process for option C) then proceeds as follows: A UE determines by means of Ciii), in which regulatory domain it currently is, then checks whether PWS security should be supported by means of Cii). 

NOTE: Ciii) may be needed even if an integrity-protected message from the visited network is available as this message could have been relayed from a network in a different country. This would be possible even for UMTS. 

NOTE: Option A) may be difficult to achieve. Option B) would lead to a secure PWS security solution, but it would seriously restrict the usefulness of PWS as it may prevent the reception of life-saving warning messages.




***
END OF CHANGES
***

