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This contribution is a discussion paper supporting the CR in S3-130771. This CR builds on two CRs (S3-130145, 146) on KeNB re-keying that were postponed at SA3#70 and not re-submitted to SA3#71 due to the lack of a reply from RAN2. This reply is now available to SA3#72.

 The CR in S3-130771 clarifies and restructures existing text. It also states that KeNB re-keying from the current KASME is an allowed option. Potential UE impact was a concern expressed by several companies at SA3#70 relating to this option. The reply LSs from RAN2 in S3-130611 and from CT1in S3-130055(received at SA3#70) confirm that this option would have no impact on the UE. 
1. Introduction
The current version of TS 33.401 could be interpreted in such a way that KeNB re-keying was allowed only in two situations: 
· after a successful AKA run with the UE to activate a partial native EPS security context or  

· after handover from GERAN or UTRAN to re-activate a non-current full native EPS security context. 

(Note that, of course, a KeNB is also changed when the UE moves to a different eNB while in E-UTRAN, but this is not termed ‘re-keying’.) 

The CR in S3-130771 states that KeNB re-keying from the current KASME is also an allowed option. This option does not require an extra AKA run nor a preceding inter-RAT handover. But, in order to achieve the required freshness of KeNB, it would require running a NAS Security Mode Command procedure (SMC) prior to the derivation of the new KeNB. This is now explicitly stated in the text. Note that a NAS SMC run would also be required for taking a new KASME into use after an AKA run.

It was not questioned at previous SA3 meetings that this option was technically sound, apart from the concerns about a potential UE impact that have now been resolved by the reply LSs from RAN2 and CT1. 

Not requiring the extra AKA before KeNB re-keying run would take load off the HSS and off the air interface and save one roundtrip each on the corresponding interfaces. 
The option of KeNB re-keying from the current KASME may be useful for two purposes: 

· to re-key the keys below KASME without an AKA run when a UE had been attached to the same eNB for a long period;

· to recover from certain S1-Handover failures.

It is completely up to the operator’s re-keying policy which option for KeNB re-keying to apply.

It may be asked why additional text in the standard is needed when only one node, the MME, is impacted. The reason is that the details of re-keying procedures should be submitted to the scrutiny of a standardisation group and laid down in the standard because it is too easy to get things wrong, e.g. by forgetting that the MME requires a fresh uplink NAS COUNT from a successful NAS SMC procedure with the UE even when a KeNB is derived from the current KASME. If that was forgotten, a security gap through key repetition would be the consequence. 

2. Proposal
It is proposed to agree the companion CR in S3-130771.
















































