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1.

Introduction

The current PWS study provides initial details on using a PWS message for updating CA in the implicit certificate approach. Additional details related to this are proposed for inclusion in TR33.869.
2.
Proposal
We propose the following changes to TR33.869.

%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%

### Start of first change ###
7.6.1

General

This solution is access independent.

An overview of the implicit certificate based approach is shown in figure 7.6.1.1. UE firmware is provisioned with public keys of several CAs. The message signer periodically obtains an implicit certificate from a CA which can be included as part of the security portion of a PWS transmission. The implicit certificate combined with the CA’s public key results in the message signer’s public key allowing the UE to verify the signature.

[image: image46.emf]
Figure 7.6.1.1: Overview of Implicit Certificate approach

An advantage of this system is its scalability. That is, multiple CBEs can share the same set of CAs. Simply put, if a national authority requires the addition of a new CBE, the CBE need only obtain an implicit certificatefrom one of the available CAs without the need of signalling new keying material to UEs or an operator’s network except for testing purposes.
Although CAs are assumed to be long lived entities (~20 years), allowance must be made for changing the set of CAs and their public keys. While this would most likely be a planned event, in the rare occurrence a CA or CBE is compromised or potentially a UE is reset, such an update might be necessary.

Two potential approaches to updating the list of CA public keys can be considered, 1) Using periodic test messages to carry update information and 2) a push mechanism such as (U)SIM Application Toolkit.

7.6.1.1
CA updating via PWS test messaging:
Updates to the list of CAs and associated public keys stored by a UE could be achieved through a new PWS message type. This message can be signalled as a PWS CA update message by using the existing Message Identifier parameter [1] but could otherwise be transmitted to UEs in the same manner as warning related PWS messages. 

Shown in Figure 7.6.1.2 the contents of the PWS CA update message message could contain the identifier of the CA (CA-ID) and its new public key.
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Figure 7.6.1.2 – PWS CA update message format

Since the contents of the PWS CA update message are critical to the functioning of the system, to ensure the UE can trust the message contents UEs should be required to receive at least two update messages containing where the implicit certificate used in each message is from a different existing CA.

In the case more than one PWS message signer is supported in a region each message should also be from a different existing PWS message signer. 

The case of only one PWS message signer could also be accomidated for example by requiring Implicit Certificates to be obtained from a CA who issues short-lived implicit certificates for the purpose of PWS CA update messages. Procedural steps following this example could be:

Step1: Receive and validate PWS CA update message

Step2: Check previously validated PWS CA update messages

Step3: If a PWS CA update message is stored in the ME and has been validated using a different existing CA and either the current or existing different CA is used for the purpose of PWS CA update messages then update the current CA list in the ME with the PWS CA update message contents

Step4: If a CA update message stored in the ME according to Step 3 is not found then stor the current CA update message in the ME with its validating CA but without updating the contents of the CA list







7.6.1.2
CA updating via (U)SIM Application Toolkit;

A UEs CA list could also be updated through a push mechanism similar to (U)SIM Application Toolkit. This would require the addition of a file in the UICC containing the list of allowed CAs, updating such a file via (U)SIM Toolkit and then reading of the update by the ME.

However, as this updating mechanism is tied to the network, operators would bear greater responsibility and cost with this approach.




### End of first change ###
### Start of second change ###
7.6.2.2
UE provisioning [public key] and [CA-ID] updating of home network

To simplify the manufacturing process it can be assumed UEs are provisioned with public keys of all CAs globally. In this way UEs will be capable of displaying secured PWS messages even when in limited service state. 

However, just as CBEs in a particular region should supported by one group of CAs similarly a UE in that region should only display warning messages verified by a public key from the same group of CAs once it enters service. 

Several approaches can be considered in identifying the relevant group of CAs.

Approach 1: User controlled CA list

An option is available for the user to select the location of his home network. This could be used to select CAs allowed by the user’s home government from the current global list of CAs. CAs outside this selection can be marked as inactive.

While the option of the user setting his home network location would always be available as an option, a user could be explicitly prompted for this information when a new UICCis used.

Approach 2: PWS test message type

As previously described a new type of PWS message can be used to modify available CA information. Shown below, this message could additionally contain a field indicating the set of CAs used in the home region of the PWS broadcast.


[image: image5]
Figure 7.6.2.2 - PWS CA key update test message
Once a UE has received such a message it can use the CA Set-ID to select CAs allowed by the user’s home government from the global list of CAs. CAs outside this selection can be marked as inactive.

To allow for a change in a UEs home location, if a UE receives a test message with PWS security but indicating an inactive CA-ID the UE could be allowed to verify the signature using the inactive CAs public key. While no-action on key updating would be taken unless verification occurs with active CAs, in the event several test messages are verified over an extended period of time using inactive CAs, the user could be prompted to confirm his home region based on the CA Set-ID via the user controlled CA list approach described in approach 1. 

Approach 3: USIM Reading
While UEs can be provisioned at manufacturing with the CAs in use globally as a step in satisfying limited service state requirements, once a USIM is inserted into the UE the ME could read the list of allowed CAs mandated by the government of its home network from the UICC. 

This can be enabled by asking CT6 to create an additional file in TS 31.102 containing the list of CAs and their public keys. Additionally, CT1 and CT6 could be requested to create an update mechanism along the lines of (U)SIM Toolkit to securely update this CA list.

While offering a clear unambiguous solution to updating the CA list in case of change in the home network, this approach does place a clear responsibility on the operator in maintaining the active list of CAs mandated by the regional government that the other two approaches do not.
Approach 4: USIM Triggering

Similar to approach 3, UEs are provisioned at manufacturing with the CAs in use globally as a step in satisfying limited service state requirements. However in this case, once a USIM is inserted, the regional CAs associated with the UEs home country are identified based on the UEs home network. 

### End of second change ###
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