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1.

Introduction

TR33.869 discusses several potential approaches for adding security to PWS including NAS-based solution, Implicit Certificate, GBA, Generalised Certificate and UICC OTA based approaches. While steady progress in this study has been made it is generally recognised time is running short for finding a solution in Rel-12 [1].
This contribution provides a brief overview of several solutions and proposes a way forward for PWS security with the goal of meeting the approaching Rel’12 deadline.
2.
Discussion
The original goal of the PWS work item was to complete the accompanying study contained in TR33.869 in a Rel’11 timeframe. In part due to issues such as those highlighted in [2], progress while methodical has been extended into Rel’12.With recent agreement in SA1 [3][4] issues previously highlighted have become less of a concern and the latitude now exists to successfully seek a way forward.
Solutions currently being considered are focused on the use of digital signature for integrity protection of PWS messages and secure delivery of associated public keys needed in the verification process. These can be grouped as follows:
· NAS based (Solutions 3& 5)

· Implicit Certificate (Solution 6)

· GBA (Solution 4)

· Generalised Certificate (Solution 7)

· UICC OTA based (Solution 8)

Interestingly though the NAS, GBA and UICC OTA approaches currently focus on public key delivery of the classical ECDSA and DSA digital signature, the Implicit Certificate PKI format could also be supported by these delivery mechanisms. That is CA public keys needed for functioning of the Implicit Certificate PKI structure could similarly be distributed to UEs using any of the NAS, GBA or UICC OTA approaches. Advantage could then be taken of the scalability afforded by the implicit certificate not currently existing in the NAS, GBA or UICC OTA proposals.
In addition to scalability, the implicit certificate proposal includes updating of the CA public key through reuse of PWS messages. That is when modifying the current list of CAs supported in a region, security information regarding the upgrade is included in a new type of PWS message and transmitted to UEs in the same manner as warning related PWS messages. A significant advantage of this approach is minimal impact to operators networks compared to non-implicit certificate approaches.

3.
Proposal
Given the advantages already highlighted in this contribution, and the limited time remaining in Rel’12, it is kindly proposed SA3 conclude to proceed with the implicit certificate approach and agree to include the associated pseudo CR in the conclusion section of  TR 33.869.
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