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Abstract of the contribution: This document resolves remaining editor’s notes for MTC-IWF based solution in section 5.7.4.4.3 of TR 33.868.
1 Introduction
In TR 33.868 section 5.7.4.4.3, there are some issues remaining that are described as Editor’s Notes. This document provides the study and discussion to the Editor’s Notes. A pCR (S3-130747) is proposed in a separate document as an input to TR 33.868. We propose SA3 to approve the pCR based on discussion in this document. 
2 Discussion
1. Editor’s Note: Benefits compared to NAS security based small data transmission needs to be studied.

  The MTC-IWF based solution has the following benefits compared to NAS security based solution.

· Prevent attacks from UE or SCS

  The MME, when it comes to NAS security based small data transmission, does not have information about SCS, such that it cannot perform authorization on SCS and the SDs sent from SCS. For the same reason, MME has no knowledge whether the UE(s) are allowed to send SD to a given SCS, and may blindly forward the SD and waste network resource.  
  MTC-IWF based solution (5.7.4.4) performs authorization on both UE and SCS for SDT that can verify: 1) whether SCS is allowed to send SDT to the given UE; 2) whether the UE is allowed to send SDT to the given SCS; 3) whether there is a large number of SDT being sent by a UE or several UEs to a given SCS, this information can be used by MTC-IWF to inform MME or eNB to block the communication.
· Security when there is no pre-established NAS security
  When there is no pre-established NAS security available, MME may discard or reject the SD or initiate establishment of NAS security. If MME discards or rejects the SD, the SD cannot be delivered to UE or SCS and affect the availability of MTC. To generate and negotiate NAS security will create more signaling and overload NAS protocol for only one SDT. 

  The MTC-IWF based solution can provide security protection for SD with the keys shared between UE and MTC-IWF, such that the SD can be transmitted securely in time, without invoke extra procedure and signalling. 
· Reduce load to MME
    MME and NAS protocol are not designed for MTC communication and service but the NAS security based solution requires MME to perform encryption, decryption, integrity protection and integrity check each time a SDT happens. Considering high traffic needs from SDT sending to and from MTC UEs, the load to MME and NAS protocol is heavy. 

  MTC-based solution is independent from NAS security protection thus it can reduce the load on MME. The MME should only forward the SDT to and from MTC-IWF. 
2. Editor’s Note: Security analysis is FFS when terminating the security in the IWF without protecting and verification by the MME.
   The security association established between UE and MTC-IWF is sufficient to protect the SDT, if UE can verify whether the MTC-IWF is a network trusted entity.  Only the network authorized MTC-IWF can have the same Kasme that UE has, and can derive the same K_iwf and subkeys. Thus UE can verify that whether MTC-IWF is an authorized network element.
  In MTC-IWF based solution, the MTC-IWF keys protected SDs are carried in NAS messages. MME has the information of whether the traffic is from/to a proper MTC-IWF: 1) MME has the mapping of UE and MTC-IWF, such that MME can ensure that the MTC communication does not go to an unexpected MTC-IWF. 2) MME carries IWF SMC in NAS SMC procedure, it can know whether IWF SMC is successful or not. This can prevent MME from forwarding SD without any protection, when NAS security is not available. When the NAS security context is activated, MME can perform protection and verification as in normal NAS security. Overload attack on MME is prevented as given in discussion of the first Editor’s Note.
3. Editor’s Note: Threats to charging in roaming case is FFS.
   According to the roaming consideration in TR 23.887 section 5.1.1.3.3.1.2, two basic cases for roaming can be considered: 1) No MTC-IWF in VPLMN: home MTC-IWF connects to a MME in VPLMN, 2) MTC-IWF exists in VPLMN: home MTC-IWF connects to a MTC-IWF in VPLMN.
Architecture of Option 1) No MTC-IWF in VPLMN
· The MME in visited network can generate CDR for charging. 

· Security over interface T5’ is FFS

· Indication of SD to MME in VPLMN for transmission and charging purpose
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Figure 1 Roaming architecture (option 1)
Architecture of Option 2) MTC-IWF exists in VPLMN.  
· MTC-IWF in VPLMN can generate CDR for charging. 

· Security over interface Tiw is FFS

· Indication of SD to MME in VPLMN for transmission and charging purpose
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Figure 2 Roaming architecture (option 2)
For roaming, the MME/SGSN or MTC-IWF in VPLMN can generate CDRs, similar as charging for trigger (TR 23.887, section 5.2.2.3.1, shown below as reference). It may need new interfaces between MME/MTC-IWF in VPLMN and OCF and CDF in HPLMN respectively. 
Charging can work as is done today which is in the realm of SA2 and SA5.

4. Editor’s Note: Security protocols between the UE and the MTC-IWF needs to be defined.
  The IWF protocol is between NAS and application layer protocol for MTC, it spans between UE and MTC-IWF and can be transparent to MME/SGSN/MSC. For the protocol between MME and MTC-IWF, the T5-AP defined in clause 5.1.1.3.3 TR 23.887 can be used. 

The figure below illustrates the protocol stack.    
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Figure 3 Protocol stack between UE and MTC-IWF

5. Editor’s Note: Description is needed regarding how MME knows that it should wait for MTC-IWF before starting NAS SMC.
   If a NAS SMC procedure is carried following a normal AKA in initial procedures, MME can know that whether UE already has Kasme, whether UE Capability allows itself to derive K_iwf (for example, if UE subscribes MTC service, if UE subscribes SDT service). A timer can be set in MME to wait for IWF SMC from MTC-IWF. 
(1) Before the timer expires, MME waits for the IWF SMC to start NAS SMC procedure.

(2) If MME does not receive IWF SMC from MTC-IWF, and the timer is expired, MME will perform a normal NAS SMC to UE. 

(3) If MME receives IWF SMC from MTC-IWF when the timer is already expired, MME can run an empty NAS SMC only for carrying the IWF SMC procedure.

(4) When MTC-IWF decides to update K_iwf and sends MME the IWF SMC, MME will perform an empty NAS SMC to carry the IWF SMC.

(5) The timer: the timer can be started when MME received Authentication Response from UE. The timer can be stopped when it is expired or when IWF SMC is received from MTC-IWF.

(6) The IWF-SMC procedure: it is independent from other NAS procedures. MTC-IWF can decide when to send it. During initial procedure, if MTC-IWF sends the IWF SMC before timer in MME expired, the IWF SMC and NAS SMC can be combined; if not, they can be separated.  
6. Editor’s Note: The interaction between SDT and normal procedures is FFS.
   We assume that:

a. Normal data can be sent through MTC-IWF or SGW 
b. Normal procedures means the data is not small data
c. Normal data can only be sent when UE is CONNECTED and the NAS and AS security are activated.
(1) In case of MTC-IWF, our solution can be used with improvement. 

For Downlink, MTC-IWF receives normal Data Submission Request from SCS, it performs data size check, authorization and protection. Normal data should not be delivered to UE in idle. NAS and AS security can be optional or mandatory depends on the agreement between UE and network.
For Uplink, when UE sends normal data, MME can perform normal/small data check. There should be requirements on when and how normal data can be sent. For example: normal data can only be sent when UE is connected. NAS and AS security can be optional or mandatory depends on the agreement between UE and network. 
(2) In case of SGW, current procedure is followed. 

3 Proposal
We propose the following

1. Approve the accompanying pCR (S3-130747) based on discussion in this document

2. Editor’s Note 1 and 3 should be added to other solutions as well

