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Abstract of the contribution: This document presents the security analysis of remaining solutions in clause 5.1.1.3 of TR 23.887 and proposes a pCR for 33.868.
1 Introduction
SA2 sent a LS (S2-132327) to SA3 that requests the following: 

SA2 would request feedback on security aspects for remaining solutions in clause 5.1.1.3 of TR 23.887 v0.10.0 to assist SA2 in making decisions.

This document presents the security analysis on the SA2 remaining solutions and proposes SA3 to approve the evaluation as feedback to SA2. A pCR to 33.868 is also proposed based on SA2 LS and discussion in this document.
2 Security Analysis of SA2 remaining solutions
This section studies whether the SA2 remaining solutions (solution 1, 2, 3, 6, 8) in clause 5.1.1.3 of TR 23.887 satisfy the security requirements in TR 33.868 clause 5.7.3 for Small Data Transmission (SDT); see Table 1.
Table 1. Security Requirements vs SA2 remaining solutions

Legend: ○ requirement is fulfilled; △ requirement is partially fulfilled; × requirement is not fulfilled
	SA3 

security requirement
	1
	2
	3
	6A
small data fast path
	6B
connectionless
	8

	1. The small data transmission  using small data encapsulation in the NAS payload  have to be protected against overloading attack on MME  for EPS. 
	×
	×
	×
	―
	―
	―

	2. The small data should be integrity protected (for 3G/LTE system). 
	○
	○
	○
	○
	○
	?

	3. The small data may be confidentiality protected. 
	○
	○
	○
	○
	○
	?

	4. The 3GPP network should be able to determine that the SCS is authorized for small data transmission over Tsp interface.
	×
	×
	△
MTC-IWF does, no description of how
	×
	×
	×

	5. The 3GPP network should be able to determine that the UE is authorized for MO uplink small data transmission.
	○
	○
	×
	×
	×
	×

	6. The network information provided to the UE for small data transmission should not expose the network topology and network sensitive information (e.g, network nodes IP addresses).
	○

	○

	△

	×
	×
	○


Analysis in Table 1 together with the evaluation study in TR 33.868 caluse 5.7.5 and 5.8.5, shows that the remaining solutions in SA2 can only partly fulfill the security requirements for SDT. From SA3 view, a complete security solution is needed. The solution should achieve all the security requirements while having minimal impact on the current system architecture. 
The MTC-IWF based solution (clause 5.7.4.4 of TR 33.868) can achieve all the security requirements as shown below:
1. Requirement: The small data transmission using small data encapsulation in the NAS payload have to be protected against overloading attack on MME for EPS 

MTC-IWF based solution: Can reduce overloading attack on MME and eNB: MTC-IWF performs authorization on both UE and SCS, it can send Small Data Reject message to inform MME/eNB to block communication that is 1) from the given UEs, and/or 2) to the given SCS. ( as described in “MO Small Data Transmission”)
2. Requirement: The small data should be integrity protected (for 3G/LTE system).
3. Requirement: The small data may be confidentiality protected

MTC-IWF based solution: Small data is confidentiality and/or integrity protected. The protection is achieved by using the keys shared between UE and MTC-IWF.
4. Requirement: The 3GPP network should be able to determine that the SCS is authorized for small data transmission over Tsp interface 

MTC-IWF based solution: MTC-IWF performs authorization on SCS for small data transmission over Tsp interface.

5. Requirement: The 3GPP network should be able to determine that the UE is authorized for MO uplink small data transmission 

MTC-IWF based solution: MTC-IWF verifies whether the UE is authorized for MO uplink small data transmission.
6. Requirement: The network information provided to the UE for small data transmission should not expose the network topology and network sensitive information (e.g, network nodes IP addresses)

MTC-IWF based solution: MME stores mapping of UE and MTC-IWF, there is no need to include reciver’s ID in the small data. Therefore, network information is not sent and exposed to UE.
Conclusions

Based on the discussion in previous section we conclude that:
· The remaining solutions in SA2 in clause 5.1.1.3 of TR 23.887 only partially fulfill the SA3 security requirements of Small Data Transmission.

· MTC-IWF based Secure Solution for Small data transmission fulfills all SA3 security requirements in clause 5.7.4.4 of TR 33.868.

· SA2 solution 3 in combination with SA3 MTC-IWF based solution (clause 5.7.4.4 of TR 33.868) should be recommended to SA2 as the solution for SIMTC Small Data Transmission.

3 Proposal
We propose SA3 to approve (1) the above discussion and conclusion as feedback to SA2, and (2) the following pCR to TR 33.868.
***************************** 1st CHANGE ***************************
5.8.5
Overall Evaluation 

In this section all different solutions for Small Data Transmission are compared from a security perspective. For convenience, the solutions are divided into three different groups. 

All solutions that include small amounts of data sent using NAS messages belong to the group NAS:

1: Small Data Transfer starting from RRC IDLE (E-UTRAN): Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security

2:Optimised handling of C-plane connection for Small Data and Device Trigger

3:Standalone Small Data Service with T5/Tsp and generic NAS transport
X: MTC-IWF based Secure Solution for Small data transmission
Solutions proposing a new transport to the SGW are combined in the "stateful SGW" category:


6a: Small Data Fast Path

6b: Connectionless
Optimizations like data piggy-backing, combining of messages or re-using of existing security context are combined in the group OPT:



8: Optimized Service Request procedure for UEs with a single bearer


Criteria for an overall evaluation contain the impact to existing elements (eNB, MME, SGW, and UE) from security point of view. Additional criterias are implications to service aspects like Lawful Interception (LI), Mobility aspects, restrictions on the usage (e.g. one radio bearer only), charging aspects, and the efficiency of the optimization. Although the evaluation in this TR is security related in general, important criterias for evaluation are any chances to the existing security framework, security protocols, and key hierarchy. 
Editor’s note: More evaluation criterias may be added here.
Solution 1, 2, 3, 6a, 6b, and 8 of SA2 can only partially fulfill  the security requirements for Small Data Transmission described in clause 5.7.3.
**********************END OF CHANGE***************************
