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Abstract of the contribution: This contribution propose an alternate solution for connectionless data transmission using separate security context to overcome the identified drawbacks and security issues.
1. Introduction:
SA2 is currently considering connectionless data transmission as one of the alternative for small data transmission for both infrequent and frequent data transmissions. In the SA3#71 meeting, a solution “5.7.4.3 Connectionless Data Transmission solution” is included in the TR 33.868 for further study. We identified some technical complexities with the “5.7.4.3 Connectionless Data Transmission solution”. This contribution proposes an alternative security solution for the connectionless data transmission which overcomes the identified drawbacks by using separate security key. 

The main drawbacks of the 5.7.4.3
Connectionless Data Transmission solution are the PDCP COUNT handling and security issues (specifically, resource exhaustion attack on eNBs and risk of key compromise in the eNB due to retaining the AS security context). It is proposed to use a cryptographically separate key for the connectionless transmission of small data in idle state, so that PDCP COUNT need not be cached and continued during state transitions (connected to idle) and also when the UE return back to the same cell. 
Using separate security keys removes the burden of handling the PDCP COUNT during cell change and state transition by resetting the PDCP COUNT to “0”.  Also using separate keys for connectionless data transmission mitigates the security issues of resource exhaustion attack on eNBs and lower the risk of key compromise in the eNB. The details of how the separate key for connectionless data transmission overcomes the drawbacks are detailed below.
2. Description:
2.1 Connectionless Data Transmission Solution Using Separate Security Context
In order to achieve acceptable level of security and low complexity in handling the security context, a separate security key to be used for connectionless data transmission. The reasons being:

· Effective PDCP COUNT handling

· Current specification resets the PDCP COUNT, during state transitions. With the solution under study (TR 33.868, secition5.7.4.3), PDCP COUNT to be maintained along with the AS security context and it is continued even when the UE comes back to the same cell and also when the UE moves from connection oriented mode to connectionless mode of operation. This will lead to HFN de-synchronization issues and complex PDCP COUNT handling in the UE and also in the eNB. 
· To be in line with the existing PDCP COUNT handling mechanisms and to reduce complexity, a separate security key to be used for connectionless data transmission, so that PDCP COUNT can be reset to “0” during state transitions.
· Potentially increased risk of key compromise in the eNB due to retaining the AS security context for long time.
· Solution under study (TR 33.868, section 5.7.4.3) uses the same AS security context for both connection oriented and connectionless mode of operations, the risk of key compromise is high since the same keys are cached and used for long time for both modes. Also if the key is compromised, then the attack duration is long. 
· Whereas in case of separate security key for connectionless data transmission, since different keys are used, life time/usage of the key is less (key refresh happens whenever there is state transition and also whenever there is cell change), so the risk is minimized. The proposed solution refreshes the key without performing the service request procedure.
· Resource exhaustion attack on eNBs
· As the MME is not aware of whether the key will be used for connectionless or connection oriented   transmission, there is possibility of resource exhaustion attack on eNBs by a malicious UE creating security contexts in several eNBs. 
· If the MME is involved in the connectionless data transmission key derivation, then the MME can control the number of keys established for the UE for the connectionless transmission and may also delete the security context in the eNB, if the MME identifies UE’s cell change or make UE to move to connection oriented mode as UE request key frequently for connectionless operation or reduce the lifetime of the key, as key request for connectionless operation is frequent.
· Preventing the attacks being carried out between Idle and Connected modes 
· If the connected mode operation key is compromised, then this should not lead to continue the attack in the connectionless operation. 
· To be in line with the compartmentalization security principle, the key used for connectionless data transmission to be cryptographically different with the key used in connected mode. This is achieved using separate key for connectionless transmission.
· Support for cell change without performing service request procedure
· It would be advantages to get the security context in place for the connectionless without performing the complete service request procedure.
· No concurrent Connectionless and Connection oriented mode of operation at any one time
· As SA2 decided that “Multiple PDN connections can be supported concurrently. However all PDN connections are handled in Connectionless or Connection oriented mode at any one time.”. This is in favour of using separate security context for connectionless mode to enhance the level of security. 

2.2 Separate Security Context Mechanism
The security solution described below use separate key KCLT at the UE and the eNB for connectionless transmission rather than caching and using the keys used in connected mode.  In case of LTE, the protection is be provided by the PDCP layer between UE and eNB. The UE and the MME derives the key KCLT . When requested by eNB, MME derives and passes the KCLT for the AS security protection (especially user traffic protection).  The separate AS security protection of the small data traffic is established for the first small data packet, when the UE is in idle mode and use the established context for the rest small data transmission in the same cell and till the life time of the key. When the UE moves to connected mode, the security context established for the small data traffic is deleted and the UE follow the existing procedure for establishing the AS security context. The small data packets are secured by the UE and the eNB by encrypting the data packets and/or applying the integrity protection with keys derived from the key KCLT and using the selected cryptographic algorithms for the connectionless data transmission. The cryptographic algorithms selected during AS SMC procedure for connected mode protection can be used for connectionless data protection. When there is a cell change or state transition to idle, PDCP COUNT for small data are reset to 0 and the key KCTL is refreshed. 
2.2.1 Key Derivation
The MME and the UE derives the new security key KCLT using MME nonce and the KASME for connectionless transmission mode. The KCLT derivation using MME nonce is given below:

KCLT = KDF {KASME, NONCEMME-CLT}
MME nonce is used to generate unique key per request. KCLT-int and KCLT-enc are derived in the UE and in the eNB. 

The derivation of KCLT-int and KCLT-enc are as follows:

KCLT-int = KDF {KCLT, Int Alg-ID, CLT-int-alg}

KCLT-enc = KDF {KCLT, Enc Alg-ID, CLT-enc-alg}

2.2.2 Security Procedure:
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The following steps are performed as described in the signalling flow above:

1. The UE initiates an attach procedure with an MME and provides its security capability for connectionless data transmission protection to the MME. The MME optionally authenticates the UE and a KASME is established. The MME generates the NONCEMME-CLT and pass it to the UE. The NONCEMME-CLT  and its lifetime is passed to the UE through the AS SMC procedure. The MME stores the NONCEMME-CLT. 
2. If there is no data to transmit, the UE moves in to idle mode.

3. When the UE is in idle, small data to be transmitted using connectionless data transmission, the following procedure is followed;
4. The UE derives the KCLT using the NONCEMME-CLT and further keys for protecting the small data (as detailed in the above section 2.2.1). The UE sets the PDCP COUNT to ‘0” and protects the small data (encrypted and/or Integrity protected). Small data protection is be provided by the PDCP layer. The cryptographic algorithms to be used with small data protection are the same, selected during AS SMC procedure initially.
5. After applying security, the UE transmits the protected (encrypted and/or Integrity protected) packet to the eNB. The first small data packet to the eNB carries eKSI as to ensure the key to be used are same. 
6. If there is no valid keys for the UE in the eNB, the eNB request the MME for the key KCLT . The eNB includes the eKSI and the UE ID along with the request. 
7. After receiving the request, the MME derives the Key KCLT, as detailed in the above section 2.2.1.

8. The MME responds with the key KCLT and its lifetime to the eNB. 
9. The eNB stores the key KCLT, its life time and starts the timer. The eNB derives further keys to perform the security check (integrity check and/or decryption). The eNB remembers the cryptographic algorithms selected during AS SMC procedure initially. If needed eNB performs AS SMC procedure for the connectionless security context establishment.

10. After successful integrity verification and/or decryption, the eNB process the small data packet as detailed in the TR 23.887 (section 5.1.1.3.6.3).

11 - 14. The UE and the eNB maintain the key KCLT till its life time and continue the PDCP COUNT for small data transmissions. 

15. If PDCP COUNT wrap-around about to happen or the UE performs cell reselection, the following procedure will be performed;
16. The UE request for KCLT refresh. The refresh request includes the UE ID and eKSI.
17. After receiving the KCLT refresh request, the eNB request the MME to refresh the keys.  

18. The MME generates new NONCEMME-CLT and derives new KCLT. 
19. The MME passes the new KCLT, the NONCEMME-CLT and lifetime to the eNB.

20. The eNB stores the new key from the MME with validity time and further keys for protecting the small data. The eNB sends the NONCEMME-CLT to the UE. If needed eNB performs AS SMC procedure for the connectionless security context establishment.
21. After receiving the NONCEMME-CLT, the UE derives the KCLT and further keys for protecting the small data. The UE sets the PDCP COUNT to ‘0”
2.2.3 Switching from Connectionless to Connected mode
As described in section 5.7.4.2.7, the procedure is very similar to this solution also. The UE use the normal LTE AS security to protect any data sent over the normal user plane data radio bearer and only apply the new small data transfer protection if the small data is transmitted over the (otherwise unprotected) data radio bearer used for small data transfer. 

When the switches appear (either decided by the UE or by the network), there needs to be an indication sent to the UE from the network or to the network from the UE, so that the UE, the eNB and the MME will know to re-configure itself for the new data radio bearer and switch to the other security context. Whenever the UE and the eNB switches, it will delete the existing keys.
3. Conclusion

It is proposed to include section 2 of this contribution in the TR 33.868.

4. Annex

4.1 Aligning the proposed solution with SA2 TR 23.887 initial attach flow (for illustration propose)
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