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1. Overall Description:
SA3 thanks SA2 for their LS on requesting input on security aspects for MTCe solutions (S2-132327/S3-130618). SA3 would like to provide the following inputs from security point of view on Small Data and Device Triggering Enhancement (SDDTE) and UE Power Consumption Optimizations (UEPCOP).  

SA3 is currently studying the security aspects of the SA2’s SDDTE solutions in TR 33.868. Based on the current status of SA3 study, SA3 is working on the following solutions:

	Solutions under consideration in TR 23.887
	Security solutions under study in TR 33.868

	Small Data Transfer starting from RRC IDLE (E-UTRAN): Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security (5.1.1.3.1)
	· Small data transfer in NAS PDU (5.7.4.1). Security termination between UE and MME
· MTC-IWF based Secure Solution for Small data transmission (5.7.4.4).  Security termination between UE and MTC-IWF

	Optimised handling of C-plane connection for Small Data and Device Trigger Transmission without U-plane bearer establishment in E-UTRAN (5.1.1.3.2)
	· Small data transfer in NAS PDU (5.7.4.1). Security termination between UE and MME
· MTC-IWF based Secure Solution for Small data transmission (5.7.4.4).  Security termination between UE and MTC-IWF

	Standalone Small Data Service with T5/Tsp and generic NAS transport (5.1.1.3.3)
	· No security impacts identified. Security aspect of SDT protocol (application layer protocol) is out of scope of 3GPP.

	Small Data Fast Path / Connectionless (5.1.1.3.6)
	· Small Data Fast Path in User Plane (5.7.4.2). Security termination between UE and S-GW
· Connectionless Data Transmission solution (5.7.4.3). Security termination between UE and eNB

	Optimized Service Request procedure (5.1.1.3.8)
	· No security impacts identified


Based on SA3’s current available evaluation, all the security solutions under consideration for SDDTE have security impacts. Details are as follows:

· Small data transfer in NAS PDU

· Need support for partial encryption
· Might need to address DoS attack on MME (since using control plane for user traffic)
· Impacts to UE and MME 
· MTC-IWF based Secure Solution 
· Need new security protocol between the UE and the MTC-IWF

· Need new key derivation, security context establishment and handling mechanisms
· Impacts to UE, MTC-IWF and MME

· Small Data Fast Path in User Plane 
· Need new security protocol between the UE and the SGW

· Need new key derivation, security context establishment and handling mechanisms 
· Impacts to UE, eNB, MME and SGW

· Connectionless Data Transmission solution 
· Impacts to existing AS security mechanism
· Impacts to UE and eNB
SA3 would like to mention the following preliminary evaluation, from implementation impact perspective:  Small data transfer in NAS PDU (5.7.4.1) has less security impact compare to other solutions. Small Data Fast Path in User Plane (5.7.4.2) and MTC-IWF based secure solution for small data transmission (5.7.4.4) have significant security impacts compared to Connectionless Data Transmission solution (5.7.4.3). 
SA3 would like to point out that overall evaluation of the security solution alternatives are not yet performed.  Also SA3 would like to point out that, currently SA3 has not found any show-stopper security issues or security solution that is not feasible to be completed in Rel-12 timeframe. 
Regarding UEPCOP, SA3 would like to confirm that SA3 has not identified any security impacts for the UEPCOP solutions in clause 7.1.3 of TR 23.887 v0.10.0. 
2. Actions: 

To SA2:

SA3 kindly asks SA2 to take the above preliminary evaluation inputs on SDDTE solutions and SA3’s confirmation on UEPCOP solutions into consideration for their further work in this area.
3. Date of Next SA3 Meetings:

TSG-SA3 meeting #73
11-15 November 2013
San Francisco, CA, USA

TSG-SA3 meeting #74
20 - 24 January 2014   
 Taipei, TW
