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1 Introduction and proposal
This contribution analyzes the threat of key issue- Use WLAN Access Network Type and Venue Information for network selection. 
The Venue information such as venue type helps user to identify the venue where WLAN network deployed, e.g. school, hospital, hotel, etc. This venue information contains user’s trust in some extent, e.g. as a patient in the hospital, the venue type of “hospital” is more acceptable than type of “hotel”. This characteristic of WLAN network selection may be used by the attackers to attract user join in their WLAN.
According to that, we analyze the scenario of this kind of threat. We kindly propose SA3 to agree this contribution.
***
START OF CHANGES
***

4.1
Key issue- Use WLAN Access Network Type and Venue Information for network selection

4.1.2   Threats

An example deployment is shown in the figure 1 below, where type (including Access network Type and Venue information) 1 implies the WLAN is public and charged while type 2 means that WLAN is hotel and free of charged. It is assumed that the priority of type 2 WLAN is higher than type 1 WLAN, and SSID B has higher access priority than SSID A when the type is the same.
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Figure X.1 use WLAN Access Network Type and Venue information for network selection
According to Hotspot 2.0, access network type and venue related information of WLAN access networks can be discovered by UEs prior to association and authentication procedures. The information is transported to UE by a Hotspot 2.0 compliant AP in cleartext, it means that users including attackers can get these information. A malicious WLAN A which has a subscription agreement with 3GPP operator and has the lowest selection priority may pretend to be WLAN C which has higher selection priority than WLAN A by transmitting SSID A and type2 to UE, and the UE may select a lower priority WLAN network. It would also result in additional costs if WLAN A charged higher than WLAN B. Additionally, the signal quality of the lower priority WLAN network may be poor, there is a risk that the users may change the operator due to the bad user experience.

The Venue information such as venue type helps user to identify the venue where WLAN network deployed, e.g. school, hospital, hotel etc. This venue information contains user’s trust in some extent, e.g. as a patient in the hospital, the venue type of “hospital” is more acceptable than type of “hotel”. Since the venue information is transported to UE by a Hotspot 2.0 compliant AP in cleartext, a malicious WLAN as venue type A may pretend to be WLAN venue type C which more trusted by the user in specific scenario. It may endanger users’ communication/data security since the attackers are easy to monitor/attack user in their malicious WLAN.
 In general, from a security point of view, using the access network type and venue related information in WLAN selection policies can cause security issue as discussed above. Thus there is a need to discuss how to use the access network type and venue related information in a secure manner.
***
END OF CHANGES
***
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