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Abstract of the contribution:
NAS overload threat through NAS based solutions for MTC small data transmission and the corresponding editor’s note is deleted.
In section 5.7.2.1 of TR33.868 on small data transmission solutions it is stated that NAS based solutions are creating an environment for DOS attacks on MME. An editor’s note was added to challenge the validity of this treat. In fact NAS based solutions are not the first mechanisms breaking the separation between C-plane and U-plane. Also SMS and MMS are sending user payload via C-plane. Filters in order to mitigate DDOS attacks on MME are already in place. NAS based solutions for small data transmission are not creating such an environment. Since a large amount of MTC devices are expected to be connected to the network in future additional mitigation of DOS attacks on MME may be needed. Such an additional mitigations could be implemented i.e. via a MTC dedicated MME. However NAS based solutions are not creating a new threat and an overloading of NAS is not standadardized, an increasing amount of devices is rather a scalability problem than a new threat.
The word “arbitrary” in terms of created NAS traffic seems to be disproportionate since it is subject to the operator whether and in which extent NAS based solutions for small data transmission are used. Operator’s policy could be enforced e.g. on subscription level or with smaller or greater gradation. It is proposed to delete the word “arbitrary” in this context.
*** first change ***

5.7.2.1 
Small data encapsulation in the NAS

NAS PDU based solutions under consideration in SA2 TR 23.887 [26] for “small data transmission” allow UEs to create NAS content and traffic. An increasing amount of devices creating NAS traffic is a scalability problem that has to be mitigated by conventional methods like e.g. implementing MTC dedicated MMEs in the network.

*** end of changes ***

