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Abstract of the contribution:

1. Discussion 

As analyzed in TR33.868 the solution of IMSI-IMEI binding in HSS can fulfill the SA1’s requirements, doesn’t require new functionality on the UE, doesn’t require new UICCs, and requires minimal new functionality in the network. So it’s the feasible solution of restricting the USIM to specific UEs.

The current contribution proposes the needed functionality in draft TS 33.187. 

Accompanying contributions S3-130729 and S3-130730 show the needed changes as SA2 CRs for TS 23.060 and 23.401.  Contributions S3-130729 and S3-130730 are submitted for information to SA3. Respective CRs have also been submitted to SA2 meeting #98 (15-19 July). 

If SA3 agrees on the solution in the current contribution, it is proposed to send an LS to SA2 so that SA2 could agree on the respective CRs to TS 23.060 and 23.401 at SA2 #98.
The supporting companies believe that the current proposed solution should be agreed in SA3 as a first step. 
*****************************Begin of the change**************************************
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*****************************next change**************************************

9
Security Procedures for Restricting the USIM to specific UEs
 

 In order to secure that only authorized combinations of USIMs and MEs are used, the HSS may hold a list of authorized combinations of  IMEI(SV)s per IMSI. During EMM/GMM/MM procedures the SGSN, MME or MSC indicates any new IMSI-IMEI(SV) pair to the HSS as described in TS 23.060 [x], TS 23.401 [y] and TS 23.012 [z]. For IMSI with a list of authorized IMEI(SV)s if the HSS detects an IMEI(SV) not in the authorized list then the HSS informs the MME, SGSN or MSC and the EMM/GMM/MM procedure shall be rejected . If an authorized IMSI-IMEI(SV) combination is detected by the HSS, the HSS accepts the registration from the UE. 
NOTE: The function relies upon the Automatic Device Detection mechanism as specified in TS 23.060 [x] being supported in the MSC and SGSN for them to identify a new IMSI and IMEI combination and provide also the IMEI to the HSS.  
If the UE roams into a visited network which does not support the Automatic Device Detection mechanism in the SGSN or MSC, as specified in TS 23.060 [x] and TS 23.012 [z], then it is a home operator choice whether to accept or reject the UE.
 *****************************End of the changes****************************************
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