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Abstract of the contribution: analyses the authentication requirement for ProSe UEs based on the SA2 working scenarios.
1. Introduction
SA2 has defined the working assumptions, and has introduced sevaral scenaros in section 4.1.1, TR23.703. This document analyses the authentication requirement for ProSe UEs based on the SA2 working scenarios. 
2. Analysis 
In 4.1.2, TR 23.703, it describes that two different modes for ProSe Direct Communication one-to-one are supported:
-
Network independent direct communication: This mode of operation for ProSe Direct Communication does not require any network assistance to authorize the connection and communication is performed by using only functionality and information local to the UE. This mode is applicable only to pre-authorised ProSe-enabled Public Safety UEs, regardless of whether the UEs are served by E-UTRAN or not. 

-
Network authorized direct communication: This mode of operation for ProSe Direct Communication always requires network assistance and may also be applicable when only one UE is "served by E-UTRAN" for Public safety UEs. For non-Public Safety UEs both UEs must be "served by E-UTRAN".

From above description, it can be concluded that there are two types of ProSe UEs. One is for public safety and the other is for non-public safety. In detail, UEs for public dafety may be in coverage or out of coverage.

UEs shall be authenticated by ProSe server before UE connects to the ProSe server. As UEs may move in and out of coverage of E-UTRAN, the authentication for UE in coverage should be the same with UE out of coverage for consistency. Otherwise the UE may need to differentiate the ProSe scenarios and take different actions to authenticate with ProSe server, which will bring additional complexity to ProSe UEs. 
3. Proposal
Proposal 1: Both UE for public safety and for non-public safety should be authenticated. 
Proposal 2: For consistency, the authentication for UE in coverage should be same with UE out of coverage. 
4. pCR

*******************************Begin of Change*******************************

5.0
General Security Requirements

Editor’s note: This is a temporary clause to hold some agreed security requirements until a final place for them is found
The requirements below are only applicable for non-Public Safety use cases.

Req1: Direct link signalling ciphering may be provided. Direct link signalling ciphering is a configuration option.

Req2: Direct link user plane ciphering may be provided.

Req3: Direct link signalling integrity protection and replay protection shall be provided.

Req4: Direct link user plane packets between UEs shall not be integrity protected.
The requirements below are applicable for all use cases.

Both UE for public safety and for non-public safety should be authenticated.
Editor’s note: The detailed solution for ProSe UE authentication is FFS.
*******************************End of Change*******************************

