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Abstract of the contribution:
The description of threats and attacks in TR 33.869 is still lacking detail, as acknowledged in an Editor’s note in clause 6.1.2.

This pCR provides a description of an attack we call the “PWS security circumvention attack”. It has been occasionally discussed in SA3, but not fully described in the TR. It is shown that it is, under certain conditions, possible for an attacker to circumvent PWS security implemented in a particular country, independently of the public key distribution method. The conditions include reception of unverified warning messages in visited networks or in Limited Service State. The possibility of successful circumvention attacks makes PWS security in a country pointless unless appropriate countermeasures are taken.

The means required for the attack are largely the same as the ones required for performing the attacks that motivated the need for PWS security in the first place. Hence, if an attack on unprotected PWS is assumed to be possible then also the circumvention attack described here has to be assumed to be possible. Or, in other words, if it is believed that PWS security is necessary then it should be accepted that there is a need to prevent the circumvention attack. 
In this pCR, we describe two variants of the circumvention attack, one that works for GERAN access networks only, another one that works for any access technology. We do not claim that the list of circumvention attack variants is complete. We believe that e.g. re-direction over any access network to a distant network may be possible. But we refrain from describing more attack variants as the two variants described here suffice to make our point.
Requirements and countermeasures are described in the two companion pCRs in S3-130716 and S3-130717.
BEGIN OF CHANGES

**********************************************************************
6.1.2
Security threats
For PWS Warning Notification messages, the security threats are similar with ETWS. There may be spoofing attacks, e.g. an attacker may forge and issue PWS Warning Notifications maliciously. The messages sent over the air may introduce spoofing attacks. Another threat may be tamper attacks, e.g. an attacker may record and tamper a PWS Warning Notification message over the air interface.

RAN2 has decided to broadcast PWS Warning Notifications to user via SYSTEM INFORMATION over air interface. However, broadcasts of SYSTEM INFORMATION are not protected. If an attacker can imitate the base station behaviour maliciously and broadcast false PWS Warning Notifications or tamper PWS Warning Notifications coming from CBE, it will cause serious panic among the population.

Suppressing the display of a genuine warning message is another possible attack. It should be noted that jamming the radio interface could help in suppressing warning messages, but not in forging them. The attack is geographically limited.

Furthermore, the operating conditions and liability that PWS security can handle must be clarified. One aspect to consider in particular is the size of the group that must be protected (individual user, small group of users, large crowd). Other aspects to consider are: the time frame needed by an attacker to prepare and execute an attack, the complexity of the attack (manpower and means), and the size of the geographical area the attacker is able to target.

Finally, assessing the type and amount of damage that can be done by an attack is useful when weighing the potential damage against the cost of additional features introduced for PWS security. 

Editor’s Note: It needs to be further clarified what are the relevant threats to PWS.

In order to guarantee the authenticity and integrity of the Warning Notifications, the security requirements which specified in 3GPP TS 22.268 [2] are introduced. In order to meet these security requirements, it has been decided that PWS Warning Notifications shall be protected with signature that are included in the Warning-Security-Information IE in the WRITE-REPLACE Request message. Moreover, some PWS security features should be considered and defined in details as to solve the remained security issues listed.
PWS security circumvention attack

The possiblity to attack an unprotected PWS system was the motivation for PWS security. The attack consists in setting up a false base station and sending false warning messages in order to create panic. The means required for the circumvention attack are largely the same as the ones required for performing the attacks that motivated the need for PWS security in the first place. Hence, if an attack on unprotected PWS is assumed to be possible then also the circumvention attack described here has to be assumed to be possible. Or, in other words, if it is believed that PWS security is necessary then it should be accepted that there is a need to prevent the circumvention attack. 
First, the assumptions made for the attack are listed and then two attack variants are described.
Assumptions: 

· (A1): All networks in country A implement PWS security, as defined by 3GPP. All UEs that are capable of PWS security, and whose home network is in country A, have PWS security enabled. 

· (A2): There is a network VN in country B that does not implement PWS security; and UEs with home network in country A are configured to display unprotected warning messages while roaming in network VN. VN has roaming agreements with the networks in country A. 

· (A3): An attacker is capable of setting up one or more false base station, making a sufficiently large number of users camp on them and sending false warning messages through the false base station(s) to these users resulting in a large-scale panic or other significant damage. 

· (A4): The attacker is, in addition to (A3), capable of setting the (MCC, MNC) broadcast by the false base station(s) to that of VN from (A2). 

· (A5) (required only for one of the attack variants): UEs with home network in country A are configured to display unprotected warning messages while in Limited Service State (LSS). 

NOTE: (A1) can be enforced by a regulator of country A. (A2) and (A5) are compatible with the requirements in TS 22.268 [2] and in clause 4 of the present TR. (A3) is the assumption that motivates the need for PWS security in the first place. (A4) is seen as a trivial step, given (A3). 

Attack description:

The attack is easiest over a GERAN access network, but possible for UTRAN and E-UTRAN as well. Note that, in order to circumvent PWS security, it would be sufficient if the attack worked only for one of the attack variants.

In all cases, the attacker looks for the weakest signal of a network in country A for the chosen access technology and makes his false base station broadcast with a very strong signal on the corresponding frequency. If necessary the attacker could also jam all other frequencies to make sure that the UE cannot attach to a network broadcasting a weaker signal on another frequency. (Note that operators and access technologies are separated by different frequency bands.) If the (MCC, MNC) of the false base station is that of a network with which the UE’s home network has a roaming agreement (which is true for the network VN in country B according to assumption (A2) ) the UE will try to attach to it. 

The cases are now described in turn. 

Attack over a GERAN access network: The false base station, emulating also the behaviour of an MSC/VLR or SGSN, will reply to the UE’s LAU Request or RAU Request with an unencrypted LAU Accept or RAU Accept. The false base station will not send a Ciphering Mode Command, hence the communication will remain unencrypted. The UE will believe to have successfully registered to network VN. The false base station can then start to broadcast unprotected warning messages, which the UE will display to the user according to assumption (A2). 

Attack over any access network technology using Limited Service State (LSS): The false base station, emulating also the behaviour of an MSC/VLR or SGSN, will reply to the UE’s LAU Request or RAU Request with an unencrypted LAU Reject or RAU Reject. As the UE does not find any other acceptable network around, the UE will be in LSS. The false base station can then start broadcasting unprotected warning messages, which the UE will display to the user according to assumption (A5).
**********************************************************************
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