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Abstract of the contribution:
A companion pCR provides a description of security threats to the public key needed for signature verification. This pCR introduces a requirement on the public key to verify signed warning messages. 
********************************* BEGIN OF CHANGES ****************************
4
Security requirements of PWS

Editor’s Note: This section aims to add the updated security requirements of PWS, including roaming case.

Security requirements for PWS identified by SA1 are specified in TS 22.268 [2].

Additional requirements identified by SA3 are as follows:

-
For UE that are enabled to receive Warning Notifications from the VPLMN in roaming areas, it shall meet these security requirements listed above.

-
The authentication solution should be robust against errors in the key distribution and overload so that genuine (potentially lifesaving) messages do not get rejected due to some error or overload in the network or in the authentication mechanism itself.

-
A serving network should periodically send test warning messages on the broadcast channel.

-
If the UE has not been configured for PWS message security, PWS warning messages shall always be displayed to the receiving end user.

-
Whether the PWS message has been properly authenticated or not should be invisible to the receiving end user except in the case when an authentication failure in a primary notification implies that an already displayed paging notification shall be rejected.

-
It shall be possible to configure whether or not primary notifications are displayed.
-
The origin and integrity of the public key to verify signed warning messages shall be ensured when the public key is made available to the UE.
Editor’s Note: The above requirements are ffs as it may be difficult to provide a perfect security solution with these requirements. For detailed questions cf. S3-130440.
****************************END OF CHANGES******************************

















































