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1
Introduction
This contribution resolves the editor's notes in the OTA based solution for PWS security in TR 33.869. 
2
Discussion
The rationale for removing each of the editor's notes is explained below. 
Clause 7.8.2 Distribution of PWS public keys and parameters

Editor’s Note: It is ffs whether a new USIM service needs to be defined for PWS security or whether the existing Service n°97(PWS configuration by USIM) can be extended.  It is also ffs whether the service table can be updated using UICC OTA or whether this requires physically replacing the UICC.
Editor’s Note: It is ffs whether this solution works in the case when the UICC only contains a SIM application.
Editor’s note: It is ffs whether the contents and format of the UICC OTA message can be standardized.
The three editor's notes above are resolved by the text in Clause 7.8.2.1 and 7.8.2.2 in the pCR.
Clause 7.8.3 Format and handling of PWS notification
Editor's note: The recommendation for the maximum length of the Warning Security Information parameter needs to be verified with the CBS specification, TS 23.041.
The text which contains the length recommendation has been removed.  Note that S3-130702 adds new text that describes the length restriction in a solution independent way.
Editor's note: The details for how the security information is sent out in GSM and how the UE associates it with the PWS warning message should be further clarified.

At this point in the specification process it is enough to know that the security information can be added to the PWS message but the exact details do not matter. From looking at the definition of the ETWS primary and secondary notification and the other PWS message types, there does not seem to be any reason why this information cannot be added. One only needs to ensure that the message does not exceed the length limit and that it can still be parsed by legacy MSs/UEs. It is therefore suggested to remove this editor's note.
Note that text Clause 7.8.3 also contains some other changes. The new text takes into account the differences between the PWS warning types and gives special treatment to ETWS Primary Notification.
5
PCR

***
BEGIN CHANGES
***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.268: "Public Warning System (PWS) requirements".

[3]
3GPP TS 23.041: "Technical realization of Cell Broadcast Service (CBS)".

[4]
3GPP TS 48.049: "Base Station Controller - Cell Broadcast Centre (BSC-CBC) interface specification; Cell Broadcast Service Protocol (CBSP)".

[5]
3GPP TS 25.419: "UTRAN Iu-BC interface: Service Area Broadcast Protocol (SABP)".

[6]
3GPP TS 23.251: "Network sharing; Architecture and functional description".

[7]
3GPP TR 33.859: "Study on the Introduction of Key Hierarchy in Universal Terrestrial Radio Access Network (UTRAN)".

[8]
3GPP TS 33.102 "3G security; Security architecture".

[9]
3GPP TS 35.206 "Specification of the MILENAGE Algorithm Set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 2: Algorithm Specification".

[10]
FIPS 186-3: "Digital Signature Standard (DSS)".

[11]
SP 800-57 Part 1: "Recommendation for Key Management – Part 1: General (Revision 3)".

[12]
SP 800-56A: " Recommendation for Pair-Wise Key Establishment Schemes Using Discrete Logarithm Cryptography".

[13]
M. Bellare and P. Rogaway, “Random Oracles are Practical: A Paradigm for Designing Efficient Protocols”, ACM CCS 1993.
[14]
V. Shoup, “Lower Bounds for Discrete Logarithms and Related Problems”, EUROCRYPT 1997.
[15]
S. Vaudenay, “The Security of DSA and ECDSA”, PKC 2003.

[16]
P. Paillier and D. Vergnaud, “Discrete-Log-Based Signature May Not Be Equivalent to Discrete Log”, Asiacrypt 2005.
[17]
D. Brown, “The Exact Security of ECDSA”. Technical Report CORR 2000–34,Certicom Research, 2000.

[18]
D. Brown, R. Gallant, and S. Vanstone, “Provably secure implicit certificateschemes”, Financial Cryptography 2001.
[19]
D. Brown and D. Johnson, “Formal Security Proofs for a Signature Scheme with Partial Message Recovery”, CT-RSA 2001.

[20]
D. Brown, M. Campagna, and S. Vanstone, “Security of ECQV-Certified ECDSA Against Passive Adversaries”, IACR eprint Archive, http://eprint.iacr.org/2009/620.

[21]
3GPP TS 31.115: “Secured packet structure for (U)SIM Toolkit applications”.

[22]
3GPP TS 31.102: “Universal Subscriber Identity Module (USIM) application”.

[23]
3GPP TS 31.116: “Remote APDU Structure for (U)SIM Toolkit applications”.

[X]
3GPP TS 31.111: “Universal Subscriber Identity Module (USIM) Application Toolkit (USAT)”.
***
NEXT CHANGE
***
7.8
Solution 8: National PWS solution based on UICC OTA

7.8.1

Introduction


The solution presented here makes PWS security optional for operators to deploy (based on local regulatory requirements) and has minimal impact on existing network nodes and protocols.

In this solution, the public key and all associated parameters (PKID, SAI, NSUC, etc) needed to verify PWS signatures are stored on the UICC. The terminal verifies the authenticity of a PWS warning message by extracting the PKID from the security part of the message and retrieving the corresponding public key and parameters from the UICC. If the signature verification is successful and if the message is not replayed (determined from the counter value NSUC) the message is displayed to the user. Otherwise the message is discarded.

The local network operators will have the responsibility of distributing the required public keys and parameters in countries where PWS security is mandated. The distribution itself will be done using UICC Over-The-Air (OTA] management [21], which is a well-established technique for updating data on UICCs. Another option would be to pre-configure the public key(s) and associated parameters when the UICC is manufactured.

Since the public key and the associated parameters are stored on the UICC instead of the terminal, the network operator can keep track of distributed keys and decide when an update is required without requiring any additional signalling. This is not possible when data is stored on the terminal since the information is lost whenever the UICC is moved to another terminal. Storing the files on the UICC also prevents the user from accidentally deleting or modifying the information.

This solution provides security if the user is located in his home country. If the user is abroad and connected to a foreign PLMN, then a signature cannot be validated. There are the following possibilities:

- The terminal rejects any PWS message in this case, but this may result in rejecting valid warning messages.

- The terminal displays the PWS message, but this could potentially allow an attacker to distribute false warning messages by setting up a false base station and announcing a foreign PLMN identity, which impacts the security of the PWS security solution in the home country.

One way to cope with the above limitation would be for PWS enabled countries to exchange keys and distribute these to their respective citizens. This would allow subscribers to receive PWS notifications in foreign countries as well. However, any such solution is considered out of scope at the moment. 

Operators in countries where PWS is not mandated will de-activate signature verification for their subscribers by setting the PWS security disable field to true. This has the consequence that all PWS warning messages will be displayed and any signature included in a message will be ignored. The PWS security disable field is also stored as a parameter on the UICC.

7.8.2
Distribution of PWS public keys and parameters

This solution uses UICC Over-The-Air (OTA) management [21, 23] to deliver the public key and associated parameters to the subscriber. UICC OTA is a 3GPP standard in which the network can manipulate data on the UICC by sending a series of APDU commands to the terminal.  The commands are bundled together and protected using a special UICC OTA key before they are sent to the terminal for execution. The example in Figure 7.8.2 uses SMS for transport but other types of transport are also possible, such as USSD or HTTP. Note that SMS is assumed to be available in LTE using SMS over SGs.
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Figure 7.8.2 UICC OTA delivery of PWS key using SMS as transport bearer

3GPP needs to decide on the type of data items that should be present on the UICC and the content of the UICC OTA messages. However, the UICC OTA Gateway in itself can be left unstandardized.  It is up to the regulators and operators in each country to decide on the implementation details and the interface towards the CBE(s). It is also possible to select a different distribution method, such as configuring the UICC at the time of manufacturing. 




7.8.2.1
USIM file organization for PWS security

The USIM specification, TS 31.102, defines the elementary file EFPWS since Rel-11. This file contains configuration parameters for PWS and is present when Service n°97 (PWS configuration by USIM) is marked as available in the USIM service table. The public keys and all related parameters needed for PWS security can either be stored in a new elementary file or in EFPWS (by extending its content with an optional field).
Since the PWS service is defined only for the USIM application, terminals with a SIM inserted will not be able to retrieve the public keys and therefore cannot verify PWS signatures. To handle this case, terminals without access to a USIM should display all PWS notifications to the user. This behaviour is similar to the scenario where non-existing or empty USIM data files results in all Warning Notifications being presented to the PWS application . Optionally the terminal could inform the user that the origin of the message is unverified.

Note that defining a PWS service for the SIM application is not possible since the SIM specifications (GSM TS 11.11 and 11.14) are frozen since Rel-99. Only editorial modifications are allowed and no new features can be added.

7.8.2.2
UICC OTA message format

The format of the UICC OTA message is defined in TS 31.115 and a list of file management commands that can be included in the message payload is available in TS 31.116. This means that it is possible to standardize the contents of the UICC OTA message(s) once the USIM files for PWS security are agreed on. For example, defining a message that updates the service table and adds the file EFPWS is relatively straight forward.

Using UICC OTA requires that the UICC supports USIM Application Toolkit (USAT) [X]. A large majority of the UICCs support USAT but the ones that do not would need to be replaced. However, this is not as big of a problem as it may first seem since a pre Rel-11 UICC would anyway need to be replaced to support the PWS service mentioned above.

7.8.3
Format and handling of PWS notification

The distribution of PWS warning messages for GSM, UMTS and LTE is described in TS 23.041 [3]. In order to enable PWS security, the following changes are introduced:

-
There already exists a parameter called Warning Security Information that the CBC can use to pass security information to the BSC/RNC and eNodeB and which contains a signature field. The format of this parameter should be updated to also include fields for PKID, NSUC, and, potentially, identifiers for the hash and signature algorithm.

-
The Warning Security Information is currently only included in the ETWS Primary Notification. The format of the ETWS Secondary Notification and the other PWS warning messages (CMAS, KPAS, and EU-Alert) needs to be updated so that the parameter is included in these messages as well.


- The signature calculation needs to be defined. At a minimum the signature should cover the PWS message  and NSUC value but other information might need to be covered as well. Below is a proposal for the values that should be included in the signature calculation.

MESSAGE | NSUC | PKID | HASH ALG ID | SIGN ALG ID

The MESSAGE parameter depends on the PWS message type. In case of a PWS Primary Notification it is constructed as:
MESSAGE = Ser No | Msg ID | Warning Type
And in case of a PWS Secondary Notification or any of the other PWS message types, it is constructed as:
MESSAGE = Ser No | Msg ID | Data Coding Scheme | CBS msg page 1| … | CBS msg page n

The  parameters Ser No, Msg ID, etc are as defined in TS 23.041 [3].

The inclusion of the  PKID in the broadcasted message allows the MS/UE to retrieve the correct public key from the UICC. If the signature is correct and the message is not replayed (as determined from the NSUC) the message is accepted and displayed to the user.

Note that no special requirements is put on the signature scheme except that the signature should fit into the Warning Security Information parameter. As mentioned above, this parameter also includes PKID, NSUC and, potentially, identifiers for the hash and signature algorithm.
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