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1. Introduction
This contribution proposes to a framework for creating Vulnerability Testing guidance to be followed by Vulnerability Testing laboratories. The TR clauses, to which our proposed changes apply, will undergo significant other changes through a contribution that was known as ‘contribution 2’ during offline email discussions. Therefore, a merger would be required at some stage. 
CMCC: we think it does not make sense to only define the tools for the vulnerability testing. And also like we said in the email discussion, we support to define the general vulnerability testing guidance(like how to do the tests and for example some tools, and some scope definition etc). 

And also we don’t think the definition of the terms related to vulnerability is suitable. We corresponding changes the wording as shown in the pCR.
and also we made some corresponding changes in the main texts of NSN by tracking.
2. Discussion
We believe it to be a meaningful approach to have 3GPP specifying the general requirements for Vulnerability Testing (VT) tool categories and testing procedures to be used and the Accreditation Body, e.g. GSMA, to have a tool accreditation in place that may include rules on tool settings and specific procedures. 
In this approach, 3GPP would include general requirements on Vulnerability Testing tool usage, as well as requirements on specific VT tool categories, in a general Vulnerability Testing Specification. An SAS would then make reference to this general Vulnerability Testing Specification for defining the VT requirements for a network product class. In this way, creators of SAS instantiations and Vulnerability Testing laboratories would learn from the SAS what Vulnerability Testing tool categories must be employed in which way.

For example, 3GPP would specify the requirements for a “Vulnerability Scanning tool category” in the general Vulnerability Testing Specification. Amongst others, the requirements for that category could be based on CVE (ITU X.1520 : Common vulnerabilities and exposures) coverage and plugin update cycles by the vendor. A security tester (or the tool vendor) could then seek accreditation for e.g. Nessus, or QualysGuard, or OpenVAS, or another suitable tool with specific settings and procedures as tool in the Vulnerability Scanning tool category.

Examples for Vulnerability Testing requirements in the general Vulnerability Testing Specification that could be references from an SAS could be:

VA-requirement 1: An accredited tool (or set of tools) fulfilling the requirements of the Vulnerability Scanning category shall be used with accredited settings/procedures on all external communication interfaces.

VA-requirement 2: An accredited tool (or set of tools) fulfilling the requirements of the [protocol] Fuzzing category shall be used with accredited settings/procedures on all external communication interfaces providing [protocol]. (Here the brackets [...] indicate a placeholder for the actual protocol relevant for an SAS.) 
The execution and outcome of the Vulnerability Testing needs to be documented in the test results. More detailed Vulnerability Analysis requirements could also contain instructions how to process the outcome.
3. pCR
********************** START OF FIRST CHANGE***************************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Security Assurance Specification: For convenience and neutrality of method, the document describing the security assurance requirements produced by the method in this study item will be referred to as a Security Assurance Specification (SAS).
[...]

Vulnerability: An issue in a Network Product rendering it unable to withstand attacks. Vulnerabilities create the risk of attacks to succeed, possibly leading to disclosure of confidential or privacy-relevant data, unauthorized alteration of information or unacceptable degradation of service.（CMCC: the yellow highlighted parts are just examples it seems, right? We suggest to remove them and suitable for placing them here. ）
Vulnerability Analysis: The process of identifying, quantifying, and prioritizing(or ranking) the vulnerabilities by exercising Vulnerability Testing on a Network Product. In addition, vulnerability analysis can identify the found issues and also forecast the effectiveness of proposed countermeasures and evaluate their actual effectiveness after they are put into use. (CMCC, we suggest to change like this)
Vulnerability Testing: =Vulnerability Testing performs tests with the intention of identify and find issues potentially vulnerabilities in the network products.
(CMCC, we don’t think the testing can be done only by tools)
[...]

Network product: A network product is the instantiation of one or more network product class(es).

********************** END OF FIRST CHANGE***************************
********************** START OF SECOND CHANGE***************************
5.2.2.1
Overview

SECAM methodology building is described in figure 3 hereafter. First, 3GPP will undertake a threat analysis and then will derive the SAS for each identified network product class as well as one security assurance process document. The security assurance process document will describe the whole security assurance process (evaluation, relation to accreditation body, general description of desired assurance level …). 

3GPP will develop general Vulnerability Testing guidance and collect them in a general Vulnerability Testing Specification. This specification will be used by the Accreditation Body. It will also be referenced from SASs for specific network product classes. The Vulnerability Testing guidance are assumed to include general conditions helping writers of SASs to decide whether they apply to the network product class in question. (CMCC: I don't’t think this general VA testing can only be limited to the tools. If, why?)
Editor’s note: Clarification of the content of these security assurance process documents and how they will be mapped to 3gpp documents (TS, TR 33.9XX) is FFS.

The SAS will contain the detailed security requirements identified by SA3 to reduce/counteract the risks outlined by the threat analysis as well as a description of the test cases and where possible with expected test results.

NOTE:
The number of documents to be delivered by SA3 will depend on the grouping chosen for the SAS.

At the same time, the Certification Body will define the administrative rules guiding the future evaluations (accreditation scheme for evaluators, dispute process). 

Once the SAS are ready, they will be used to define, when necessary, the expected test methodology for each security requirement (both for security compliance and vulnerability testing tasks). This test methodology is complementary to the expected output of the test cases defined in the SAS and should help the evaluators providing guidance on how to conduct these tests where necessary. This test methodology document will also define the expected skills and tools for testing laboratories (especially for vulnerability testing). Having an evaluation guidance document will help to ensure that the SECAM evaluations s can be compared to each other in the sense that a similar set of tools and techniques will be applied to produce the test outputs.

NOTE:
Some information related to vulnerability testing methodology (detailed attack “how-to” for specific points) is expected to stay confidential, and will be managed by Certification Body or the operators and vendors, as applicable.

NOTE:
The detailed results of the testing from a network product are not expected to be public. These results will be given to the operators upon request to the vendors and might also be requested by the Certification Body for resolution of dispute cases.
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Figure 3: Successive activities for “Methodology 2” building

The writing of the security assurance process related document which will include Vendor Development Process Assurance requirements is detailed in sub-clause 5.2.2.2. Sub-section 5.2.2.3 details the writing of the Security Assurance Specification documents which are used as input in the evaluation tasks. 5.2.2.X reflects how the Vulnerability Testing guidance are created.
The output of the security compliance task is detailed in sub-clause 5.2.4.2. The output of the vulnerability testing task is detailed in sub-clause 5.2.4.3.

********************** END OF SECOND CHANGE***************************
********************** START OF THIRD CHANGE***************************
5.2.2.X General Vulnerability Testing guidance Specification Creation

The Vulnerability Testing guidance Specification will be specified during the normative phase by 3GPP and will containguidance for use by Vulnerability Testing laboratories. Vulnerability Testing laboratories and Vulnerability Testing tool vendors will usually be the parties seeking accreditation from the Accreditation Body for the tools, settings and procedures.

Vulnerability Testing guidance need to cover at least the following different aspects: 
1. The vulnerability testing tools requirements
2. Testing scope
3. Testing  objectives
4. Test cases? ---SAS? Relations to test methodology and skills requrieements? ????????
CMCC: we think this content needs further study, which can be decided after we clarify the relations among the <test methodology and skills requirements>, <SAS test cases>, <VT guidance>Etc. we think if the < test methodology and skills requirements> has included the guidance on how to do the test, including the test scope etc, then the VT guidance is not necessary to be defined separately. But we think it is necessary to define the testing scope, testing objective and what tools should be used. This really depends on the documentation. 
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********************** END OF THIRD CHANGE***************************
********************** START OF FOURTH CHANGE***************************
5.2.4.3
Vulnerability testing(CMCC: as for this part, 633 has already provided more detail changes, we suggest to use the 633 contents. Because 633 is more detailed, it has included the intention of this change.)
The vulnerability testing laboratories shall provide to the operator:

-
The test procedures [following Test methodology (see 5.2.2.1)] 

-
The test results [following SAS output format indications] 
Editor’s note: Threat assessment data and description of key assets of network products provided by the vendors will help the evaluator in understanding the product under evaluation. It is FFS which documents are needed to fulfil this need.

********************** END OF FOURTH CHANGE***************************
********************** START OF FIFTH CHANGE***************************
5.2.7
Summary of SECAM deliverables

	Phase
	Sub-phase
	Deliverable
	Published by

	Methodology building
	
	Consensus on threats [temporary document]
	3GPP

	
	
	Security Assurance process
	

	
	
	Security Assurance Specifications for the network product class listed in section 4.4


	

	
	
	Vulnerability Testing guidance
	3GPP

	
	
	Testing laboratories accreditation and monitoring rules

Test methodology and skills requirements
	Certification Body / GSMA

	Accreditation 
	Methodology Accreditation
	Accreditation report
	Accreditor

	
	Evaluator audit and accreditation
	Compliance testing laboratories certificate

Vulnerability testing laboratories certificate
	Certification Body / GSMA

	
	
	
	

	Evaluation
	SAS instantiation
	Instantiation of SAS
	Vendor

	
	Vendors Development process compliance
	Design documentation [free-form]

Operational guidance [free-form]

Version management plan [free-form]

Flaw remediation documentation [free-form]


	

	
	
	
	

	
	Security compliance testing
	Test procedures  [following SAS]

Test results [following SAS output format indications]
	Vendor or third-party



	
	
	
	

	
	Security vulnerability  testing
	Test procedures  [following Test methodology]

Test results [following SAS output format indications]
	

	
	
	
	

	Certification
	Operator security acceptance decision
	Operator security acceptance decision
	Operator

	Dispute resolution
	 -
	Operator claims


	


********************** END OF FIFTH CHANGE***************************
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