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Abstract of the contribution: this document clarifies the concept of MTC device trigger, analyzes the security threat of normal UEs initiating MO device trigger, then proposes to add a corresponding security requirement of  preventing MTC device trigger coming from normal UEs.
1. Analysis 

According SA2’s definition of device trigger, the MTC Device Trigger is a service provided by the 3GPP system for the MTC server, which means device trigger only can be initiated by MTC server rather than other entities. In case MTC users want to trigger MTC devices, they are not allowed to directly send device trigger message to MTC Devices, instead they should send device trigger requests to MTC Server firstly and then MTC Server initaites device trigger message to MTC devices through the PLMN network. For SMS based trigger, device trigger concept is supported by the description in TS 23.040 “MO short messages with a Protocol Identifier containing a Device Triggering Short Message code are not supported and shall be discarded by the SC.” Obviously, if a normal UE sends a MO device trigger message to MTC devices through current SMS transmission mechanism, it shall be blocked by SMS-SC.  In a word, there only exists MT device trigger from MTC Server but no MO device trigger from normal UE. 
So it becomes necessary to prevent MO MTC device trigger coming from normal UEs. There is a requirement for SMS based triggering in TR33.868 section 5.1.3.1.
“When the trigger indication is sent in SMS via MTCsms, the SMS-SC/IP-SM-GW) may verify the source of the triggering SMS targeting on unattended MTC devices to ensure the SMS is from an authorized source.
When the trigger indication is received via Tsp and sent as MT-SMS to SMS-SC/IP-SM-GW and T4, MTC-IWF should verify the source of trigger request (authenticated and authorized), ensure the integrity of the received trigger request, and ensure that the message has not been replayed, if it’s sent from outside the 3GPP network. When SMS-SC/IP-SM-GW receives MT-SMS from MTC-IWF over T4 interface, it knows the short message is for MTC purpose and can be trusted.
SMS-SC is required to distinguish ordinary short messages from short messages for triggering unattended UEs and act accordingly (e.g selectively block).”
This requirement can ensure that the source of the triggering SMSs sent via Tsms, T4, and Tsp are authorized, but it can not totally prevent SMS attacks. The attacker can use a normal UE to send a fake triggering SMS to the MTC device if the attacker obtains the MSISDN/identifier of the MTC device. In this case, the SMS can be sent from normal UE to MTC device via SMS-IWMSC and SMS-SC but not through external interface (i.e. TSMS and TSP). Thus verifying the source of the triggering SMS via MTCSMS and MTCSP cannot prevent from this attack. Besides, the attacker can initiate fake SMS attack more easily because the attacker can use a normal UE to realize this attack. If the attacker sends plenty of fake trigger indications to a large number of MTC devices simulataneously, it will cause congestion in the signalling network. Moreover, it will also cause teminal power consumption which is serious for a MTC device.

Consequently, SMS-SC is required to distinguish and block MO MTC device trigger messages from normal UEs.
2. Proposal

It is kindly proposed SA3 to agree the following PCR to include the above requirement into TR33.868.
PCR
***************************************Begin of Change*******************************************
5.1.3.1
SMS based triggering

There should be protection against malicious SMS flooding and spamming; all these check should be performed in the network.

When the trigger indication is sent in SMS via Tsms, the SMS-SC/IP-SM-GW may verify the source of the triggering SMS targeting on unattended UEs to ensure the SMS is from an authenticated and authorized source. 

When the trigger indication is received via Tsp and sent as MT-SMS to SMS-SC/IP-SM-GW and T4, MTC-IWF should verify the source of trigger request (authenticated and authorized), ensure the integrity of the received trigger request, and ensure that the message has not been replayed, if it’s sent from outside the 3GPP network. When SMS-SC/IP-SM-GW receives MT-SMS from MTC-IWF over T4 interface, it knows the short message is for MTC purpose and can be trusted.
When the trigger indication is sent in SMS to SMS-SC/IP-SM-GW via SMS-IWMSC, SMS-SC/ IP-SM-GW is required to distinguish and block MO MTC device trigger messages from normal UEs.
SMS-SC is required to distinguish ordinary short messages from short messages for triggering unattended UEs and act accordingly (e.g selectively block).
Editor’s Note : It is FFS how the SMS-SC/IP-SM-GW can distinguish ordinary short messages from short messages for triggering unattended UEs received over MTCsms interface. 

Editor’s Note : other suitable network elements for source authorization checking are FFS.
Editor’s Note : The system should provide a mechanism to ensure that only intended trigger indications will be conveyed to the UEs. 
***************************************Begin of Change*******************************************
