3GPP TSG SA WG3 (Security) Meeting #72
S3-130683
8-12 July 2013; Qingdao (China)

revision of S3-13abcd
Source:
Huawei, HiSilicon
Title:
Network based filtering solution
Document for:
Approval
Agenda Item:
7.9
Work Item / Release:
SIMTC/Rel-12
Abstract of the contribution: This document gives a clearer and more understandable description of network based filtering solution to prevent fake MTC device triggers SMSs refering to the solution’s description in SA3’s TS 33.187. 
1. Introduction
As referred in SA3’s TS 33.187, the current device trigger solution is network based and uses a filtering infrastructure to block fake device trigger SMSs, but the description mainly focus on where the filter infrastructure distributes, and there remains some confusion and uncertainty such as where the SMSs come from and how the filtering works.To make the description of network based filtering solution clearer and more understandable, it isnecessary to reconstruct the description based on current solution’s description in SA3’s TS 33.187. 
2. Analysis 

Refering to the SMS architecture and function defined in TS 23.040 and TS 23.204, SMSs need to be delivered through SMS-SC. On the basis of the architecture of machine-type communication, for SMS based device trigger and TS23.040, the SMS-SC can receive short message with the related sender and receiver’s identities from three paths, i.e. MTC Server via Tsms interface or T4 interface or from SMS-IWMSC. Filtering SMS-delivered device trigger messages is network-based, so the fake triggering SMSs from an attacker shall be distinguished and blocked to be sent by SMS-SC on the network side. The following is how these three paths work for SMS-SC to receive short messages. 
When SMS-SC receives short message from MTC Server via Tsms, the SMS-SC shall forward the SM to filtering infrastructure. If an SM received by the filtering infrastructure does not originate from a trusted SME that is authorised to send trigger SMs, then the SM shall be blocked. If an SM received by the filtering infrastructure does originate from a trusted SME that is authorized to send trigger SMs, then the filtering infrastructure shall only allow trigger requests to be sent to particular UEs that the trusted SME is authorised to send to. 

When SMS-SC receives short message which is forwarded by MTC-IWF via T4 interface, the SMS-SC ensures T4 interface is trusted and sends the short message, because the MTC-IWF can authenticate MTC server and ensure that only the authorized MTC Server can trigger the particular MTC devices. 
When the SMS-SC receives short messages from SMS-IWMSC, the SMS-SC shall also forward the SM to filtering infrastructure. Thus the SMS-SC can check if the SM is originated from an authorized SME by checking the receiver’s authronized sender list. If not, it should block the fake SM to be sent.
Moreover, it is stated in section 9.2.3.9 of TS 23.040:

 “For MT short messages, on receipt of a short message from the SC, the MS can check to see if the associated Protocol Identifier contains a Device Triggering Short Message code.

If such a code is present, then the MS shall interpret the short message as a device triggering short message. The value contained in the Application Port Addressing information element identifies the application to receive the trigger.

MO short messages with a Protocol Identifier containing a Device Triggering Short Message code are not supported and shall be discarded by the SC.”
Above statement illustrates that the normal UE is not allowed to send MO trigger SMSs to trigger MTC devices, so SMS-SC shall distinguish and block the fake MO device trigger SMSs from normal UEs.
Another point is that the SMS Router is an optional entity that may be present in the MT case only according to section 4.1 NOTE 2 of TS23.040. So the description of current TS33.187 is not true. It needs modification. 
3. Proposal

It is kindly proposed SA3 to agree the following PCR into TS 33.187.
PCR
***************************************Begin of Change*******************************************

6.1.1
Network based solution for filtering SMS-delivered device trigger messages

The following solution may be implemented to filter SMS-delivered device trigger messages. This solution relies on the fact that there is a standardised indicator in the SM that can be used to distinguish a trigger SM from other types of SM. The solution further assumes that legitimate trigger SMs are delivered via either a SMS-SC in the HPLMN that can verify the identity of the SME sending a legitimate trigger SM over Tsms, or via an MTC-IWF in the HPLMN that can verify the identity of the SCS sending a legitimate trigger SM over Tsp.

The HPLMN shall implement Home Network Routing according to TS 23.040 [5] for Mobile Terminated SMs destined for all HPLMN subscribers that need protection against unauthorised SMS-delivered device trigger messages (e.g. all subscriptions that may be used in MEs that support SMS-delivered device triggering). Home Network Routing shall have the effect of forcing the delivery of the SM to an SMS Router in the HPLMN rather than to the serving MSC/VLR, SGSN or MME of the destination UE. If an SM received by the SMS Router does not originate from the SMS-SC in the HPLMN that handles SMS-delivered device trigger messages, then the SMS Router shall forward the SM to infrastructure that shall filter and block all SMs that contain a trigger indication.
Refering to the SMS architecture and function defined in TS 23.040 and TS 23.204, SMSs need to be delivered through SMS-SC. On the basis of the architecture of machine-type communication, for SMS based device trigger and TS23.040, the SMS-SC can receive short message with the related sender and receiver’s identities from three paths, i.e. MTC Server via Tsms interface or T4 interface or from SMS-IWMSC. Filtering SMS-delivered device trigger messages is network-based, so the fake triggering SMSs from an attacker shall be distinguished and blocked to be sent by SMS-SC on the network side. The following is how these three paths work for SMS-SC to receive short messages:
· If an SM received by the SMS-SC in the HPLMN that handles SMS-delivered device trigger messages originate from the Tsms interface, then the SMS-SC shall forward the SM to filtering infrastructure. If an SM received by the filtering infrastructure contains a trigger indication, and does not originate from a trusted SME that is authorised to send trigger SMs, then the SM shall be blocked. If an SM received by the filtering infrastructure contains a trigger indication, and does originate from a trusted SME that is authorised to send trigger SMs, then the filtering infrastructure shall only allow trigger requests to be sent to particular UEs that the trusted SME is authorised to send to. It is outside the scope of this specification how the filtering infrastructure shall determine if a trusted SME is allowed to send a device trigger to a particular UE.
· When SMS-SC receives short message which is forwarded by MTC-IWF via T4 interface, the SMS-SC ensures T4 interface is trusted and sends the short message, because the MTC-IWF can authenticate MTC server and ensure that only the authorized MTC Server can trigger the particular MTC devices. 
· When the SMS-SC receives short messages from SMS-IWMSC, the SMS-SC shall also forward the SM to filtering infrastructure. Thus the SMS-SC can check if the SM is originated from an authorized SME by checking the receiver’s authorized sender list. If not, it should block the fake SM to be sent.

If a trigger request received by the MTC-IWF originates from the Tsp interface, then the MTC-IWF shall filter and block the trigger unless it originates from a trusted SCS that is authorised to send trigger requests. The procedure is described in TS 23.682[3] clause 5.2.1.
The normal UE is not allowed to send MO trigger SMSs to trigger MTC devices according to section 9.2.3.9 of TS 23.040, so SMS-SC shall distinguish and block the fake MO device trigger SMSs from normal UEs.
NOTE 1:
Depending on operator policy, a trusted source may be authorized to send trigger messages to any UE.

In order to protect against source spoofing, the interfaces used to transport trigger messages shall be suitably secured. In particular, the Tsms, Tsp and T4 interfaces shall be secured. Tsp interface security is specified in TS 23.682 [3] clause 4.3.3.1. The security mechanisms for the Tsms interface are outside the scope of this specification.

Filtering of SMS can be performed according to the architecture specified in TS 23.142 [6]. When the filtering entity receives an SM, it can identify if the SM is a trigger SM based on some trigger indication contained in the SM (e.g. port address number).

NOTE 2:
In the above solution filtering is distributed between filtering infrastructure associated with the SMS Router, filtering infrastructure associated with the SMS-SC, and the filtering functions within the MTC-IWF. This reflects the fact that the filtering needs to be invoked by an entity which can verify the source of the SM on a locally connected interface. Whilst the SMS Router is an optional entity that may be present in the MT case only, it does not have the capability to verify the original source of messages on the Tsp or Tsms interfaces, and therefore a solution where only the SMS Router invokes filtering is not sufficient.  The best place for filtering infrastracture to associate with is SMS-SC which can filter SMs received from all paths.
NOTE 3:
The solution in this clause aims to protect against unauthorised entities sending potentially high volumes of trigger messages to large numbers of MTC devices to cause a Distributed Denial of Service (DDoS) attack against the core network. However, the solution only provides protection against SMS application level threats; it does not protect against attacks where network internal nodes or network signalling links are compromised or abused by an attacker (e.g. spoofing of MAP_Forward_Short_Message operations containing trigger indications towards target UEs on an SS7 connection). If such attacks need to be mitigated, or if Home Network Routing is not supported by the HPLMN, then the solution specified in this clause is not sufficient and some form of end-to-end cryptographic protection of trigger messages is needed between the MTC Application in the network and the MTC Application in the UE. Such solutions may be provided at an application level outside the scope of 3GPP specifications. A solution to cryptographically protect trigger messages may be introduced in a future 3GPP Release.
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