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Abstract of the contribution:

This contribution makes a clarification for parameters included in NAS_based solution.  
1 Introduction
In section 6.2.10.10, parameters about Signature algorithm and/or domain set indicator is described as follows:
· ‘Domain set indicator, if domain parameters are pre-installed (uniquely associated with the algorithm) and there is more than one domain parameter sets, or

· Domain parameters, if not pre-installed in terminal

· SAI, if domain parameters are not pre-installed’
An x-bit SAI could tell whether to use ECDSA or DSA or another algorithm, and which set of domain parameters. If domain parameters are pre-installed (uniquely associated with the algorithm) and there is more than one domain parameter sets, Domain set indicator or SAI can be sent to UE to indicate the algorithm to verify the signature. So a correction should be made in bullet 1.

If domain parameters are not pre-installed, domain parameters would be sent and may be then combined with the indication for the signature algorithm identifier. But bullet 2 and 3 may make confusion to readers that either domain parameters or SAI can be sent to UE if domain parameters are not pre-installed. The description of bullet 2 and 3 should be refined.
It is also mentioned that PKID should be sent with broadcast message if more than one signing entity within one MME/SGSN/MSC area. However, even if there is only one signing entity within one MME/SGSN/MSC area, PKID should also be sent with broadcast message. Since the public key may be updated, PKID should be sent to indicate which public key to be used.
2 Proposal

We kindly ask SA3 to accept the following PCR.
******************************************Begin of First Change********************************************************

6.2.10.10 
Conclusion

Above, all parameters included in NAS-based, GBA-based and IMPCERT-based solutions have been discussed. The following can be concluded.

NAS-based

It is suggested that the following parameters are sent to the UE with the public key: 

· PKID and if used, next PKID 

· NSUC

· Signature algorithm and/or domain set indicator as follows

· Domain set indicator or SAI, if domain parameters are pre-installed (uniquely associated with the algorithm) and there is more than one domain parameter sets, or

· Domain parameters or both Domain parameters and SAI, if domain parameters are not pre-installed in terminal

· 
It is suggested that the following parameters are sent with the broadcast message, i.e. the signed warning message:

· NSUC

· PKID 
Parameters that need to be sent by the UE in a NAS message:

· All relevant PKIDs it has available (it may make sense to keep old PKIDs stored while roaming) 

· NSUC, if not always sent by the network
GBA-based

Editor’s Note: Parameters are ffs.

IMPCERT solution

For the IMPCERT solution the public key can be reconstructed from the implicit certificate, which is sent together with the warning message.  Therefore PKID are not needed. 

It is suggested that the following parameters are sent with the implicit certificate broadcast message:

· Time stamp  or another par. for replay protection should be included before signature generation

· Signature algorithm and/or domain set indicator as above if not limited to one with the implicit certificate approach

· CA-ID

NOTE: In the implicit certificate approach, there is the broadcast channel only, i.e. the UE cannot indicate any parameters.
******************************************End of First Change***********************************************************
















































