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Abstract of the contribution:
This document analyses the security threats on the Hotspot2.0 indication element which is used to indicate the hotspot2.0 capable of the mobile device and the AP.
1 Introduction
According to the TR23.865, ANDSF selection polices are extended to support preferences based on Hotspot 2.0 parameters for interworking with WFA Hotspot2.0. These parameters, including the supported realms, bandwidth and other properties of Hotspot2.0 capable WLANs, can be discovered by UE by means of Hotspot 2.0 discovery mechanism (e.g.ANQP).

2 Analysis 

In Hotspot 2.0 technical specification, the Hotspot 2.0 Indication element enables APs and mobile devices to indicate that they are Hotspot 2.0 capable and that they operate at the level of security required. A Hotspot 2.0 AP shall include a Hotspot2.0 indiciation element in beacon and probe response frames. A Hotspot 2.0 mobile devive is capable to detect Hotspot2.0 indiciation in AP beacon or probe response frames. And then the mobile device quries ANQP server for related information which is useful for network selection.

When 3GPP network supports the interworking with Hotspot 2.0 WLAN network, a Hotspot 2.0 compliant 3GPP terminal implements the network discovery and selection procedure include the probe response or beacon frame. Due to the fact that the Hotspot2.0 indiciation element is broadcasted by Hotspot 2.0 AP in its beacon or transmitted in probe response frame without security protection, a malicious attack can forged the element or delete the element. This attack may result in the Hotspot 2.0 compliant 3GPP terminal can not detect the indication.And it may treat this AP as a legacy AP, the ANQP protocol won’t be implemented. Then the selection procedure does not correctly work because the related information useful for network selection is absent.
3 Proposal

The following text is kindly proposed for inclusion in TR33.865 as one of key issues.
***************************** Start of changes ******************************
4.X Key issue:Hotspot 2.0 indication element
4.X.1 Issue details
According to the TR23.865, ANDSF selection polices are extended to support preferences based on Hotspot 2.0 parameters for interworking with WFA Hotspot2.0. These parameters, including the supported realms, bandwidth and other properties of Hotspot2.0 capable WLANs, can be discovered by UE by means of Hotspot 2.0 discovery mechanism (e.g.ANQP).

In Hotspot 2.0 technical specification, the Hotspot 2.0 Indication element enables APs and mobile devices to indicate that they are Hotspot 2.0 capable and that they operate at the level of security required. A Hotspot 2.0 AP shall include a Hotspot2.0 indiciation element in beacon and probe response frame. A Hotspot 2.0 mobile devive is capable to detect Hotspot2.0 indiciation in AP beacon or probe response frames. And then the mobile device quries ANQP server for related information which is useful for network selection.
4.X.2 Threats
When 3GPP network supports the interworking with Hotspot 2.0 WLAN network, a Hotspot 2.0 compliant 3GPP terminal implements the network discovery and selection procedure include the probe response or beacon frame. Due to the fact that the Hotspot2.0 indiciation element is broadcasted by Hotspot 2.0 AP in its beacon or transmitted in probe response frame without security protection, a malicious attack can forged the element or delete the element. This attack may result in the Hotspot 2.0 compliant 3GPP terminal can not detect the indication.And it may treat this AP as a legacy AP, the ANQP protocol won’t be implemented. Then the selection procedure does not correctly work because the related information useful for network selection is absent.
***************************** End of changes ******************************
