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**************************Start of the first change**************************************

6.1
General 

Access authentication for non-3GPP access in EPS shall be based on EAP-AKA (RFC 4187 [7]) or on EAP-AKA' (RFC 5448 [23]). The EAP server for EAP-AKA and EAP-AKA' shall be the 3GPP AAA server residing in the EPC. 

The UE and 3GPP AAA server shall implement both EAP-AKA and EAP-AKA'. It is specified in this specification in which cases EAP-AKA and EAP-AKA' respectively shall be used. 

If the terminal supports 3GPP access capabilities, the credentials used with EAP-AKA and EAP-AKA' shall reside on the UICC.

If the terminal does not support 3GPP access capabilities, 3GPP does not specify where the credentials used with EAP-AKA and EAP-AKA' reside.

NOTE: EAP-AKA and EAP-AKA' may use the same credentials. 

The procedure in clause 6.2 shall be performed whenever the procedure in clause 8 of the present document is not performed with the following exception: 

· if the security procedure in clause 9.2.2.2 for DS-MIPv6 is performed over a trusted access network and 

· if the trusted access network has the properties listed in clause 9.2.2.1
then the procedure in clause 6.2 may be skipped. 

However, it is recommended to use the procedure in clause 6.2 unless another strong authentication and key establishment method is used, which is documented in a standard covering the non-3GPP access network. 

NOTE 1: There are cases when the procedure in clause 6.2 cannot be performed due to lack of support for EAP in the access network. DSL-based access networks are examples of such access networks. 

In cases where it is difficult to assess whether a given access network has the properties listed in clause 9.2.2.1, it is strongly recommended to use the procedures for untrusted access in clause 8.

The HSS shall send an authentication vector with AMF separation bit = 1 (cf. TS 33.401 [16]) to a 3GPP AAA server as specified for the EAP-AKA' procedures defined in the present document. For authentication vectors with the "separation bit" set to 1, the secret keys CK and IK generated during AKA shall never leave the HSS, and shall not be used in a non-EPS context.
The non-3GPP access networks, which are trusted, can be pre-configured in the UE. The UE can e.g. have a list with non-3GPP access technologies, or access networks, or serving network operators that allow procedures for trusted non-3GPP IP access. Additionally, during 3GPP-based access authentication the UE may receive an indication whether the non-3GPP IP access is trusted or not.  If such an indication is sent it shall be sent by the 3GPP AAA server as part of an EAP-AKA or EAP-AKA' request. If no such indication is received by the UE, and there is no pre-configured information in the UE, the UE shall consider the non-3GPP IP access as untrusted.  In case of pre-configured information and indication received as part of an EAP-AKA or EAP-AKA' request are in conflict, the received indication shall take precedence.

NOTE 2: The protection mechanisms of EAP-AKA and EAP-AKA' prevent that an indication sent as part of an EAP-AKA request could be forged.
Additionally, in roaming situations the visited 3GPP network may send an indication about the trust status of the non-3GPP access network to the 3GPP AAA server. The 3GPP AAA server may take this indication from the visited network into account in its decision about sending a trust indication to the UE.

EAP-AKA and EAP-AKA’ use pseudonyms and re-authentication identities. Pseudonyms and re-authentication identities should be generated using the method defined in TS 33.234 [9]. 

NOTE 3: When using the method in TS 33.234 [9] for the generation of pseudonyms and re-authentication identities the AAA server can resolve these identities without having to store them. In particular, they can be resolved even when the UE is not registered.  
NOTE 4: TS 33.234 [9] defines Temporary Identities such that the leading six bits form the Temporary Identity Tag. This tag is converted to a printable character using the BASE64 method, according to TS 33.234 [9]. Compatibility with the NAI format defined in TS 23.003 [8] is achieved by choosing the temporary identity tag such that the printable character equals the leading digit for the NAI defined in TS 23.003.
The authentication and authorization of the UE's access over S2b to external networks from non-3GPP access networks can be based on PAP and CHAP procedures as specified further down in the present document. The corresponding procedures for DS-MIPv6 are given in TS 24.303 [20].
**************************End of the first change**************************************
**************************Start of the second change**************************************

6.5.3
Authentication and authorization for the Private network access (the External AAA Server performs CHAP procedure)

The signalling sequence when the External AAA server performs the CHAP procedures in a network based mobility system to authenticate and authorize the UE's access to a Private network over an Untrusted non-3GPP Acess network is illustrated in Figure 6.5.3-1. In this procedure, the External AAA Server supports the CHAP procedure.
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Figure 6.5.3-1: Authentication and authorization for the Private network access over S2b
(The External AAA Server performs CHAP procedure)

NOTE 1: 
The parameters indicated with bold character denote support for "the multiple authentication and authorization", as specified in RFC 4739 [33]. Only the PMIP case is shown in this figure for the sake of clarity, but the text below also covers the GTP case.
1. The UE and the ePDG exchange the first pair of IKE_SA_INIT messages, in which the ePDG and the UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie-Hellman exchange. If the ePDG supports multiple authentication procedures, it indicates MULTIPLE_AUTH_SUPPORTED in step 1b.
2.
The UE sends the user identity (in the IDi payload) and the APN information (in the IDr payload) to the ePDG and begins negotiation of child security associations. The UE omits the AUTH parameter in order to indicate to the ePDG that it wants to use EAP over IKEv2. The user identity shall be compliant with the Network Access Identifier (NAI) format specified in 3GPP TS 23.003 [8], containing the IMSI or the pseudonym as defined for EAP-AKA in RFC 4187 [7]). 
If the UE’s Remote IP address needs to be configured dynamically, then the UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP Address. If the APN requires authentication and authorization with the External AAA Server and the ePDG indicated that multiple authentication procedures are supported in step 1b, then MULTIPLE_AUTH_SUPPORTED is included.
3.-11.
The steps 3 to 11 in clause 8.2.2 apply here.

12.
The UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the ePDG. The UE includes a Notify payload ANOTHER_AUTH_FOLLOWS indicating to the ePDG that another authentication and authorization round will follow. 
13.
The ePDG checks the correctness of the AUTH received from the UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The AUTH parameter is sent to the UE.
NOTE 2: 
At this point the UE is authenticated from EPC point of view. PMIP/GTP signalling between ePDG and PDN GW could start anytime after this step but since an additional authentication with the external network was indicated in step 12, the ePDG needs to collect additional authentication parameters from the UE before initiating the PMIP binding update / GTP session creation procedure in Step 15.
14.
The UE sends the identity in the private network in IDi payload that is used for the next authentication and authorization with the External AAA Server and without an AUTH payload.
15. If the External AAA Server supports the CHAP procedure, the ePDGsends an EAP MD5-challenge request to the UE for the next authentication.

16. The UE returns an EAP MD5-Challenge response to the ePDG.

17. The ePDG includes the user-name, CHAP-password and CHAP-Challenge as Additional Parameters in the PBU it sends to PGW as defined in 3GPP TS 29.275 [32]. The corresponding message in GTP for S2b is Create Session Request as defined in 3GPP TS 29.274 [31].

18. The PGW sends a AAA Access request message with user-name, CHAP-password and CHAP-Challenge attributes, which are copied from the Additional Parameters in the PBU, to the External AAA server.

19. The External AAA server returns the Access accept to the PGW.
20. The PGW sends PBA (PMIP) /Create Session Response (GTP) to the ePDG with the Additional Paramters indicating authentication success. 

21. The EAP success message is sent to the UE over IKEv2.

22.-23. The PGW sends the Accounting request (Start) message to the External AAA Server and the External AAA Server returns the Accounting response (Start) message to the PGW if needed.
24.
The UE shall generate the AUTH parameter calculated by the SK_pi as a shared secret as specified in RFC 5996 [30] in order to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the ePDG. 
25.
The ePDG checks the correctness of the AUTH received from the UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The ePDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the UE requested a Remote IP address through the CFG_REQUEST. Then the AUTH parameter calculated by the SK_pr as a shared secret (see RFC 5996 [30]) is sent to the UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.
**************************End of the second change**************************************

**************************Start of the third change**************************************

8.2.3
Tunnel fast re-authentication and authorization
Fast re-authentication for EAP-AKA is specified in RFC 4187 [7]. Fast re-authentication re-uses keys derived on the previous full authentication. Fast re-authentication does not involve the HSS nor the credentials used with EAP-AKA (e.g. USIM application in case of terminal with 3GPP access capabilities), and does not involve the handling of AKA authentication vectors, which makes the procedure faster and reduces the load on the HSS and, in particular, the Authentication Centre.

The UE and the 3GPP AAA server shall implement fast re-authentication for EAP-AKA. Its use is optional and depends on operator policy.

The security level of fast re-authentication for EAP-AKA is lower as it does not prove the presence of the credentials used with EAP-AKA (e.g.presence of USIM application in case of terminal with 3GPP access capabilities) on the user side. The operator should take this into account when defining the policy on fast re‑authentication.

Fast re-authentications for EAP-AKA generates new keys MSK, which may be used for renewing session key used for protection in the non-3GPP access network.

The procedure is very similar to the tunnel full authentication and authorization. The only difference is that EAP fast re-authentication is used in this case.
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Figure 8.2.3-1: Untrusted Tunnel - Fast Re-authentication
1. The UE and the ePDG exchange the first pair of messages, known as IKE_SA_INIT, in which the ePDG and UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie_Hellman exchange.

2. The UE sends the fast re-authentication identity (in the IDi payload) and the APN information (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The UE omits the AUTH parameter in order to indicate to the ePDG that it wants to use EAP over IKEv2. The fast re-authentication identity used by the UE shall be the one received in the previous authentication process. If the UE's Remote IP address needs to be configured dynamically, then the UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP Address.

3. The ePDG sends the Authentication and Authorization Request message with an EAP-Payload AVP toward the 3GPP AAA Server, containing the fast re-authentication identity. The UE shall use the fast re-authentication identityto create an NAI, as defined in clause 19.3 of 3GPP TS 23.003 [8]. The 3GPP AAA server shall identify based on the realm part of the NAIthat the combined authentication and authorization is being performed for tunnel establishment with an ePDG (and not an I-WLAN PDG as defined in TS 33.234 [9] , which would allow also EAP-SIM). The different Diameter application IDs will help the 3GPP AAA Server distinguish among authentications for trusted access, as specified in clause 6 of the present document(which requires EAP-AKA’ authentication), and authentications for tunnel setup in EPS (which allows only EAP-AKA).

4. The 3GPP AAA Server initiates the fast re-authentication challenge.

5. The ePDG sends an IKE_AUTH Response message to the UE, containing its identity, a certificate, and the AUTH parameter to protect the previous message it sent to the UE (in the IKE_SA_INIT exchange). The EAP message (EAP-Request/AKA-Reauthentication) received from the 3GPP AAA Server is included in order to start the EAP procedure over IKEv2.

6. The UE checks the authentication parameters and responds to the fast re-authentication challenge. The only payload (apart from the header) in the IKEv2 message is the EAP message.

7. The ePDG forwards the EAP-Response/AKA-Reauthentication message toward the 3GPP AAA Server.
8. When all checks are successful, if dynamic IP mobility mode selection is executed during the tunnel setup, the selected IP mobility mode is sent via Diameter and IKEv2signaling to the UE. 
9. When all checks are successful, the 3GPP AAA Server sends the Authentication Answer including the user's IMSI, the relevant service authorization information, an EAP success and the key material toward the ePDG. This key material shall consist of the MSK generated during the fast re-authentication process. When the SWm interface (ePDG-AAA) is implemented using Diameter, the MSK shall be encapsulated in the EAP-Master-Session-Key AVP, as defined in RFC 4072 [10].

10. The MSK shall be used by the ePDG to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages, as specified in RFC 5996 [30]. These two first messages had not been authenticated before as there were no key material available yet. According to RFC 5996 [30], the shared secret generated in an EAP exchange (the MSK), when used over IKEv2, shall be used to generated the AUTH parameters.

11. The EAP Success message is forwarded to the UE over IKEv2.

12. The UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the ePDG.

13. The ePDG checks the correctness of the AUTH received from the UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The ePDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the UE requested for a Remote IP address through the CFG_REQUEST. Then the AUTH parameter is sent to the UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.
**************************End of the third change**************************************
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