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1
Introduction

This pCR proposes deletion of  the Editor’s Note and addition of the section 5.7.4.3.5 contents with Threat Scenarios.
2
PCR

************* START OF CHANGE 1 ***************
5.7.4.3.5
Threat scenarios

· 
· 
· 
· 
· 
5.7.4.3.5.1
A “Stolen Token” scenario: 

Since Token is sent by the UE in the clear, it could be eavesdropped on by the attacker. Subsequently, the attacker may try to replay the same Token in its own access. However, because the attacker will not have a security context associated with the Token, he will not be able to apply a proper integrity protection to the Token. Integrity Validation of the Token will fail at the eNB, presented value of the Token will be ignored, connectionless access request will be rejected. Therefore, there is no benefit to the attacker to steal the Token.

5.7.4.3.5.2
eNB Resource exhaustion attack by a malicious UE 
To explore resource exhaustion (i.e., cached context), the malicious UE may continually access the eNB with the connectionless indication but without the Token, even though the eNB already cached a valid context and Token for this UE. The potential resource exhaustion on eNB is addressed by identifying the duplicate context for the same UE. This is accomplished by sending the UE -specific cookie by the MME to the eNB. The cookie is cached along with the context, and when the new context is received from the MME, the eNB can search for the duplicate context associated with the same UE/cookie. The old duplicate context will be replaced with the new context and a new Token will be assigned. As this request can be entertained only if the UE issuing it properly authenticates, the malicious UE will not be able to invalidate the context associated with any other UE. Therefore there is no benefit to the attacker to plant the resource exhaustion attack. 

In other way to explore resource exhaustion, the malicious UE may access multiple eNBs with the connectionless indication but without the Token, thus leading each eNB to creating the cached security context with the Token that will not be used. This created in vain security context will be purged upon its lifetime expiration, and will present a small fraction of overhead in utilization of memory resources for the eNB, as allocated to a single memory cache for a single malicious UE.

5.7.4.3.5.3
Forging of small data transmission by obtaining cached security context from a compromised eNB while the cached security context is still valid.

The compromised eNB will receive from the MME a necessary security association – the KeNB – that will enable it to forge data transmission for all sessions - connectionless and connection-oriented. There is no benefit to target only cached context, if a fresh context can be simply received for every session. Moreover, the forged small data can be delivered into the S1U without regard to any AS security, whether cached or not. Therefore, danger of eNB compromise remains critical for small data as well as normal data sessions, and is not different from that addressed in a current security framework. 

5.7.4.3.5.4
Retroactive decryption of past data by obtaining the cached security context from a compromised eNB while the cached security context is still valid. 

The attacker may gain access to the eNB during the off-hours, when eNB is not monitored for an unauthorized access and therefore is more vulnerable. Proper Token lifetime management policies can ensure that cached context is deleted during these hours of higher vulnerability.  The context used for protecting the short data during hours of higher vulnerability should be time-limited, possibly limited to individual short data transmission session or few sessions, and should be deleted after these set limits are over. During the normal business hours, when access to the eNB is normally monitored, the cached context lifetime management can be restored again to its normal policy values.

5.7.4.3.5.5
Potentially increased risk of key compromise in the eNB due to retaining the AS security context. 

Retained AS security context can be used over extensive period of time for securing a large number of small data transmissions. However, it does not present a different potential for cryptanalysis than when the same AS security context is used for securing a large data transmission over the single session for a comparable amount of data. The validity of security context is currently limited by the size of the PDCP counter, which is used as the crypto-sync. The same limitation is observed for the connectionless mode to limit the amount of data exchanged during a validity period of the cached security context. Therefore, there is no additional risk of key compromise in the eNB due to retaining the AS security context.
5.7.4.3.5.6
Potentially increased risk to UE Identity Confidentiality in eNB.

Unlike in current operation, when the eNB does not recognize identity of the UE, the connectionless security scheme proposes to send the UE-specific cookie from the MME to the eNB to assist in recognizing duplicate cached context. Identity Confidentiality is preserved since a cookie is generated instead of sending the UE identity to the eNB.
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