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1.
Discussion and proposal
Some part of the existing text on new security requirements was pretty misplaced in section 5.2.4.2. We propose to move it without changes into the new “General considerations” sections from S3-130626.
2.
pCR
********************** START OF FIRST CHANGE***************************
5.2.4.2
Compliance testing

The compliance testing laboratories shall provide the following documents to the vulnerability testing laboratories and to the operator:
-
The test procedures [following SAS]

-
The test results [following SAS output format indications]

The security compliance of a network product is its compliance to a defined set of security requirements. The security requirements set will be provided in the security assurance specification following the template of 5.2.2.1. Many examples of requirements are available in Annex A.2. It is worth noting that a test case is defined for every security requirement. 3GPP SAS specifications provide guidelines for the type of tools to be used for the validation of these tests. This test case describes the validation technique to be used by the compliance testing laboratories as well as the expected outputs to provide in the evaluation report. 

Compliance testing laboratories execute the tests contained in the 3GPP SAS for the evaluated network product as described in the test cases, collect evaluation evidences and include them in the final security compliance report, which will include at least:

-
Declaration about who carried out the tests (e.g. self-evaluation or third party Evaluators).

-
Copies of other security related third party certificates and test reports of previous evaluation (internal and/or third party), if appropriate and available.

-
Test data and list of test tools and used methods as well as a rationale for declaring the tests as passed or not considering the outputs. 
-
Network products/features tested and reasons for not testing where applicable.
-
List of the security requirements of the 3GPP SAS not compliant and associated gap. 


NOTE:
The test results and data may be collected from test execution instance run by the vendor test team as part of its product development cycle.



********************** END OF CHANGE***************************
********************** START OF SECOND CHANGE***************************
5.2.8
General considerations

5.2.8.X
Improvement of SAS and new security requirements

Additional security requirements may be added in the evaluation report by the vendor/operator where the 3GPP SAS has not included the requirement. These new security requirements will be evaluated for information but will not influence compliance with the 3GPP-defined SAS. These new security requirements may be submitted to 3GPP for inclusion an update of the relevant SAS.

Vendors, operators or other bodies can propose new security requirements for addition to 3GPP standards (SAS) if a new threat or vulnerability has been identified. This gives SA3 the flexibility to continuously review and improve their security compliance checklist. 

********************** END OF SECOND CHANGE***************************
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