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Abstract of the contribution:

This document propose to give a template of the evaluation reports and also revise some parts of TR with regard to the self-declaration. It also removes the document called ‘certification’ as the operator security acceptance decision does not result in a public document nor does it involve certificates by a third party.
**********************START OF FIRST CHANGE***************************
Self-declaration: Self-declaration is a declaration of the claims made on the network product by the vendor. It means that a vendor provides a self-declaration of its network product based on the evaluation reports required by SECAM to the operator without any review of a certification authority of these reports before.

**********************END OF FIRST CHANGE***************************
**********************START OF SECOND CHANGE***************************
The ultimate output of the SECAM process is:

· an evaluation report proving compliance of a 3GPP network product with the 3GPP security assurance specifications

· optionally a certificate proving the accreditation of actors performing the evaluation tasks

An evaluation report will be issued for each 3GPP network product evaluated, and an optional certificate will be maintained for each actor. 

The operator examines the network product, the compliance reports and the testing laboratories certificate published by the Certification Body and decides if the results are sufficient according to its internal policies (see 5.2.5 for details).

Below are several examples of instantiation of roles for SECAM:

Example 1: Combination of self-evaluation (for security compliance) and third-party evaluation (for vulnerability testing) for the evaluation of a 3GPP network product (e.g. MME A of vendor X)

In the example below:

-
Vendor development process assurance compliance is self-assessed by a vendor, which has previously been accredited by the Certification Body for this task;
-
Security compliance testing is self-assessed by a vendor, which has previously been accredited by the Certification Body for this task;
-
Vulnerability testing is assessed by an accredited third-party laboratory which has previously been accredited by the Certification Body for this task.
-
The operators, and the vendors as far as third parties are concerned, receive the report from all three tasks of the evaluation and the vendor’s self-declaration for a given network product and are able to check that all involved parties (self-evaluating vendors and/or 3rd party evaluators) were accredited to undertake the tests by checking their accreditation with the Certification Body.

**********************END OF SECOND CHANGE***************************
**********************START OF THIRD CHANGE***************************
5.2.4
Evaluation and evaluation report

Editor’s Note:  The following description is for the initial evaluation of a network product. How to deal with updates of the product over its lifecycle and which steps are to be conducted again to get a new certification is FFS.

…..
5.2.x Self-declaration
After the evaluation process is finished, the vendors review all the evaluation results of the product and give a declaration of their product. In the self-declaration, vendors should 
· give a short summary and conclusion of all the evaluation reports
· declare all tests conducted by the vendors are correctly carried out and all the documents provided by the vendors are authentic without intentional deception.
Editor’s note : Further details can be provided after the study phase.
NOTE:
Ideally both vendors and operators would prefer everything (all tests, requirements, processe etc ) are passed or met, but in reality there may be vulnerabilities in a product or security functions that are not fully developed. A self-declaration doesn’t mean all security requirements are met or no vulnerabilities can be found in the product. The self-declaration can also imply partial compliance. The vendors need to summarize the evaluation results truthfully in self-declaration. It is up to the operators to make the final decision whether the product can be accepted or not.
5.2.5
Operator security acceptance decision

The operator examines the network product, the compliance reports, the self-declaration and the testing laboratories certificate published by the Certification Body and decides if the results are sufficient according to its internal policies. In particular, the operator can perform a sample of the compliance or vulnerability tests, based on the delivered test procedures.

The vendors and third-party laboratories accreditation documents monitored and maintained by the Certification Body attest the trustworthiness of these actors and can help operators in their security acceptance decisions.
**********************END OF THIRD CHANGE***************************
**********************START OF FOURTH CHANGE***************************
5.2.7
Summary of SECAM deliverables

	Phase
	Sub-phase
	Deliverable
	Published by

	Methodology building
	
	Consensus on threats [temporary document]
	3GPP

	
	
	Security Assurance process
	

	
	
	Security Assurance Specifications for the network product class listed in section 4.4


	

	
	
	Testing laboratories accreditation and monitoring rules

Test methodology and skills requirements
	Certification Body / GSMA

	Accreditation 
	Methodology Accreditation
	Accreditation report
	Accreditor

	
	Evaluator audit and accreditation
	Compliance testing laboratories certificate

Vulnerability testing laboratories certificate
	Certification Body / GSMA

	Evaluation
	SAS instantiation
	Instantiation of SAS
	Vendor

	
	Vendors Development process compliance
	Design documentation [free-form]

Operational guidance [free-form]

Version management plan [free-form]

Flaw remediation documentation [free-form]


	

	
	
	
	

	
	Security compliance testing
	Test procedures  [following SAS]

Test results [following SAS output format indications]
	Vendor or third-party



	
	
	
	

	
	Security vulnerability  testing
	Test procedures  [following Test methodology]

Test results [following SAS output format indications]
	

	
	
	
	

	Self-declaration
	Self-declaration
	Self-declaration
	vendor

	Certification
	
Monitoring, dispute resolution
	
Accreditation document, Accreditation revocation list
	
Certification Body / GSMA

	Dispute resolution
	 -
	Operator claims


	


**********************END OF FOURTH CHANGE***************************
